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ABSTRACT

Nowadays “Internet of Things” or IoT becomes
the most popular technology in the Internet system.
Types of devices and sensors have been connected as a
network of devices and sensors. While a wireless sen-
sor network is a traditional network of sensors that
can be considered as a beginning point of IoT sys-
tems. Currently, these sensor data are not only ex-
changed within a local network but also are delivered
to other devices in the Internet. Consequently, well-
known organizations such as IEEE, IETF, ITU-T and
ISO/IET are trying to set standards for wireless sen-
sor devices in IoT systems. The recommended stan-
dard utilizes many of internet stack standards such as
CoAP, UDP and IP. However, the traditional design
of WSNs is to avoid using internet protocol in the
system to reduce transmission overhead and power
consumption due to resource limitation. Fortunately,
the current technology in both hardware and software
allow the internet standard to sufficiently operate in
a small sensor. In this paper, we propose a MAC
protocol named CU-MAC to efficiently support IoT
standard that need request-respond communication
or bi-direction communication. CU-MAC uses multi-
channel communication to perform continuous and
bidirectional data transfer at low duty-cycle. It also
has a mechanism to overcome the hidden terminal
problem. We evaluated the performance of CU-MAC
on both simulation and real testbed based on Con-
tiki OS. The result shows that CU-MAC outperforms
other existing MAC protocols in term of packet deliv-
ery ratio at 98.7% and requires lower duty-cycle than
others to operate in the high traffic environment.

Keywords: Media Access Control Protocol, MAC
layer protocol, Wireless Sensor Networks (WSNs), In-
ternet of Things (IoT)

1. INTRODUCTION

Internet of Thing (IoT) is one of the most inter-
ested topic for researchers and developers. IoT allows
things can communicate directly with each other,
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Fig.1: A diagram of wireless sensor network stan-
dards for IoT.

such as lights on streets, on-board sensors in vehi-
cles, sensors in medical devices or even regular elec-
tronic devices in our daily life [1]. When the things
are capable of exchanging their data among same de-
vices or different ones, many smart applications have
arisen. For example, fire alarm detecting sensors can
tell the area that are on fire using information from
nearby sensors or when an accident happens on the
road, on-board sensors in the vehicle warn the other
cars using the vehicular network or using street light
networks. Therefore, the most important part in IoT
development is how to manage the network of enor-
mous number of incoming connected devices.

In order to achieve the efficient communication for
IoT, the traditional wireless sensor network need to
be considered. WSNs share the same concept and
the same requirement found in the IoT device such
as small device size, small data size and low power
consumption. WSNs have its own special medium
access control (MAC) standard that can reduce the
overall power consumption from data transmission.
Because each transmission consumes far more power
than other activities. Unfortunately, the WSNs are
designed and optimized to operate in much lower ca-
pability environment than current IoT devices have.
Nowadays, some critical applications, such as fire
alarm system, medical monitoring system or on-board
sensors in the vehicle need high frequent and reliable
data transmission. As a result, any loss or stale in-
formation can cause seriously damage for such men-
tioned applications. To take the advantage of WSNs
concept in IoT or let devices in WSNs successfully co-
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operate with other devices in IoT), its communication
structure improvement is mandatory.

IEEE, IETF, ITU-T and ISO/IET recommenda-
tions communication standard for IoT that are worth
to mention, such as constrained application proto-
col (CoAP) and message queue telemetry transport
(MQTT) for publish-subscribe messaging pattern,
IPv6 over low power wireless personal area networks
(6LoWPAN) and IPv6 routing protocol for low-power
and lossy networks (RPL)[2]. These standards nor-
mally have not been applied in WSNs due to re-
quest /response approach which effect to power con-
sumption. This also mean that they are not suitable
with the traditional MAC layer protocols in WSNs.
But some protocols of WSNs can performance in
IoT environment with limitations. WSNs have two
types of MAC protocols; synchronous MAC protocol
and asynchronous MAC protocol. The asynchronous
MAC protocol is the most famous types used in
WSNs. It was reported in many publications [3-5]
that it provides more bandwidth with less power con-
sumption than synchronous type. The asynchronous
MAC protocol can be classified into receiver initiate
connection (RI) and sender initiate connection (SI).
RI has less power consumption than SI but its draw-
backs are the performance in term of delay and band-
width worse than SI. X-MAC [6] is the most famous
SI protocol that is applied to IoT network. X-MAC is
a preamble-sampling protocol based on the low power
listening mechanism. Although this can minimize the
power consumption, loss and delay significantly in-
crease from black spot issue when numbers of data
transmission occur [7]. Therefore, the performance
of the traditional SI protocol is still not enough for
IoT network stack that includes many internet stan-
dards.

In this paper, we propose a CU-MAC protocol for
IoT network to overcome those limitations in the tra-
ditional MAC layer protocol. CU-MAC is an ST MAC
protocol that separates communication channels for
initiating connection and data transmission for con-
current transmission flows so the multi-channel ap-
proach can improve transmission bandwidth. More-
over, we apply data loss protection model in buffer
management and request/response communication
improvement using data piggyback technique in only
one connection instead of two in a traditional way.
We evaluated our protocol in both simulation and
real environment. The results show that our proto-
col outperform other traditional protocols in term of
packet delivery ratio and delay.

The rest of the paper is organized as follows. Sec-
tion II reviews existing works in MAC layer protocols
for WSNs and IoT system. Subsequently, in Section
III, we explain our proposed CU-MAC protocol. In
Section IV, we describe our implementation of CU-
MAC protocol. In Section V, performance evaluation
is shown. Finally, Section VI concludes the paper.

Table 1: Radio power consumption of the MICA2
mote sensors [13].

Radio State | Power Consumption
Transmit 81 mW
Receive 30 mW
Idle 30 mW
Sleep 0.003 mW

2. RELATED WORK

In IoT network architecture, we can categorize into
four levels; 1) Sensor Level responses for collecting
data from interesting environment 2) Network Level
provides a connection between sensors and gateways
3) Service Level manages the data collection follow
the service provide policy to provide these data to
user 4) Interface Level is used for displaying theses
data to user[8, 9. WSNs take important roles in
Sensor Level and Network Level. The recommended
standards from IEEE and IETF can be illustrated in
Fig. 1. Each stack can be described below.

e Constrained Application Protocol (CoAP) [10] is
released by IETF to be an application protocol oper-
ating on UDP. It is designed for sensor devices to work
in client/server way with the same methods found in
HTTP such as GET, PUT, POST and DELETE.

e IPv6 over low power wireless personal area net-
works (6LoWPAN) [11] is a minimized version of IPv6
that is released by IEEE so IPv6 can be used in
IEEE802.15.4 which limits each frame packet size to
only 150 bytes.

e [Pv6 routing protocol for low-power and lossy
networks (RPL) [12] is a routing protocol designed
for low power device. RPL construct a destination
orientated directed acyclic graph (DODAG) contain-
ing concerned cost such as power and latency.

e The medium access control layer (MAC) will be
discussed in detail later in this section. For physi-
cal layer (PHY), all of sensors rely on IEEE802.15.4
which designed for low power communication. It pro-
vides limited bandwidth at 150 Kbps. and each frame
packet size is limited to only 150 bytes.

In this paper, we focus on MAC protocol so we re-
view the major existing MAC protocols of WSNs and
elucidate them in term of strengths and weaknesses
for each protocol in IoT perspective. In WSNs, all
of the MAC protocols are developed by applying the
duty-cycle concept because the design of WSNs pays
much attention on the power consumption. Table
1 shows the radio power consumption of each sen-
sor node process, the duty-cycle concept is the time
schedule for sensor node to turn on radio only when
it wants to receive or transmit data, in other case, the
radio will be turn off for minimizing the power con-
sumption of radio module [13, 14]. We can classify the
MAC protocols in WSNs into 2 categories, which are
synchronous MAC protocols and asynchronous MAC
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protocols.

The synchronous MAC protocols are the protocols
that need to exchange the duty-cycle time scheduler
in the WSNs for maintaining the time to transmit or
receive data in each node. The popular protocols in
this category are S-MAC [15], T-MAC [16], R-MAC
[17] and P-MAC [18]. S-MAC has a key design for
burst event application while T-MAC is a protocol
that is improved from S-MAC protocol by using the
concept dynamic duty-cycle in nodes for increasing
the transmission speed. R-MAC is different from S-
MAC in that it uses the sleep state to transmit data
to multiple nodes and P-MAC is developed based
on R-MAC by using the bidirectional data transfer
for increasing the transmission efficiency. The asyn-
chronous MAC protocols are different from the syn-
chronous MAC protocols in that they do not exchange
the information of duty-cycle process. This cate-
gory of MAC protocols is very popular in WSNs be-
cause the properties of this category are more efficient
power consumption and lower latency than the syn-
chronous MAC protocols. The most popular MAC
protocols of this category are:

e B-MAC [19] is the duty-cycle MAC protocol that
each node has its own duty-cycle schedule. If the
node has data to transmit, the sender will send the
preamble frame to the wireless channel. The pream-
ble frame will be sent within one duty-cycle time. At
a receiver node, every round of duty-cycle schedule,
the node will check the wireless channel usage. If the
receiver node found a long preamble in the wireless
channel, the receiver node will power on until receiv-
ing the target address information from the last sec-
tion of preamble. If the receiver node is not a target
address, it will go to sleep state. On the other hand,
if the node is a target node, it will wait for the data
from the sender node. The advantage of this protocol
is low latency comparing with the synchronous MAC
protocols. However, it has a drawback in the case
that neighbor nodes waste their power when they re-
ceive a long preamble but in fact they are not target
receiver nodes. This problem is well-known as over-
hearing problem

e RI-MAC [20] is a MAC protocol that the re-
ceiver node initiates the connection. When the re-
ceiver node wakes up, it will send the packet piggy-
backed with its own address into the wireless channel.
If the sender node who needs to send data to the re-
ceiver node hears this packet, it will send data to
the receiver node. RI-MAC is more efficient than the
sender-initiated protocols in that the sender nodes
have no need to send long preamble so the sender
nodes can save their power. The drawback of this
protocol is the high collision when there are more
than one sender nodes expecting to send data simul-
taneously.

e X-MAC [6, 7] is a MAC protocol for improv-
ing the drawback of B-MAC protocol by using se-

ries of short preamble instead of a long preamble.
The short preamble used in X-MAC protocol is pig-
gybacked with the target address. When the node
wakes up and receives the short preamble, it also
checks the target address in the short preamble. If
it is not the target address, it will quickly go to sleep
state. On the other hand, if it is the target address,
it will send acknowledgment packet for breaking se-
ries of short preambles and wait for the data from
the sender node. The advantage of X-MAC protocol
is low latency. Moreover, it can reduce the overhear-
ing problem in B-MAC protocol but the weaknesses
of X-MAC protocol are the hidden terminal problem
and the competition of data transfer when there are
more than one senders in coverage wireless area.

There are issues that need to be considered when
using these previously proposed MAC protocol in IoT
environment as following.

e CoAP requires a two-way communication as a
server/client approach that has a request message and
a response message but for regular WSNs, most of
communication direction is from sensors to server.

e Although 6LoWPAN has a minimized header
from IPv6, the header size is still larger than tra-
ditional WSNs. If size of data and header is larger
than 150 bytes, this will increase number of packets
due to packet fragmentation.

e RPL need neighbor discovery process for its oper-
ation which require broadcast communication in the
network. Unfortunately, the synchronous MAC pro-
tocol and RI MAC protocol do not capable to broad-
cast data so they have to use unicast for each neighbor
which greatly increase delay and power consumption.

For above reasons, ST MAC protocol is the most
suitable MAC protocol in IoT network and X-MAC
is one of the most popular SI MAC protocols applied
in IoT network[21]. However, X-MAC in IoT environ-
ment cannot perform well as reported in [7], X-MAC
has a lost preamble acknowledgement issue. The is-
sue occurs in two scenarios. The first one is when the
sender finish its transmission before it receives the
response preamble. Another scenario is a hidden ter-
minal problem. There are two concurrent preambles
from two individual senders but a receiver gets both of
preambles at the same time. Consequently, the lost
issue will increase when the number of senders and
the volume of data increase. If there are more than
one sender in the area, other senders will have to wait
for long time due to one channel communication of X-
MAC called a black spot issue. It can be seen that
the main problem is that the above-mentioned pro-
tocols cannot support bidirectional and concurrent
transmissions.

In order to design an efficient MAC protocol in
IoT environment, one should consider bidirectional
and concurrent transmissions that occur much more
often than traditional WSNs. We proposed CU-
MAC to outperform a traditional MAC protocol us-
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ing multi-channel technique. The multi-channel com-
munication improves connection initiation and data
transmission of concurrent transmission. This allows
CU-MAC to overcome request/response message fre-
quently occurred in IoT environment. We also ad-
dress buffer overflow issue and black spot issue in
X-MAC so CU-MAC can operate efficiently in IoT
environment.

3. CU-MAC PROTOCOL DESIGN

The design goals of CU-MAC protocol follow three
main properties in order to improve the efficiency of
WSNs in IoT environment; multi-channel communi-
cation support, piggyback data transferring support
and continuous data transferring support.

In IEEES802.15.4 standard, there are 9 usable chan-
nels for wireless communication. To minimize power
consumption, CU-MAC selects one wireless channel
to transfer both control information and data when
there is only one sender in the same coverage area.
But if there are more than one senders in the same
coverage area, CU-MAC will select another one us-
able channel for data transfer for each sender. Specif-
ically, if there are two senders in the same network
coverage area, CU-MAC will use one channel for con-
trol information which will be shared among the two
senders. Then, it will use another two channels for
data transfer for each sender. This allows multiple
senders to transfer data simultaneously. This tech-
nique is different from X-MAC in that X-MAC will
use only one channel for both control information and
data transfer. If there are multiple senders in the
same coverage area, only the first sender can send
control information and transfer data whereas the
rest of the senders need to wait for the first sender to
finish the transfer. The transfer will be done sequen-
tially, not simultaneously. Therefore, our CU-MAC
technique can reduce latency of data transfer in over-
all and address the black spot issue in X-MAC. To
share the same control channel for two senders, both
of them must send their own preamble without in-
terfering to each other. CU-MAC is comprised of an
Advertising Phase and a Data Transferring Phase.

Generally, the Advertising Phase is a phase that a
sender needs to send an announcement to its neigh-
bor nodes before transferring data. CU-MAC per-
forms sampling at the channel usage twice to ensure
that there is no other sender in the coverage area in
order to know the timing of free time slot between
two preambles of the other sender. In hidden ter-
minal problem case, if the receiver detects the colli-
sion from both sender, the receiver will send a warn-
ing message to a new sender so the new sender uses
back-off interval to avoid hidden terminal problem.
Then the Data Transferring Phase will start after the
sender get Ready to Receive Information (RA) from
its receiver. Fig. 2 show the pseudocode of CU-MAC
protocol.

Pseudocode CU-MAC protocol

function SEND(target.address)
set slot.sample to 2;
set slot.usage to 0;
for (i=1;i<slot.sample;i++) do
CcC4, //Clear Channel Assessment
if (CCA is positive) then
slot.usage++;
end if
end for
switch slot.usage do
case 0:
send preamble embed with target.address;
wait for acknowledgment packet;
send data packet;
break;
case 1:
learn timing of preamble;
send preamble embed with target.address and data.transfer.channel;
move wireless channel to data.transfer.channel;
wait for acknowledgment packet;
send data packet;
break;
case 2:
set back-off timer for wake-up node;
sleep;
break;
end switch
end function

function RECEIVE (this.address)
set slot.sample to 2;
for (i=1;i<slot.sample;i++) do
CC4;
if (CCA4 is positive) then
get target.address from preamble;
if (target.address=this.address) then
get data.transfer.chanel from preamble;
if (data.transfer.channel) then
move wireless channel to data.transfer.channel;
end if
repeat
send acknowledgment packet embed with ready.to.receive;
until received data or time of send acknowledgment packet equal duty cycle time
sleep;
break;
end if
end if
end for

sleep;
break;
end function

start
node.wake-up;
if (node have data to send) then
SEND(target.address);
else
RECEIVE (this.address);
end if
end

Fig.2: Pseudocode of CU-MAC protocol.

For more clarification, Fig. 3 shows timelines
of CU-MAC advertising phase when there are only
Sender A and Receiver X. At T0, Sender A wakes up
and needs to send data to Receiver X. Firstly, Sender
A samplings channel usage twice for checking if there
is any sender sending data. If it does not detect any
signal in the control channel, which means that there
is no other senders, it will send the first short pream-
ble packet with Target Address Information (TA) im-
mediately (In this case TA is Receiver X). After that,
Sender A listens for a Ready to Receive Information
(RA) from Receiver X. If it cannot receive anything,
it will go back to send the second short preamble.
This process is an Advertising Phase and CU-MAC
repeats the process until the spending time is equal
to the duty-cycle time. This is to ensure that all the
neighbor nodes hear the preambles. At the state of
listening of the Advertising Phase, if Sender A re-
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Fig.3: CU-MAC timelines when there is only one

sender.

ceives a Ready to Receive Information (RA) packet
from Receiver X, it will start Data Transferring Phase
and send data to Receiver X at control channel for
saving the power consumption. Because currently,
there is only one sender.

3.1 Multi-channel Communication Support

To enhance the communication performance and
support number of devices, CU-MAC utilize 9 us-
able channels in IEEE 802.15.4 to make multi-channel
communication. We use the scenario in Fig. 4 with
additional Sender B and Receiver Y to explain how
CU-MAC works if there are more than one sender
in the same area. We suppose that, at T1, Sender
B wakes up and needs to send data to Receiver Y.
Sender B is going to start its Advertising Phase as
Sender A did but when it checks the channel usage,
it found that other senders are using control channel.
Sender B will listen the control channel. After hear-
ing the preamble from Sender A, Sender B learns the
interval time of Sender A’s preambles and sends its
own short preamble with TA and Data Transferring
Channel Number (CN) in free slot in control channel.

At T3, Sender A hears the preamble from B. It
checks the CN that Sender B selects. After that,
Sender A will choose its own CN that is different
from Sender B’s CN and will include its own CN in
the next sending preamble. Later at T3, Receiver X
wakes up from scheduler. It checks the control chan-
nel usage and found that the control channel is in use.
It listens to the control channel and hears the pream-
bles from Sender A and Sender B. When it decrypts
the packet, it found that it is the target address of
Sender A. Therefore, Receiver X will switch its wire-
less channel number to the CN that is embedded in
the preamble of Sender A.

At T4, Sender A starts Data Transferring Phase at
Receiver X. The gray box in the figure means the node
switches the wireless channel from control channel to
data transferring channel already. In this Data Trans-
ferring Phase, Receiver X will send series of short

s
Sender A
R

s
Sender B
R

'S sampling channel usage: Short preamble

with RA only

To T T2T3 T4 TS

TA-Target address information
CN=Channel number for data transfer information
RA-Receiver address information

Fig.4: CU-MAC timelines when there are two
senders and two receivers.

preambles embedded with Ready to Receive Informa-
tion (RA) until it receives a data packet from Sender
A. In case that Receiver X keeps sending short pream-
bles for longer than the duty-cycle time but there is
no data packet from Sender A. It is most likely that
Sender A left the network already so Receiver X will
switch back to the control channel.

At T5, Sender A switches its wireless channel from
control channel to data transfer channel. When it
comes to data transfer channel, it is waiting for the
short preamble with RA information from Receiver
X. After it receives the preamble form Receiver X, it
will send data to Receiver X and waiting for the cor-
responding acknowledgement packet from Receiver
X. If Sender A receives the acknowledgement packet
properly, it will switch its wireless channel to control
channel. Otherwise, if it cannot receive anything after
switching to data transfer channel or cannot receive
the acknowledgement after sending the data packet,
it will stay in this channel until it receives the pream-
ble from Receiver X or until it stays in this channel
longer than the duty-cycle time. Sender B and Re-
ceiver Y follows the same process as Sender A and
Receiver X do.

Fig. 5 shows another scenario when three senders
want to transfer data at the same time. As can be
seen from the figure, Sender A and Sender B are do-
ing the Advertising Phase as we explained earlier. At
T6, when Sender C wakes up and needs to send data.
Firstly, it samplings the channel usage and found that
the control channel is used by other senders. At T7,
Sender C listens to the control channel for hearing
the preamble packets of other senders. In this case,
Sender C learns and knows that there is no avail-
able slot for sending its own preamble packet. At
T8, Sender C will random the back-off timer to avoid
hidden terminal problem, supposed that, it wakes up
again at T9 (the random back-off timer is less than
a duty-cycle time value). After Sender C wakes up
again at T9, it will do its Advertising Phase again.
During that time, Sender A switched to the data
transfer channel already so Sender C can take the
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Fig.5: CU-MAC timelines when there are three
senders at control channel.
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Fig.6: CU-MAC piggyback data transferring.

free slot.

3.2 Piggyback Data Transferring Support

Most of IoT applications using request/response
communication that normally transfer data in both
directions. CU-MAC supports such bi-direction data
transfer by piggyback the data using only one com-
munication connection. This technique can reduce
an additional overhead and delay comparing with the
traditional MAC protocol that need each connection
initiation for each data transferring direction. For
more clarification, Fig. 6 shows the example for pig-
gyback data transferring in CU-MAC. At T0, Sender
A wakes up and needs to send data to Sender X. It
checks the control channel usage. If the channel is
empty, Sender A will send the short preamble. At
T1, Sender X wakes up and needs to send data to
Sender A. It checks the control channel and found
that the channel is used by other senders. It hears
the preamble from Sender A and found that it is the
Target Address (TA) of Sender A. After that, it uses
piggyback data transferring by sending an acknowl-
edgement at T2 in order to tell Sender A that Sender
A can send data packet now. After Sender X receives
the data packet already, Sender X will send an ac-
knowledgement with Waiting for Receiving Data In-
formation (WR) to tell Sender A that Sender A must
wait for receiving data packet before going to sleep.
Then, Sender X can send a data packet to Sender A.

Buffer slot for
bidirectional

Normal queue 3
buffer slots

Fig.7: Buffer stack diagram.

3.3 Continuous Data Transferring Support

In IEEE 802.15.4, the data frame can contain 150
bytes at maximum. That means if the sensor node
needs to send data bigger than the data frame size,
it will separate the data into many packets and send
those packets to the destination node. Most of IoT
devices contain various types of data that their sizes
are bigger than this data frame size. For this case,
CU-MAC supports multiple continuous data packets
at the same time, thus reducing the latency of the
packets. The key that makes CU-MAC be able to
send multiple continuous packets is how to set the
policy in the buffer stack to protect buffer overflow

The buffer stack in CU-MAC is designed to con-
tain 2 parts. The first part is one buffer slot that
is dedicated for bidirectional data transfer, so-called
bidirectional buffer slot. This slot can help sensor
nodes support piggyback data transferring. The sec-
ond part is a group of buffer slots that are dedicated
for queuing the normal data, so-called normal buffer
slots. Each buffer slot is 150 bytes as the maximum
data fame size. Fig. 7 shows the diagram of buffer
stack in CU-MAC.

We set policies for buffer stack in CU-MAC as fol-
lows.

e Drop a packet in the buffer only when the packet
is expired.

e If the normal buffer slots are full, the receiver
node will deny receiving any packets except the case
that the packet comes from the target node that the
receiver node needs to send data to. In this case, the
receiver node can use the bidirectional buffer slot to
receive a packet.

e The bidirectional buffer slot can be used for bidi-
rectional data transfer only.

To enable continuous data transfer, CU-MAC
needs to embed the following fields into the short
preamble.

Target Address Information (TA)

Channel Number for Transfer Data (CN)

Number of Packets to be Sent (NS)

Number of Empty Normal Buffer Slots (NE)

Number of Packets to be Received (NR)

Ready to Receive Information (RA)

Waiting for Receiving Data Information (WR)

Fig. 8 shows the timeline of Sender A and Sender
X in bidirectional and continuous data transfer mode.
Suppose that Sender A is sending continuous data to
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Fig.8: CU-MAC continuous data transfer.

Sender X and Sender X is also sending continuous
data to Sender A. We put the number of packets to
be sent and the number of empty normal buffer slots
into the short preamble packet because we need the
receiver node to know the boundary of packets that
can be received and sent when it stays in the data
transfer phase so that it can manage the pool buffer
slots by itself.

As can be seen in Fig. 8, all of the nodes have one
bidirectional buffer slots and four normal buffer slots.
At T2, Sender X receives the short preamble from
Sender A. According to the short preamble, Sender
X will know that Sender A needs to send 3 packets
to Sender X but now Sender X does not have any
empty normal buffer slots. Moreover, Sender X has
2 packets to send to Sender A (other packets in the
buffer slots may be sent to other nodes). In this case,
Sender X will switch to data transfer channel. Then,
Sender X will send a short preamble embedded with
NR equal to 1 because now Sender X has one bidi-
rectional buffer slot that is available. At T3, when
Sender A completes to send its short preambles in
control channel, it will switch to data transfer channel
and wait for receiving a short preamble from Sender
X. When it receives the short preamble from Sender
X, it will know that Sender X has only one available
buffer slots so it will send only one data packet to
Sender X. After Sender X receives the packet from
Sender A, at T4, Sender X sends an acknowledge-
ment with WR=on, NS=2 and NE=0. WR is set on
in order to tell Sender A to receive data packets. NS
is set to 2 because Sender X has 2 packets to send
to Sender A. NE is set to 0 because Sender X wants
to tell Sender A that it does not have empty normal
buffer slot. After Sender A receives the acknowledge-
ment from Sender X, it will stay to receive 2 data
packets from Sender X. The continuous data transfer
between Sender A and Sender X will repeat like this
until there is no data packets to be sent.

4. IMPLEMENTATION

Our CU-MAC protocol has been implemented in
Contiki OS 2.7[22] using IEEE802.15.4 standard wire-
less module. We have used the Clear Channel As-

Sender A.B

leca boe leca

"

CCA CCA

Receiver

Fig.9: CU-MAC preamble and CCA timing.

sessment (CCA) mechanism for indication the activ-
ity in radio channel. The CCA applies Received Sig-
nal Strength Indicator (RSSI) of the radio transceiver
as an indicator to detect whether the wireless chan-
nel is busy or not. Specifically, if the RSSI level
is greater than a given threshold, the CCA returns
negative value indicating that the wireless channel is
busy. If the RSSI level is less than the given thresh-
old, the CCA returns positive value indicating that
the wireless channel is clear. The major key to make
CU-MAC operation successful is to set all the inter-
val times for sending and receiving preamble packets
carefully.

The interval times that are important for CU-MAC
operation are shown in Fig. 9. Each of them are
defined as follows.

tp : the transmission time of the preamble packet

t,: the interval time between each preamble packet
transmission

tq: the time required for the other sender to suc-
cessfully detect the preamble packet

tecq: the time used for a CCA indicator process

tpe: the interval time between each CCA process

Eq. (1) shows the timing constraints in CU-MAC.
In order for the CCA to detect that the wireless chan-
nel is busy, tp. must be greater than ta and must
be less than t,+tq because if the first CCA process
cannot, detect the preamble packet, the second CCA
process will definitely detect the preamble packet.
The transmission time for sending preamble (¢,) must
be greater than ty.+2t.., because if tp is less than
tyc+2teeq , the CCA process may not be able to de-
tect the preamble packet.

to <tpe <tg+tqg <tpe+ 2tccq <tp (1)

The interval time between each preamble packet
transmission is defined by the IEEE802.15.4 specifi-
cation as 12 symbols. In IEEE802.15.4, one symbol
is 4/250 milliseconds that means the possibility least
time of ¢, is 12 symbols*4/250 = 0.192 milliseconds.
In our implementation, we use 4 bytes long pream-
ble and 1 byte start of frame delimiter for declaring
preamble packet. The second sender needs to send
5 bytes transmission time before the first sender can
detect preamble packet. Thus, t4= (5 bytes*8) / 250
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kbps = 0.16 milliseconds. In Chipcon CC2420 radio
transceiver specifications, the time for a CCA indi-
cator process is 0.192 milliseconds. According to the
above explanation, Eq. (1) becomes Eq. (2).

0.192 < tye < 0.352 < e + 0384 < 1,  (2)

According to Eq. (2), the transmission time of the
preamble packet ¢, must be greater than 0.736 mil-
liseconds. We use 25 byte preamble packet in order
to include all the keys mentioned in Section 3. Since
the preamble packet size is 25 bytes and the physical
bitrate is 250 kbps in CC2420 radio transceiver, the
tp is equal to 0.8 milliseconds.

According to Eq. (1) and (2) discussed above,
t, must be at least 0.192 milliseconds. However, in
our real implementation, we use the RTC (Real Time
Clock) from Contiki OS, which can adjust the clock
skew every 0.1 milliseconds, so we set ta to be 0.2
milliseconds. According to our experiment, there ex-
ist some processing delay from WiFi modules. As a
result, ?;. and ¢, need to be set to 0.4 and 0.8, re-
spectively, in order to be able to detect the preamble.

Finally, in order to satisfy all the constraints, CU-
MAC implementation uses the following configura-
tions:

t, = 0.2 milliseconds
tpe — 0.4 milliseconds
t, = 0.8 milliseconds

In our implementation, CU-MAC reserves 750
bytes memory for packet buffer memory, which is
equal to 5 slots because in IEEE802.15.4 the MTU
size is 150 bytes. 4 slots of memory are used for
sending or receiving the data packet and 1 slot of
memory is used for bidirectional data transfer. Thus,
CU-MAC in our implementation can send or receive
4 sequential data packets at the maximum.

5. EVALUATION

To evaluate the protocol performance, we ran an
extensive set of experiments and simulations. The
wireless nodes in our testbed are Tmote Sky motes,
which use an 8MHz TI MSP460 processor and have
1MB of external flash. The radio chipset used by
Tmote Sky is the Chipcon CC2240[23]. It is an
IEEE802.15.4 compliant device, has a data rate of
250kbps and operates in the 2.4GHz ISM band. For
our simulations, we used Cooja, the standard simula-
tion for Contiki OS. The metrics used for evaluating
the protocol performance are packet delivery ratio,
fairness, hidden terminal problem robustness and IoT
evaluation. We compare CU-MAC with the default
code of the X-MAC protocol based on Contiki 2.7 op-
erating system. The duty-cycle is configured at 25Hz,
10Hz and 5Hz (40ms, 100ms and 200ms sleep time).
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F19.10: Delivery ratio results at one receiver node.

5.1 Packet Delivery Ratio

For evaluation this metric, we set two experiments
on the real testbed. In the first experiment, there is
only one receiver node but the number of the sender
nodes is varied from 1 to 9. The transmission rates
at the sender nodes are 4 packets per second and the
packet size is 120 bytes. We use UDP to send the
packets for 180 seconds. All of the sender nodes will
drop packets only when they have packets more than
4 packets in their queue. The result shows in Fig. 10.

As can be seen from the figure, X-MAC cannot
deliver data to the receiver node when the number
of the sender nodes increases. In general, with the
duty-cycle 5 Hz, 10 Hz and 25 Hz, the maximum
number of packets that X-MAC can transfer is 5, 10
and 25 packets, respectively. As a result, when the
number of the sender nodes increases, a lot of pack-
ets are dropped. On the other hand, CU-MAC can
deliver higher traffic than X-MAC. This is because
CU-MAC has ability to support continuous transfer-
ring. CU-MAC is different from X-MAC in that when
the sender node has multiple data packets to send to
the same receiver, CU-MAC will transmit all of the
data packets to the receiver within one connection.
See Section 3.3 for more details. With the same situ-
ation, in contrast to CU-MAC, X-MAC can transmit
only one data packet per one connection, leading to
long waiting time and buffer overflow.

In the second experiment, all parameters are set as
same as the first experiment but the number of the
receiver nodes is changed from 1 to 2 and the number
of the sender nodes is varied from 1 to 9 per one
receiver nodes. Fig. 11 shows the result. As can be
seen from the figure, CU-MAC outperforms X-MAC.
This is because, in the advertising phase, CU-MAC
allows preambles from different senders to be sent at
the same time. Thus, different receivers can receive
the preambles and data packets simultaneously. In
this figure, the result of X-MAC at the duty-cycle
5Hz is not shown because most of the sender nodes
crash and stop transferring after 10 to 30 seconds of
the runtime.
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Fig.11: Delivery ratio results at two receiver nodes.
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5.2 Fairness

To show the fairness property of CU-MAC, we run
3 experimental scenarios in our real testbeds. The
first experiment scenario is the line topology with 3
nodes as depicted in Fig. 12. We test by sending
data packets in 2 flows simultaneously. The first flow
is sent from node 1 to node 3, while the second flow
is sent from node 3 to node 1. All flows consist of 150
UDP packets, the payload of which is 120 bytes. All
nodes have the maximum queue buffer of 4 packets
and use the duty-cycle at 5 Hz. The sender nodes at
both sides can hear each other so there is no hidden
terminal problem in the scenario.

Fig. 13 shows the fairness of CU-MAC and X-
MAC. Even though both CU-MAC and X-MAC have
fairness property, the packet delivery ratio when us-
ing CU-MAC is higher than X-MAC. Moreover, the
time used to send the packets when using CU-MAC
is also less than X-MAC. When using CU-MAC, the
packet delivery ratio is 99.7% and the time is 270 sec-
onds. When using X-MAC, the packet delivery ratio
is 81.2% and the time is 452 seconds. This is because
CU-MAC utilizes the benefit of piggybacking to send
the packets bi-directionally and send multiple pack-
ets in one connection. Moreover, CU-MAC also has
buffer overflow prevention mechanism. So, the packet
delivery ratio of CU-MAC is higher. On the other
hand, X-MAC does not have mechanism to prevent
buffer overflow and not support bi-directional com-
munication. Moreover, X-MAC can send only one
packet, per connection.

In the second scenario, we use the same topology
as the first scenario. However, different packet sizes
are applied to observe whether the sizes and the num-
ber of packets have impact on fairness or not. The
first flow consists of 150 UDP packets, the payload of
which is 120 bytes. The second flow consists of 300
UDP packets, the payload of which is 60 bytes.

Fig. 14 shows the result of the second scenario. It
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Fig.13: Fairness of 2 flows.
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Fig.14: Fairness of different packet size.

can be seen that CU-MAC has fairness property be-
tween 2 flows, but X-MAC does not. CU-MAC pro-
vides higher packet delivery ratio and shorter time
to send the packets than X-MAC. When using CU-
MAC, the packet delivery ratio is 98.7% and the time
is 310 seconds. When using X-MAC, the packet deliv-
ery ratio is 88.2% and the time is 598 seconds. This is
because CU-MAC utilizes the benefit of piggybacking
to send the packets bi-directionally and send multi-
ple packets in one connection. As a result, the second
flow, which has smaller packet size and more packet
numbers, can have the number of received bytes as
same as the first flow. In contrast, X-MAC can send
only one packet per connection and there is no bi-
directional communication support. As a result, the
second flow has smaller number of received bytes.
The third experiment scenario is Y topology with
4 nodes as shown in Fig. 15. There are three flows in
the scenario. All flows consist of 500 UDP packets,
the payload of which is 120 bytes. Each flow starts to
send data at different timings. The first flow starts
to send data at 5 seconds. The second flow starts to
send data at 65 seconds. The third flow starts to send
data at 125 seconds. The duty-cycle is set as same as
the first experiment. This scenario can represent the
node topology in WSN which connect to a gateway.

The results of the third scenario are shown in Fig.
16 and 17. Fig. 16 shows the result for X-MAC. It can
be seen that at 125 seconds, all the nodes are trying
to send the data and there are none of them receive
any data. This results in buffer overflow problem,
and the whole system cannot go on until the buffer is
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empty. Even when the whole system can continue its
process, the buffer overflow problem will occur again
inevitably. Fig. 17 shows the results for CU-MAC.
At the beginning, there are only the first flow so it
can fully utilize the whole bandwidth. Then, when
the second flow starts to send data, the first flow and
the second flow compete for the bandwidth. As can
be seen from the figure, during 65 to 125 seconds, the
overall bandwidth is shared by the first flow and the
second flow. After the third flow starts to send data,
the throughput of the second flow decreases whereas
the throughput of the first flow remains unchanged.
This is because the third flow takes advantages from
the bidirectional buffer slot for transferring data at
the same time with the first flow.

In Fig. 18, we observe that the data transfer rate
of the second flow becomes zero many times. This
is because the buffer of the middle node is full of
packets from the first and the third flows. Since these
two flows are sending in opposite side, it utilizes the
benefit of the bi-directional communication. So, the
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second flow need to wait for the first and the third
flows finish transferring data packets.

According to the above results, CU-MAC shows
its fairness property in the first and second scenar-
ios when there are multiple flows in the topology.
Moreover, CU-MAC can overcome X-MAC in all the
scenarios. Even if the scenario that X-MAC cannot
work properly, CU-MAC can work with fairness for
all flows.

5.3 Hidden Terminal Problem

The hidden terminal problem is one of major prob-
lems that degrades performance of MAC layer proto-
cols because it can lead to a lot of collisions. Most of
MAC layer protocols relieve the impact of this prob-
lem by setting the random back-off timer for the next
transmission. CU-MAC solves this problem by allow-
ing the receiver who detects collision to send an alert
acknowledgement packet immediately to the senders.
If the receiver still detects collision, it means that
the alert acknowledgement packet cannot solve the
problem. Then, CU-MAC allows the receiver to set
the random back-off timer before waking up the next
scheduler.

For evaluation, a line topology with three real sen-
sor motes are used as shown in Fig. 12. Since we
want the situation that the hidden terminal problem
happens, Node 1 and Node 3 are located far away
and cannot hear each other whereas Node 2 can lis-
ten to both Node 1 and Node 3. The duty-cycle is set
to 5Hz. According to this setting, the hidden termi-
nal problem will occur at the middle node of the line
topology. There are two flows in this experiment.
The first flow is sending data packets from Node 1
to Node 3. The second flow is sending data pack-
ets from Node 3 to Node 1. Both of the flows are
sending at 4 packets/second and each packet contains
120 bytes payload. The runtime is 100 seconds. The
experiment is repeated for 20 times. Table 2 show
the result of this experiment. We compare CU-MAC
with the alert acknowledgement implementation with
CU-MAC without the alert acknowledgement imple-
mentation. As can be seen from Table 2, the average
transmission success rate of CU-MAC with the alert
acknowledgement implementation is higher than that
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Table 2: Delivery ratio results in the hidden termi-
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Fig.19: Topology IoT testbed.

without the alert acknowledgement implementation
about 31.7

5.4 IoT Evaluation

In order to evaluate CU-MAC in IoT environment,
we use a tree topology as illustrated in Fig. 19. This
tree topology represents the IoT device connection
that requires a gateway to collect data from the sen-
sors in the area. The route connection is fixed to
avoid additional packet from neighbor discovery in
RPL protocol which can affect to evaluation results.
In this real testbed, every node produces a packet ev-
ery 3, 5 and 10 seconds. The data are transmitted
with the same behaviour of CoAP that send data to
a message broker server which has an acknowledge
for every transmission. The evaluation compares be-
tween CU-MAC, X-MAC and RI-MAC. All of proto-
cols are Asynchronous protocol while CU-MAC and
X-MAC are the Sender Initiate Connection protocol
and RI-MAC is the Receiver Initiate Connection pro-
tocol. The duty cycle of every protocol is 10Hz. The
evaluation will be done 10 times in period of 30 min-
utes and the results will be shown in the averaged
result of each tree level.

5.4.1 Packet Delivery Ratio

The packet delivery ratio results are shown in Fig.
20-22 with data transmission every 10, 5 and 3 sec-
onds respectively. When we look at the results on
every level of the tree, the SI MAC protocols out-
perform RI MAC protocol because when more than
one sender are sending data to the same destination,
the RI MAC protocol has to wait until the receiver is
available in each cycle. This can cause an additional
delay and the packet is expired when it is delivered
to the destination. On the other hands, the sender
in CU-MAC and X-MAC can immediately transmit
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the data upon the first sender finish its transmis-
sion. CU-MAC has higher packet delivery ratio than
X-MAC because CU-MAC has the acknowledgement
mechanism whereas X-MAC does not have. In par-
ticular, the nodes in CU-MAC can retransmit the
packet within the same connection initiation whereas
the nodes in X-MAC will close their connection once
they send out the packet. If the packet is lost, there
is no retransmission.

When the data transmission increases to every 5
and 3 seconds, the results have the same trend with
10-second result. However, the performance of nodes
at the leaves of tree has lower packet deliver ratio than
nodes in other levels. Because there are many nodes
at the leaves that cause congestion problem. RI-MAC
has the lowest packet delivery ratio due to delay in
transmission and wait packets in queue. While CU-
MAC utilizes the multi-channel communication that
can handle numbers of transmissions, so it also pro-
vides more packet delivery ratio than X-MAC and
RI-MAC.



CU-MAC: A Duty-Cycle MAC Protocol for Internet of Things in Wireless Sensor Networks 41

6000 T T T

X-MAC Z72
5000 - rrmac
CUMAC

4000

3000 -

2000 -

Fnd to Find Delay (msec)

1000

Fi9.23: End to end delay at IoT every 3 seconds.

5.4.2 End-to-End Delay

Fig. 23 shows the end-to-end delay from each node
to gateway when each node produces a packet in ev-
ery 3 seconds. As a result, every protocol can deliver
the data from nodes in level 1 and level 2 within 3
seconds. However, CU-MAC is only a protocol that
can deliver every packet from nodes in level 3 within
3 seconds. Therefore, packets in X-MAC and RI-
MAC has the end-to-end delay more than 3 seconds
which is longer than the period that each node pro-
duce a packet. These packets will wait in the queue
and the number of delayed will increase until they
were dropped due to full buffered. This decreases the
number of usable packet that were delivered to the
gateway.

5.4.3 Performance in short duty cycle

In this section, we set the duty cycle at 25Hz which
is shorter than the previous tests to handle more fre-
quent data transmission at 1 packet/s. Therefore, the
result will show the packet delivery ratio and end-
to-end delay from every protocol with duty cycle at
10Hz and 25Hz and packet rate at every 1, 3, 5 and
10 seconds.

Packet Delivery Ratio results are shown in Fig.
24. When the duty cycle is set to 25Hz. CU-MAC
outperform the other protocol. Its packet delivery
ratio with duty cycle only 10Hz is close to the per-
formance of X-MAC and RI-MAC with duty cycle
25Hz. Because CU-MAC can transmit the continu-
ous data with one connection. CU-MAC also sep-
arates the control channel and the data channel so
while nodes transfer the data, they will node inter-
fere with other control message transmission. On the
other hands, X-MAC uses only single channel for both
control message and data. This leads to performance
degradation in dense area. RI-MAC has a problem
since its approach that a sender has to wait until the
receiver is ready. As a result, a race condition will
happen at the receiver and causes to loss packets.

End-to-End Delay at nodes in level 3 are illus-
trated in Fig. 25. As previously mentioned, X-MAC
and RI-MAC cannot deliver the packet within the
time that the new packet is generated. So, it will in-
crease the number of packets in the buffer and also
the number of lost packets. In this evaluation, we
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decrease the period of duty cycle in order to decrease
the end-to-end delay. The results show that our pro-
tocol can operate as same as the others protocol with
longer duty cycle period. It means that CU-MAC
can support higher data transmission rate with lower
duty cycle.

5.4.4 Power Consumption

An important metric that needs to be considered
in IoT devices is power consumption. We apply our
evaluation on Cooja simulation which is a simulation
on Contiki OS with the same topology in Fig. 19. Fig.
26 shows the results of power consumption per deliv-
ered packet. In low data rate, CU-MAX and X-MAC
have very close power consumption while RI-MAC
has the lowest power consumption at every scenario
but it also the lowest packet delivery ratio and the
highest end-to-end delay. The results of packet de-
livery ratio and end-to-end delay from our simulation
are shown in Fig. 27 and Fig. 28. Although CU-MAC
increases its power consumption when the data rate
increase, it can deliver every packet within the time
that a new packet will be transmit. Therefore, CU-
MAC is suitable with IoT environment where num-
bers of devices need to send their data back to gate-
way and when these data are still valuable to services
and applications.

6. CONCLUSION

In this paper, we have proposed CU-MAC, an
asynchronous duty cycle MAC protocol for Internet of
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Things in Wireless Sensor Networks. CU-MAC uses
multi-channel approach and piggyback technique to
operate in high traffic density of IoT environment ef-
ficiently and effectively. CU-MAC separates control
channel from data transferring channel to minimize
the time that sender and receiver using the medium
channel and to support multiple data transmission
flow at the same time. We implemented CU-MAC
in ContikiOS in a testbed of TSky motes and Cooja
simulation for performance evaluation. CU-MAC
achieves higher throughput and higher packet deliv-
ery ratio under high-density IoT traffic loads than the
existing protocol. Especially when there are contend-
ing flows, such as burst traffic or multi-transmission
flows at the same routing path, CU-MAC significantly
improves throughput and packet delivery ratio. In
our evaluation on ContikiOS testbed, when packets is
produced from IoT nodes every 3 second, CU-MAC

provides packet delivery ratio at 98.7% and has 18.4%
lower end-to-end delay than X-MAC protocol.
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