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ABSTRACT

In copyright- and privacy-protected image trading
systems, the image sent to the trusted third party
(TTP) is visually encrypted, and the image is tradi-
tionally unrecognizable. The image, however, is sus-
picious and has a possibility to be attacked. Image
steganography then becomes more interesting than
image encryption for this application; however, ap-
plying image steganography instead of image encryp-
tion degrades the fingerprint extraction performance.
In addition, the content provider (CP) is allowed to
directly contact with the consumer in the conven-
tional systems. Thus, the consumer’s privacy is not
protected completely. This paper proposes a new
copyright- and privacy-protected image trading sys-
tem with a novel steganography-based visual encryp-
tion scheme, where the scheme protects a commercial
image much more securely by generating a recogniz-
able image instead of a suspicious encrypted image.
By replacing amplitude components of a dummy im-
age by those of a commercial image, the output im-
age looks like a degraded dummy image instead of
the commercial image, while it contains some details
of the commercial image, i.e., the amplitude compo-
nents of the commercial image are hidden in a dummy
cover image. A discrete cosine transform-based fin-
gerprinting method, which is compatible with the
proposed amplitude component replacing scheme, is
also proposed in this paper to solve the problem of
applying image steganography. As another contribu-
tion of this paper, the CP is not allowed to directly
send the image reconstruction key to the consumer,
to increase consumer’s privacy protection. The sec-
ond TTP is then introduced to the proposed system,
and in addition, the image reconstruction key is en-
crypted by the CP before being sent to the consumer
via the second TTP for more security. Experimental
results show that the proposed scheme generates rec-
ognizable images and perfectly visually encrypts the
commercial images. It also achieves much higher re-
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constructed image qualities than those of the conven-
tional scheme, and the proposed system simultane-
ously enhances the fingerprinting performance using
the proposed compatible fingerprinting method.

Keywords: Image Encryption, Image Steganogra-
phy, Data Hiding, Privacy Protection, Image Copy-
right Protection.

1. INTRODUCTION

Nowadays, online trading is very popular. Almost
everything could be sold via the Internet including
digital media. Copyright protection and privacy pro-
tection are very important for such kinds of goods. In
image trading systems, a commercial image is always
copyright-protected before being sold [1–3]. More-
over, consumers also need privacy protection. In
the systems [4–13], a commercial image is copyright-
protected by a trusted third party (TTP) instead of
a content provider (CP). The purpose of introducing
the TTP to the system is for consumer’s privacy pro-
tection against the CP. As well, for consumer’s pri-
vacy protection, the TTP does not need to recognize
the commercial image. The CP, therefore, encrypts
the commercial image before sending it to the TTP.
The copyright protected image is then transmitted
from the TTP to the consumer simultaneously with
sending the decryption key from the CP to the con-
sumer for image reconstruction. As a result, the com-
mercial image which is reconstructed by the consumer
is copyright protected, and the consumer’s privacy is
protected against both the CP and the TTP. In addi-
tion, besides considering the CP and the TTP, there
is possibility that malicious third parties attack/steal
the image from the TTP. In this case, encryption also
protects the image from the malicious third parties.

Though the images sent to the TTP are perfectly
visually encrypted in the conventional systems, from
another point of view, the encrypted images are sus-
picious, and there is possibility to be attacked. It is
better if the image treated by the TTP seems to be
recognizable. The malicious third party may believe
that it is just a general image and does not try to
attack the image. From the above reason, an image
steganography technique [14, 15] becomes more inter-
esting than image encryption for this application. In
image steganography, the hidden message can be an
image, text, voice, or other media, while the cover
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image is modified in some way to embed that infor-
mation. The cover image after hiding the information
is called as “stego-image.” In the focused application,
the hidden message is desired to be an image (a com-
mercial image). Hiding a high quality image, not just
a binary message or a smaller image, into another im-
age of the same size is not an easy task. The cover
image quality might be degraded by the steganog-
raphy process. B. Shumeet [16] proposed an image
steganography method which applies deep learning
to hide a color image into another image of the same
size. In a similar application, a secret message is of-
ten firstly encrypted by some traditional encryption
methods, and then a cover image is modified in some
way to contain the encrypted message. However, in
the focused copyright- and privacy-protected image
trading system application, it is not expected that
the commercial image is encrypted in the steganog-
raphy process, because the consumer ID must be sub-
sequently embedded to the stego-image for copyright
protection, and the fingerprint should still exist in
the image reconstructed by the consumer. It should
not be destroyed by the decryption process. More-
over, applying image steganography instead of image
encryption degrades the fingerprint extraction per-
formance, because when the image is reconstructed
by the consumer, the cover image which contains the
embedded fingerprint is separated from the hidden
image and then discarded. Thus, the challenging
problem is how to hide a high quality commercial
image into a dummy image of the same size while
keeping/enhancing the fingerprinting performance.

This paper, therefore, proposes a novel stegano-
graphy-based visual encryption scheme for copyright-
and privacy-protected image trading systems. In the
scheme, the amplitude components of a dummy image
are replaced by those of a commercial image. To sup-
port the idea, there is evidence which explains that
discrete cosine transformed (DCTed) signs/discrete
Fourier transformed (DFTed) phases generally con-
tain important information of images [17], and they
were used for image recognition [18–21], delay es-
timation [22], image registration [23, 24], inpainting
[25], and image matching [26, 27]. Without DCTed
sign/DFTed phase components, the amplitude com-
ponents do not contain any comprehensive informa-
tion of the original image. In contrast, after losing
the amplitude information, the image is still recogniz-
able with a lower quality (degraded), and when the
phase/sign components are combined with the ampli-
tude components of another image, the image is also
recognizable with a lower quality. For this reason,
the image generated by the proposed scheme looks
like a degraded dummy image and is considered as a
“stego-image.” From the steganography perspective,
the dummy image is considered as the cover image,
and the amplitude components of the commercial im-
age are considered as a secret message. This image

is sent to the TTP for image copyright protection.
Thus, the consumer’s privacy is stronger protected
against malicious third parties, because the malicious
third parties recognize the image as the dummy im-
age instead of the commercial image. It should be
noted that even though the amplitudes of the dummy
image are discarded, the DCTed signs of the commer-
cial image are important for image reconstruction at
the consumer side, and it is referred to as the image
reconstruction key. As another contribution of this
paper, a new copyright- and privacy-protected image
trading system is proposed to further increase con-
sumer’s privacy protection. In the proposed system,
the CP is not allowed to send the image reconstruc-
tion key to the consumer directly, whereas the con-
ventional systems allow the CP to identify the con-
sumer for sending the image reconstruction key to
the consumer. The second TTP is then introduced
to the proposed system, and simultaneously, the im-
age reconstruction key is encrypted by the CP be-
fore being sent to the consumer via the second TTP.
This encryption process protects the consumer’s pri-
vacy against the malicious third parties, in a manner
similar to the encryption process in the conventional
systems. Though the encrypted image has a possi-
bility to be attacked as in the conventional systems,
the decrypted image in the proposed system is differ-
ent from that in the conventional systems, i.e., it is
just a DCTed signs and even if the inverse discrete
cosine transform (IDCT) is performed, the output
image is just a degraded version of the commercial
image, which is at least valueless in business, while
the decrypted image in the conventional systems is
the original commercial image itself. In conclusion,
the proposed system with the second TTP and the
encryption of an image reconstruction key offers bet-
ter security, because: 1) the consumer is completely
anonymous for the CP; and 2) it provides encryption
for the image reconstruction key for more security.
Moreover, in the proposed system, after the DCTed
signs of the dummy image are discarded in the image
reconstruction process, the fingerprint can be kept
perfectly and is easy to be extracted by combining
the proposed DCTed amplitude component replacing
scheme with a proposed compatible discrete cosine
transform (DCT)-based fingerprinting method which
does not modify the DCTed signs. Only the ampli-
tude components are modified by the fingerprinting
method as described in Section 3.3.

The rest of this paper is organized as follows. Sec-
tion 2 describes conventional copyright- and privacy-
protected image trading systems and provides re-
quirements for the systems. Section 3 describes the
proposed amplitude component replacing scheme, the
proposed system, and the proposed fingerprinting
method. Experimental results and discussions are
given in Section 4. Finally, Section 5 concludes this
paper.
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Fig.1: Copyright-protected image trading systems [1–3].

Fig.2: Copyright- and privacy-protected image trading systems with trusted third parties [4–13].

2. CONVENTIONAL COPYRIGHT- AND
PRIVACY-PROTECTED IMAGE TRAD-
ING SYSTEMS AND REQUIREMENTS

This section describes conventional copyright- and
privacy-protected image trading systems and require-
ments for the systems.

2.1 Conventional Copyright- and Privacy-
Protected Image Trading Systems

In copyright-protected image trading systems [1–
3], the consumer ID is embedded into the original
commercial image by the CP using a fingerprinting
technique as shown in Fig. 1. This kind of system is
simple, but the consumer’s privacy is not protected.
The CP knows the consumer’s information and also
knows the image which he/she buys. To solve the
problem, a TTP was introduced to the image trad-
ing systems [4–13]. In such systems, the TTP is re-
sponsible for image copyright protection instead of
the CP as shown in Fig. 2. The original commer-
cial image is sent from the CP to the TTP. Then,
the TTP embeds the consumer ID to the image using
a digital fingerprinting technique before sending the
image to the consumer. In this kind of image trading
system, the CP does not get the consumer’s informa-
tion, therefore, the consumer’s privacy is protected
against the CP. However, the consumer’s information

could be unintentionally leaked at the TTP instead.
To solve the problem, the CP should visually pro-
tect the commercial image before sending it to the
TTP. To protect the visual of the image, the origi-
nal image is divided into two parts in [7]. One part
is sent directly from the CP to the consumer, while
the other is sent to the TTP for fingerprinting before
being sent to the consumer. Both images are unrec-
ognizable. The consumer then composes the images
to obtain the fingerprinted commercial image with
privacy protection. However, the image sent to the
TTP reveals some details of the commercial image.
It is not perfectly visually protected and looks suspi-
cious. Moreover, the amount of the fingerprint which
can be embedded into the image is about only one
half of that for the original image.

The scheme called “amplitude-only image (AOI)”
was proposed to solve the problem [8]. Firstly, the
original image is transformed using discrete Fourier
transform (DFT). Then, the amplitude components
and phase components are extracted. Inverse DFT
(IDFT) is applied to amplitude components and
phase components independently to obtain the AOI
and phase-only image (POI), respectively. The AOI
is naturally visually protected, while the POI reveals
the original image. The AOI, therefore, plays a key
role in consumer’s privacy protection and copyright
protection.
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Anyway, there is much research on the image trad-
ing systems using AOIs [8–12]. DCT-based AOI [10]
and Hadamard transform-based AOI [12] were also
proposed. Moreover, one dimensional (1D) transfor-
mation of each transform was evaluated [10]. Finally,
it was concluded that the 1D DCTed AOI method
[10, 11] is the best among various types of the AOIs
in several aspects, i.e., reconstructed image quality,
fingerprinting performance, and memory cost and
complexity. This paper, therefore, considers the 1D
DCTed AOI [10] as a conventional method to be com-
pared. To generate the 1D DCTed AOI, the X × Y -
pixel commercial image, f(x, y), is transformed using
1D DCT as described by Eq. (1).

Fc (x, v) = α (v)

Y−1∑
y=0

f (x, y) cos

(
π

Y

(
y +

1

2

)
v

)
(1)

Here, Fc (x, v) be the X × Y -sized column-wise 1D
DCTed coefficients of the commercial image f (x, y),
where x = 0, 1, 2, . . . , X−1, y = 0, 1, 2, . . . , Y −
1, v = 0, 1, 2, . . . , Y − 1, and

α (v) =


√

1
Y , v = 0√
2
Y , v = 1, 2, . . . ., Y − 1

(2)

The coefficients, Fc (x, v), can also be expressed in
the polar form as

Fc (x, v) = |Fc(x, v)|Sc (x, v) (3)

where |F c (x, v) | and Sc(x, v) denote the amplitude
and the sign components of Fc (x, v), respectively.
To generate the AOI, the amplitude components,
|F c (x, v) |, is inversely transformed as

AOI (x, y) =
Y−1∑
v=0

α(v) |Fc(x, v)| cos
(
π

Y

(
y +

1

2

)
v

)
(4)

where AOI (x, y) denotes the AOI. The AOI gener-
ated by the CP is sent to the TTP for fingerprinting.
Then, the fingerprinted AOI, AOIfp (x, y), is sent to
the consumer. The consumer performs the 1D DCT
to the fingerprinted AOI to obtain amplitude com-
ponents including fingerprints, |F fp (x, v) |. Finally,
the consumer combines |F fp (x, v) | with the DCTed
sign components, Sc(x, v), received from the CP, and
applies the 1D IDCT to the combined components to
obtain the fingerprinted commercial image, ffp (x, y).

Besides the AOI schemes, other image encryption
schemes [13] could be applied to the copyright- and
privacy-protected image trading system. However,
those schemes generate encrypted images which are
unrecognizable and suspicious. In this paper, the im-
age sent to the TTP is desired to be recognizable,
and it becomes the most important requirement for

copyright- and privacy-protected image trading sys-
tems as described in Section 2.2.

2.2 Requirements for Copyright- and Privacy-
Protected Image Trading Systems

As mentioned above, another requirement for the
copyright- and privacy-protected image trading sys-
tems is added. The requirements for the systems are
then concluded as follows.

1. Visual encryption: The image sent to the TTP
should not reveal the commercial image. The TTP
and the malicious third parties should not be able to
recognize the commercial image even some details of
the image.
2. Recognizability: The image sent to the TTP
should be meaningful or recognizable for protecting
the image from suspicion.
3. Reconstructed image quality: The quality of the
reconstructed commercial image at the consumer side
is desired to be as high as that of the original com-
mercial image.
4. Fingerprinting performance: The fingerprinting
performance which is evaluated by the correct finger-
print extracting rate is desired to be high to protect
the copyright of the commercial image.

3. PROPOSED SCHEME AND SYSTEM

Since the conventional schemes mentioned in Sec-
tion 2.1 do not meet the second requirement, this
section proposes an amplitude component replacing
scheme to generate a meaningful image simultane-
ously with protecting the visual of the commercial im-
age. In addition, a compatible fingerprinting method
is proposed to solve the problem of applying image
steganography to the focused application. Moreover,
this section also proposes a new system with a second
TTP.

3.1 Proposed Amplitude Component Replac-
ing Scheme

Similar to the conventional schemes, a commer-
cial image is divided into two parts by the proposed
scheme using the DCT; the amplitude components
and the sign components. Differently from the con-
ventional schemes, a dummy image is needed in the
proposed scheme. The DCTed amplitude components
of the dummy image are subsequently replaced by
those of the commercial image. Firstly, the X × Y -
sized commercial image, f(x, y), is transformed by
using two dimensional (2D) DCT as described by
Eq. (5).
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F (u, v) = α(u)α(v)
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where F (u, v) denotes the 2D DCTed coefficients of
the image, f(x, y),

α (u) =


√

1
X , u = 0√
2
X , u = 1, 2, . . . ., X − 1

(6)

and

α (v) =


√

1
Y , v = 0√
2
Y , v = 1, 2, . . . ., Y − 1

(7)

F (u, v) can also be expressed in the polar form as

F (u, v) = |F (x, v)|S (x, v) (8)

where |F (x, v)| and S (x, v) denote the amplitude
components and the sign components, respectively.
In the same way, the dummy image, fd(x, y), is also
transformed by using the 2D DCT to extract the
DCTed signs, |F (x, v)|, are then combined with the
DCTed signs of the dummy image, Sd(u, v). Finally,
the 2D IDCT is applied to obtain the stego-image,
f ′d(x, y), as described by Eq. (9).

f ′d(x, y) = α(u)α(v)

X−1∑
u=0

Y−1∑
v=0

[
|F (u, v) |Sd(u, v)
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)
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(
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1

2

)
v

)]
(9)

Figs. 3(a) and (b) show the images with replaced
2D DCTed amplitude components for “Lena” and
“Mandrill,” respectively. The images show that in-
terchanging amplitude components just degrades the
qualities of the images, and they are still recogniz-
able with about 16 dB PSNR. From this characteris-
tic, we can utilize it for the copyright- and privacy-
protected image trading system application. Besides
the 2D DCT, the 1D DCT can also be applied in
the proposed scheme. Figs. 3(c) and (d) show the
images with replaced 1D DCTed amplitude compo-
nents. The images are also recognizable with about
16 dB PSNR. In addition, applying 1D DCT instead
of 2D DCT reduces the complexity of the system.

It is noted that, the DCT is applied to images in
the proposed scheme instead of the DFT, because
the DCTed signs consisting of +1 and -1 are inte-
gers and can be stored perfectly as a binary image
without quantization. On the other hand, though the

(a) Lena w/ 2D DCTed
Mandrill Amplitudes
PSNR: 16.2247 dB

(b) Mandrill w/ 2D
DCTed Lena Amplitudes
PSNR: 16.2709 dB

(c) Lena w/ 1D DCTed
Mandrill Amplitudes
PSNR: 15.8864 dB

(d) Mandrill w/ 1D
DCTed Lena Amplitudes
PSNR: 15.8797 dB

Fig.3: Images with replaced amplitude components
by using 2D DCT and 1D DCT, respectively.

DFT has a good characteristic for the scheme which
is complete decomposition of an image to amplitude
and phase components, the DFTed phase components
consist of real numbers and therefore the quanti-
zation of the DFTed phase components is required
to store them as a low depth/standard depth im-
age. As a result, the reconstructed image quality is
much degraded due to those quantization errors, sim-
ilar to other transformations which generate phase
components as real numbers, for examples, fractional
Fourier transform, Hadamard transform, . . . , etc. In
addition to image quality degradation, the quantized
phase components, which are even stored as a stan-
dard depth image (for example 8-bpp image), require
more storage memory and transmission bandwidth
than those required by the DCTed signs.

3.2 Proposed Copyright- and Privacy-Protected
Image Trading System with A Second
TTP

From the characteristic of the image with replaced
amplitude components described in Section 3.1, the
stego-image consisting of the DCTed amplitude com-
ponents of the commercial image and the DCTed
signs of the dummy image is sent to the TTP for fu-
ture fingerprinting in the proposed system as shown
in Fig. 4. The TTP/malicious third party then rec-
ognizes the dummy image instead of the commer-
cial image, but actually the amplitude components
of the commercial image is secretly conveyed to the
first TTP. The image is then fingerprinted by the
first TTP; therefore, if the used fingerprinting method
does not modify the DCTed signs, the fingerprint is
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Fig.4: Proposed copyright- and privacy-protected image trading system using DCTed amplitude component
replacing. Three dotted blocks (visual encryption, second TTP, and digital fingerprinting) are different from
conventional systems, c.f., Table 1.

perfectly embedded to the amplitude components of
the commercial image. Thus, this paper also proposes
a compatible fingerprinting method as described in
Section 3.3. After the fingerprinting process, the first
TTP sends the image to the consumer. In addition,
the amplitude components of the dummy image are
discarded as marked by a cross symbol in Fig. 4.

The DCTed signs of the commercial image are si-
multaneously conveyed to the consumer as a key for
image reconstruction. However, differently from the
conventional systems, the image reconstruction key
is not sent directly from the CP to the consumer
in the proposed system. It is sent from the CP to
the introduced second TTP, and then it is conveyed
from the second TTP to the consumer. This makes
sure that, the CP does not contact with the con-
sumer directly, for complete consumer’s privacy pro-
tection. In addition, the image reconstruction key is
encrypted by the CP before sending it to the second
TTP for consumer’s privacy protection against the
second TTP/malicious third parties. The encryption
key is conveyed to the consumer via the first TTP
as shown in Fig. 4. Though the encrypted image re-
construction key has a possibility to be attacked, the
decrypted image is just the DCTed signs of the com-
mercial image. By performing the IDCT, the output
image is just a much degraded version of the commer-
cial image. In this case, a part of the consumer’s pri-
vacy might be lost, but at least the stolen image does

not have enough quality for any businesses. This is
another difference between the proposed system and
the conventional systems.

For the encryption process, general binary encryp-
tion techniques can be applied, because the DCTed
signs are stored as a general binary image. Therefore,
the description and the experiment of the encryption
process is omitted. In addition, in practical terms,
the image can be easily losslessly compressed using
general standard compressions with the same reason
that the image is a general binary image.

For image reconstruction, the fingerprinted stego-
image is transformed by the consumer using the 2D
DCT. After that, the amplitude components of the
commercial image containing the fingerprint are ex-
tracted, and are then combined with the decrypted
DCTed signs of the commercial image. Finally, the
2D IDCT is applied to reconstruct the commercial
image containing the fingerprint called the “finger-
printed commercial image,” while the DCTed signs of
the dummy image are finally discarded as marked by
a cross symbol in Fig. 4.

For the fingerprint extraction process, it is simple,
because the fingerprint can be extracted directly and
efficiently from the reconstructed fingerprinted com-
mercial image, ffp (x, y). However, this is true if and
only if the fingerprinting method does not modify the
DCTed signs of the image at all. In other words, the
fingerprint should be embedded only into the ampli-
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Table 1: Comparison of the conventional and the proposed methods and systems.
Conventional Proposed

1) Visual encryption scheme 1D DCTed AOI DCTed amplitude component
replacing

2) Second TTP for consumer’s privacy Not exist Exist

3) Digital fingerprinting method Mainly amplitudes
and some phases Amplitude-only fingerprinting

tude components of the commercial image, similar
to embedding the fingerprint to the AOI in the con-
ventional system. If not, the fingerprint would not
be perfectly extracted due to the discarding of the
DCTed sign components of the dummy image in the
image reconstruction process. To meet this require-
ment, a new fingerprinting method is proposed in Sec-
tion 3.3.

3.3 Proposed Compatible Fingerprinting
Method

Since any arbitrary amplitude-based fingerprint-
ing method should be used in the proposed system
as well as in the conventional systems, the visually
protected images are fingerprinted by a new frame
DCT-based amplitude-only fingerprinting method de-
veloped here based on the block DCT-based im-
age quality-guaranteeing fingerprinting method [28].
The proposed method guarantees fingerprinted im-
age quality in terms of the signal-to-watermark ratio
(SWR) by controlling the energy of the fingerprint
sequence, and the SWR is defined as

SWR = 10 log10
2552∑X−1

x=0

∑Y−1
y=0

{
A (x, y)− Â(x, y)

}2

(10)
where A(x, y) denotes the visually protected image
to be fingerprinted, and Â(x, y) denotes the finger-
printed image. The lower the number of desired SWR
becomes, the stronger the fingerprint signal becomes.
That is, the fingerprint is easier to be extracted when
the SWR is lower. It is noted that this tradeoff be-
tween the correct fingerprint extracting rate and the
image quality of the fingerprinted image is typical for
digital fingerprinting [3]. The method quantizes the
DCTed coefficients to hide a fingerprint in an image.
The quantization step size Q for hiding a binary fin-
gerprint sequence into A(x, y) is derived as

Q = 10−0.05R

√√√√D

L

X−1∑
x=0

Y−1∑
y=0

2552 (11)

where R denotes the user-given desired SWR to be
guaranteed. D is defined as

D =
12N2

σ

N2
σ + 3M2

σ

(12)

where Nσ and Mσ are set to 1 and 0.5, respectively.
L is the length of the fingerprint bit sequence. The
l-th fingerprint bit wl is hidden in an AC coefficient
cl in the image as

ĉl ={
sgn (cl) ∗

(
Q ∗ round

(
|cl|
Q

)
+ w′l

)
, round

(
|cl|
Q

)
6= 0

w′l, otherwise
(13)

where ĉl denotes the fingerprinted coefficient, and
w′l denotes the l-th energy controlled fingerprint bit
given by

w′l =
MσQ

Nσ
(wl − 0.5) (14)

where l = 0, 1, . . . , L− 1.
In conclusion, this paper proposes three things: 1)

amplitude component replacing-based visual encryp-
tion scheme to generate a meaningful image simulta-
neously with protecting the visual of the commercial
image, 2) a new system with a second TTP, and 3) a
compatible fingerprinting method to solve the prob-
lem of applying image steganography to the focused
application. Table 1 compares the conventional and
the proposed methods and systems.

4. EXPERIMENTAL RESULTS AND DIS-
CUSSIONS

The proposed 2D DCTed amplitude component re-
placing scheme is compared with the conventional
1D DCTed AOI scheme. In addition, the proposed
scheme is extended to the 1D DCT. The experiment
is divided into three parts: 1) visual protection and
recognizability, 2) reconstructed image quality, and
3) fingerprinting performance. Five test images are
used in the experiments.

4.1 Visual Protection and Recognizability

From the results shown in Fig. 5, both the pro-
posed and conventional schemes perfectly visually
protect the commercial images. But for recognizabil-
ity, of course, the conventional AOI-based schemes do
not meet this requirement, because the schemes gen-
erate unrecognizable images for all five test images,
c.f., 1st column. In contrast, for the proposed scheme,
almost all stego-image shown in the second and the



102 ECTI TRANSACTIONS ON ELECTRICAL ENG., ELECTRONICS, AND COMMUNICATIONS VOL.17, NO.1 February 2019

(a) Lena 1D DCTed AOI (b) Mandrill w/ 2D
DCTed Lena Amplitudes
PSNR: 16.2709 dB

(c) Mandrill w/ 1D
DCTed Lena Amplitudes
PSNR: 15.8797 dB

(d) Mandrill 1D DCTed
AOI

(e) Elaine w/ 2D DCTed
Mandrill Amplitudes
PSNR: 15.8143 dB

(f) Elaine w/ 1D DCTed
Mandrill Amplitudes
PSNR: 15.7741 dB

(g) Elaine 1D DCTed AOI (h) Couple w/ 2D DCTed
Elaine Amplitudes PSNR:
15.4611 dB

(i) Couple w/ 1D DCTed
Elaine Amplitudes PSNR:
15.8831 dB

(j) Couple 1D DCTed AOI (k) Boat w/ 2D DCTed
Couple Amplitudes
PSNR: 16.8406 dB

(l) Boat w/ 1D DCTed
Couple Amplitudes
PSNR: 16.2865 dB

(m) Boat 1D DCTed AOI (n) Lena w/ 2D DCTed
Boat Amplitudes PSNR:
15.1895 dB

(o) Lena w/ 1D DCTed
Boat Amplitudes PSNR:
15.1332 dB

Fig.5: AOIs generated by the conventional scheme and stego-images generated by the proposed scheme. The
first column shows images generated by the conventional scheme. The second and third columns show images
generated by the proposed scheme.
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Table 2: Intensity ranges of visually protected images.

(a) 1D DCTed AOIs by the conventional system [10].

Commercial Min Max
Lena -16.9223 631.7171

Mandrill 1.0373 784.1869
Elaine -22.2700 678.0037
Couple -47.2701 857.1235
Boat 0.7186 784.8557

(b) Stego-image by the proposed system.

Commercial-Dummy 2D DCT 1D DCT
Min Max Min Max

Lena-Mandrill -76.7299 318.9002 -50.0828 290.3091
Mandrill-Elaine -41.7917 341.9038 -115.7553 312.3400
Elaine-Couple -98.9023 345.8351 -71.5995 364.3037
Couple-Boat -47.8507 282.8358 -53.7514 304.8017
Boat-Lena -63.6608 307.5326 -95.9416 328.6461

Table 3: PSNRs of reconstructed images [dB].

(a) Conventional system [10].

Commercial PSNR of reconstructed image
Lena 26.6039

Mandrill 25.0147
Elaine 24.5905
Couple 24.1129
Boat 23.3659

(b) Proposed system.

Commercial-Dummy PSNR of reconstructed image
2D DCT 1D DCT

Lena-Mandrill 41.4480 49.9945
Mandrill-Elaine 50.3528 47.8904
Elaine-Couple 42.2731 40.6125
Couple-Boat 50.7559 49.1417
Boat-Lena 47.1215 42.6796

third columns have enough quality to be recognized
with about 16 dB PSNR comparing to the dummy
images.

4.2 Reconstructed Image Quality

For the proposed scheme, the stego-image should
be able to convey the secret messages effectively. To
do so, the stego-image should not have a high in-
tensity range so that some information of the im-
age is lost by quantization/rounding in the storing
process. For the conventional scheme [10], the AOI
should have a low intensity range to avoid quanti-
zation/rounding effect in the storing process as well.
However, the intensity range of the AOIs generated
by the conventional scheme are much wider than 256
as shown in Table 2(a). This is a general problem
of the AOI-based schemes. However, in the pro-

posed scheme, replacing the amplitude components
of a dummy image with the amplitude components
of a commercial image generates an image with much
lower intensity ranges as shown in Table 2(b), and
this fact improves the qualities of the reconstructed
commercial images as described below.

Storing an image with a wide intensity range as
an 8-bpp image needs quantization or rounding, As a
result, the qualities of the reconstructed commercial
images are degraded. Though linear quantization [8]
could achieve better results than rounding, it requires
memorizing the quantization step size image by image
to reconstruct the commercial image. Instead of the
costed inverse quantization, in this paper, the images
are rounded with no need for side information. Ta-
ble 3 shows the qualities of the reconstructed images,
when the fingerprinting process is omitted. The con-
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Fig.6: Reconstructed fingerprinted image qualities.

ventional scheme achieves <30 dB PSNRs, while the
proposed schemes achieve >40 dB PSNRs for all five
test images. This could be described by the intensity
ranges of the images shown in Table 2. The intensity
ranges of the 1D DCTed AOIs are much wider (about
double) than those of the stego-images generated by
the proposed scheme for both 2D DCT and 1D DCT.

4.3 Fingerprinting Performance

The proposed fingerprinting method described in
section 3.3 is used in the experiment. R is varied
from 20 dB to 80 dB with stepping by 5 dB. 4096
random binary fingerprint bits (L = 4096) are embed-
ded into 512×512-pixel stego-images. In cases of the
proposed 2D DCTed amplitude component replacing
system, the 2D frame DCT is used for embedding the
fingerprint, and in cases of the proposed 1D DCTed
amplitude component replacing system and the con-
ventional 1D DCTed AOI system, the 1D frame DCT
is used for embedding the fingerprint. For the finger-
print extraction process, as well as in the conven-
tional system, the fingerprint can be extracted di-
rectly from the reconstructed fingerprinted commer-
cial image, since the fingerprint is embedded to the
amplitudes only.

As described in Section 4.2, the proposed system
achieves much higher reconstructed image qualities
when the fingerprinting is not embedded. In this
section, the fingerprint is embedded, and the recon-
structed image qualities are investigated again. Fig-
ure 6 shows the reconstructed fingerprinted image
qualities of the proposed and conventional systems.
The results are averaged by five test images. For ev-
ery system, by more strongly embedding the finger-
print, the image qualities are more degraded as can
be controlled by the desired SWR, R. With varying
the SWR, the proposed 2D DCT and 1D DCT am-
plitude component replacing methods achieve much
higher reconstructed image qualities in terms of av-

eraged PSNRs than those of the conventional system
regardless of the SWR.

Fig. 7 shows the fingerprint extraction perfor-
mances of the proposed system and the conventional
system. It is shown that the higher correct finger-
print extracting rate is achieved when the SWR of
the fingerprinted image is lower, i.e., the fingerprint
is embedded more strongly. However, when the fin-
gerprint is embedded too strongly, the modified im-
age after fingerprinting is very different from the im-
age before fingerprinting, and it exceeds the [0, 255]
range so that it is rounded to [0, 255] to be stored
as an 8-bpp image. Therefore, the fingerprint is de-
graded by the rounding operation, and it results in
a lower fingerprint extracting rate. Therefore, the
results show that the proposed system enhances the
correct fingerprint extracting rate compared to that
of the conventional system.

Due to the fact that the fingerprinting performance
depends on the fingerprinting method, other finger-
printing methods such as [29–34] could also be applied
to evaluate the performance of the proposed system
and the conventional system.

5. CONCLUSION

This paper has proposed a novel steganography-
based visual encryption scheme for a copyright- and
privacy-protected image trading system. The pro-
posed scheme, as with conventional schemes, visu-
ally protects the image to be traded, but the visu-
ally protected image is still meaningful unlike the en-
crypted image in the conventional schemes. Thus,
the malicious third parties neither suspect nor attack
the image. Since the recognized image content is a
dummy image, the consumer’s privacy is protected
against the TTP and malicious third parties. As an-
other contribution of this paper, a new system is pro-
posed where the CP is not allowed to directly send
the image reconstruction key to the consumer for fur-
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Fig.7: Fingerprint extraction performances.

ther consumer’s privacy protection, whereas the CP
identifies the consumer to send the key to the con-
sumer in the conventional systems. The second TTP
is then introduced to the proposed system, and in
addition, the image reconstruction key is encrypted
by the CP before being sent to the consumer via the
second TTP. This encryption process is proposed to
protect the consumer’s privacy against the malicious
third parties. The third contribution is that a frame
DCT-based amplitude fingerprinting method, which
is compatible with the proposed amplitude compo-
nent replacing scheme; this is proposed in this paper
to solve the problem of applying image steganography
to the focused application. Experimental results show
that the proposed system generates recognizable im-
ages and perfectly visually encrypts the commercial
images. It also achieves much higher reconstructed
image qualities than those of the conventional sys-
tem and simultaneously enhances the fingerprinting
performance using the proposed compatible finger-
printing method.
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