
LAYER 2 PATH EVALUATION SYSTEM USING MACHINE LEARNING 363

Layer 2 Path Evaluation System Using
Machine Learning

Mahamah Sebakor , Non-member

ABSTRACT
Does it seem strange that the spanning tree proto-

col (STP) has so far been the only layer-2 backbone
defense against looping? Do we trust it? For several
decades, the campus backbone has often been an
unsuspected problem in STP failure. Meanwhile,
MAC address flapping is probably a feasible way of
solving the issue for modern network fabrics. Due to
the serious issues involved with layer-2, particularly
the legacy switches in the extended STP design,
this work uses the notion of a software-defined
network to evaluate both traditional and modern
networks. Through the MAC address lookup for
all bridge devices, this work proposes a Layer-2
evaluation system (LES), which uses a novel approach
known as support supervised learning to create the
data preparation for machine learning. Additionally,
the LES enabled network allows administrators to
determine their backbones. This study aims to
evaluate the potential slowdown in the network
caused by MAC address problems. Furthermore, it
investigates the proposed method in a real network,
while also covering the evaluation and performance
of our proposed method.

Keywords: Spanning Tree Protocol Failure, STP
Failure, Network Evaluation, Ethernet, Bridging
Loop, Machine Learning

1. INTRODUCTION
The spanning tree protocol (STP) in the Ethernet

network has been in widespread use for some time.
Currently, the new modern network is a hot research
topic in the field of network technology, including the
Ethernet network fabric, software-defined network
(SDN), and network function virtualization (NFV).
However, the use of traditional networks remains
popular. Previously, the STP was essential in
preventing the loop in the layer-2 network once
redundant links were implemented. In this section,
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Fig. 1: Software-defined network concept.

we briefly discuss related technologies, including the
spanning tree algorithm (STA), SDN, graph, and
machine learning.

The STP initiates a topology path by selecting
the root switch, root port, and designated port.
Occasionally, the failure of the algorithm itself
probably imposes disturbances and irregularities in
the campus network. Technically, the STP uses
bridge protocol data units (BPDUs), distributed from
the root down to the edge switches. Thereafter,
each switch uses a flood and learns the MAC
address. Since the layer 2 Ethernet does not
provide time-to-live (TTL) to protect the switching
loop-like layer 3 technology, the layer 2 network
might lead to tremendous traffic in the network or
even layer 2 traffic looping once STP failure occurs.
According to previous studies, one of the common
reasons for STA failure is the uncontrollable loss of
BPDUs, leading to a blocked port transforming to
the forwarding mode. This occurs when the switch
event is caused by a duplex mismatch, unidirectional
link, packet corruption, resource errors, port fast
configuration error, diameter issues, or software
errors. Another typical issue is MAC address flapping
or an unstable MAC address table, potentially caused
by wireless mobility, fake MAC addresses, and MAC
address spoofing. In the case of an administration
configuration to their local area network (LAN)
infrastructure, such as a disabled STP, uncountable
traffic will occur in the network, eventually becoming
a loop.

The SDN is a controller-based concept. As usual,
the data traffic is never passed to the controller.
The forwarding domain is the real traffic conveyance,
consisting of two main planes: control and data, as
presented in Fig. 1. Briefly, a legacy device has its
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own small brain inside, known as a control plane,
and also forwarding capability. A novel approach
to a traditional network known as an SDN moves
the small brain to the outside, in a similar way to a
birds-eye view. In addition, the programmability of
traffic engineering, security, and monitoring are also
applicable to SDN functions.

Discrete math, particularly graph theory, was first
discussed in 1736. A graph is a collection of edge
sets (E), vertices (V ), and faces (F ). Edges are
well-known links or connections, whereas vertices are
nodes in the network field. The combination of sets
E and V is known as a graph (G); thus, we can say
that G = E + V . However, the faces are similar to
those in the regions. According to Euler’s formula,
the number of V minus E plus F is always equal to
two, such that V − E + F = 2.

Thus, a graph constitutes a network, divided into
two major types: (1) direction and (2) undirection.
The cardinality of the graph |G| is the number of
vertices, whereas the degree is the number of edges
initiated from a vertex. Therefore, it can be said
that deg (Vi) is the number of degrees in each vertex.
Moreover, the nodes that sit nearby are known as
adjacency matrices, and an isomorphic graph could
be said to resemble the idea of a tree, known as
a spanning tree. In general, any graph can be
recognized as cycles, spanning trees, and dual graphs.
The spanning tree graph can identify the number of
vertices using the following formula: E + 1 = V .

Several machine learning algorithms exist, such
as decision trees, support vector machines, and
random forests. Machine learning is the most popular
tool used for system analysis. It provides various
categories of learning models, including supervised
and unsupervised learning. The supervised learn-
ing model has an outstanding classification and
regression function. In particular, the decision tree
comprises the root, branches, decision nodes, and
leaves, which are the main components of these
algorithms. The results of the prediction appear
on the leaf. Iterations ensured that the prediction
will be answered correctly. The decision tree starts
with a splitting method by selecting the highest
information gain (low entropy/Gini) to determine
the split decision node. The split is then repeated
using identical criteria until the end. In this
study, a decision tree is used to solve classification
problems, providing a supervised learning technique
for prediction. Use of the proper training dataset
results in the best model, which is the main aim
output of these learning steps. Furthermore, this
machine learning algorithm can be applied to predict
unknown factors.

To satisfy these requirements, this study proposes
network automation software known as a layer-2
evaluation system (LES). The LES retrieves infor-
mation from the real contiguous layer-2 switches of

the network. Subsequently, semi-supervised learning
(SSL) generates a training sample set, evaluates its
accuracy, and then predicts the issue. However,
this SSL is inspired by graph theory. The method
proposed in this study is also applied to the Mea
Fah Luang University network (MFU) for monitoring,
evaluating, and improving network performance.
Moreover, this study can also be applied to both
basic structures and advance networks. Briefly, the
proposed method is composed of (1) a MAC address
lookup and (2) an analytical system.

The remainder of this paper is organized as
follows: Section 2 presents a comprehensive summary
of the related works, while the proposed approach
is described in Section 3. The statements of
performance and evaluation are then revealed in
Section 4, while Section 5 presents the discussion and
conclusion, and suggestions for future work.

2. RELATED WORK
Various technologies have been developed in

relation to this work such as STA failure, MAC
address flapping, bridging loops, graph theory, fabric
networks, SDNs, and machine learning.

Several approaches have been proposed to evaluate
and analyze regular issues in the network archi-
tecture. Some researchers are concerned about
the broadcast storm of layer-2 looping [4] or even
propose loop-free avoidance, which uses a meshed
tree protocol (MTP) [1]. A few studies have
developed graphs and solved the graph problem [20],
including proposing an algorithm for a weighted
undirected graph [16]. Another proposed method
involves creating a reduced graph by employing
vertex merging technology [19]. Meanwhile, in [7],
the number of minimum spanning tree (MST) edges
is reduced through the disjoint algorithm. This
study also examines the new modern network fabric
technology. For instance, the researchers in [12]
proposed the use of fabric-based architecture in the
carrier network, where the fabric is composed of leaf
and spine, whereas [13] uses the SDN concept for a
new network fabric. Furthermore, several researchers
exploit the graph to the real world, such as in [2],
using the MST of the graph in the transportation
system; in [3], the authors considered a spanning
tree of node failure by using the graph-based method,
whereas in [18], the issue of expanding the spanning
tree in graphs and solving the CST problem are
addressed.

Recently, a new term SDN has been frequently
expressed. In [11], a spanning tree is constructed
as a controller and a DDOT created. In [15], a
method for binding legacy spanning trees with SDN
central control is proposed, while the researchers in
[14] report on the migration between SDN and STP.
In addition, the combination of SDN and machine
learning has been discussed [5], along with applying
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Fig. 2: Flood and learn concept.

it to the network. In [8], the authors briefly discuss
various machine learning methods for application
in the network field [9] using machine learning to
detect the optical layer. Some previous studies are
similar to this work, such as [17], which uses machine
learning for dynamic routing in real time, whereas
in [10], Syslog is used to classify the root cause
of the network. However, these are layer 3 traffic
optimizations and do not use machine learning for
classification.

Machine learning and SDN both play a dominant
role in modern networks. However, traditional layer-2
networks also remain popular. To address the
solution and evaluation of common issues, several
researchers have focused on STP rather than the
entire network, applying machine learning to some
events, and using graphs for others. In contrast, this
work focuses on finding the untypical layer-2 network
by looking at the output of STP and evaluating the
STP results.

3. PROPOSED APPROACH
Of the methodologies in existence, the design of

this work belongs to the SDN. The main objectives
of this study are to classify and predict potential
problems. For classification purposes, a supervised
learning technique is created. The main idea is
that at a certain time or within a small timeframe,
only one unique MAC address can appear in the
entire backbone. The LES, which is similar to
graph theory, is composed of (1) SSL algorithm
and (2) the analytical process. Briefly, the SSL
algorithm uses the SDN concept to retrieve data from
a real-world forwarding domain. It then prepares
the data for training and application. Eventually,
machine learning algorithms are used for analysis and
evaluation.

Before considering the algorithm, the MAC ad-
dress flood and learn concept should first be dis-
cussed. The term BUM may be familiar to some
readers, it represents broadcast, unknown unicast,
and multicast traffic. When broadcast traffic occurs,

it is necessary to switch forward out to all ports
within the same spanning tree instance except for the
incoming port, as demonstrated in Fig. 2. Assuming
that sw1 is the root of a spanning tree, and two
instances are created, the first is the dark line, while
the second is the dotted line. When sw2 receives
the broadcast traffic from pc0, it will forward that
traffic out to every port which is a member of the
dark line except the incoming port; in this case,
only sw1. Thereafter, sw1 forwards the traffic out
to other member ports of the dark line, namely,
sw3. Therefore, this is the first topology for the first
instance. Similarly, once pc1 sends a broadcast to
sw2, sw2 then forwards the traffic out by taking the
second instance, that is, sw1, and thereafter sw1 to
sw4.

3.1 SSL Algorithm
Taking a closer look at each part of the algorithm,

rather than using BPDU communication at the
local knowledge level, this study employs the central
controller by looking up all MAC addresses in an
entire network, which is slightly similar to the bird’s
eye view concept. It then creates training and
testing data and subsequently predicts an unlabeled
attribute. Two scenarios are considered: (1) a single
switch and (2) a layer-2 virtual switch (VS).

3.1 .1 Single Switch
In this scenario, the traffic direction is divided

into two major switches: root and leaves, which
are similar to the tree-based concept. Unlike the
STA root switch, the root switch in this study
may offer multiple port designs along the bottom of
the branches, where the remaining branch switches
have only one root port point to the root switch.
Furthermore, STP topology has only one root switch
in each STP instance. Once the STP forwards the
traffic, the MAC addresses use flooding to create the
MAC address table. Every switch has a unique port
for each MAC address destination, whereas each STP
instance has a unique path topology. In contrast, this
study sets a root (R) as the node sitting nearest to
the destination of the MAC address (m). Technically,
at time t, each m will have its topology denoted
by TP (t), and TP comprises R and leaves (L).
As presented in Fig. 3(a), four interfaces, namely
{e1, e2, e3, e4}, are connected to a switch; m1 locates
at e1. Thus, TP1 (dark line) is a topology of m1
comprising the root R1 and the leaves L11 and L12,
as indicated in Fig. 3(b). Similarly, TP2 (the dotted
line) is an m2 topology. Notably, it is impossible for a
switch to forward traffic via multiple interfaces to the
same MAC address destination simultaneously. For
instance, in the case of m1 = m2, it implies that there
are two TP s and two Rs at time (t). In a similar way,
in a smaller timeframe TP (∆t), if the interface of m1
moves from e1 to e2, then swaps back to e1; in this
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Fig. 3: Single switch and its MAC topology.

Fig. 4: Virtual switch and its MAC topology.

case, the number of topologies, K(TP ), as shown in
Eq. (1), is two, where the cardinality of TP represents
a topology.

K(TP ) = |TPi| . (1)

Furthermore, MAC address flapping or MAC
address table instability is a common problem.
Hence, if the number of topologies is greater than
1, K(TP ) > 1, it will be recognized as abnormal.

3.1 .2 Virtual Switch
Analogous to a single switch, in this scenario,

all devices located inside the domain of interest are
treated as a single switch, as illustrated in Fig. 4.
Five nodes are located in a rectangle, with one node
isolated. The rectangle is most likely to be the
domain of interest (ID) or VS. In similarity to a single
switch, each root-leaf-based topology of each MAC
address will have only one root, or it can be said that
K(TP ) = 1. Fig. 4 shows that three root-leaf-based
topologies occur. Each TP , host m1, m2, and m3 has
its nearest root as R1, R2, and R3, respectively. In
some circumstances, it can be assumed that for a ∆t
range in which ∆t = t1 − t0, if m3 = m2 = m1, then
K(TP ) = 3. In this case, it implies that the m-MAC
address is unusual or flapping.

The network model (NM) is a collection of a pair of
nodes and forwarding interfaces NM = 〈N, F 〉, where

Fig. 5: Simulation and in-band links.

N denotes the set of nodes of the entire network,
and F the set of forwarding interfaces or links of the
NM. In this work, the nodes are categorized into (1)
in-band nodes (iN) and (2) out-of-band nodes (oN).
The term iN denotes the set containing elements
located inside the ID, whereas oN is located outside
the domain of interest. Therefore, N = iN ∪ oN
and iN = {n : n ∈ N, n /∈ oN}. It can therefore be
said that iN is the set containing elements of nodes
such that nodes are devices located in the network,
under the condition that they are not elements or
located outside the domain of interest. Thus, a VS
is a combination or collection of connected nodes
and forwarding interfaces that visually sit inside the
domain ID = 〈iN, iF 〉 of interest.

Similarly, F = {F1, F2, . . . , Fn} where all ele-
ments are sets of forwarding interfaces of each node
n. Meanwhile, the forwarding interfaces of each node
are Fn = {en1, en2, . . . , enj}, where n represents
the node number identification ∀Fn ∈ F . Similarly,
two categories of F are considered. The forwarding
interfaces connecting node to node inside the ID are
known as in-band-forwarding interfaces (iF ), while
the remaining interfaces are out-of-band-forwarding
interfaces (oF ). The term iF denotes the set
containing the elements of the interfaces. These
elements are sets containing the connected interfaces
in which each element is a subset of Fn and under
the condition that the sets are elements of V S or
iF = {E : En ⊆ Fn, ∀En ∈ V S}. However, V S will
be discussed later.

The algorithm will now be considered in detail
using an example for clarity. In Fig. 5, the NM
comprises six nodes N = {n1, n2, . . . , n6}, five of
which are in-band nodes iN = {n1, n2, . . . , n5},
while one is an out-of-band node oN = {n6}.
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Table 1: Example set at ∆t1.
V L MAC n1 n2 n3 n4 n5 Status
V L1 m11 e11 e24 e31 e41 e51 0
V L1 m12 e11 e22 e35 e43 e51 1
V L2 m21 e23 e43 0
V L2 m21 e24 e33 1

The forwarding interface of an individual node
is F = {{e11, e12, e13} , {e21, e22, e23, e24} , . . . ,
{e61, e62, e63}}, along with the in-band inter-
face iF = {{e11} , {e21, e22, e23} , {e31, e32} , . . . ,
{e41, e42, e43, e44} , {e51}}, where e denotes the set
containing the elements of adjacency nodes e11 =
{n1, n2}, e21 = {n2, n1}, e22 = {n2, n3}, e23 =
{n2, n4}, and e31 = {n3, n2}. Furthermore, let
V Li and mi be the VLAN and MAC addresses,
respectively. The main core algorithm of this work
is divided into two tasks: (1) the random creation of
a dataset and (2) label identification.

Prior to undertaking these tasks, the LES gathers
all necessary information from the ID, such as MAC
address mi, VLAN number V Li, nodes iN , and
interfaces Fn. At that point, the LES generates the
iF set. Next, a V S metric is created by setting the
ID into a metric. A matrix is subject to both the
network diagram and iF set, as in Eq. (2).

V S =


0 e11 0 0 0

e21 0 e22 e23 0
0 e31 0 e32 0
0 e41 e44 0 e42
0 0 0 e51 0

 . (2)

The V S metric illustrates a 5 × 5 metric, which
is composed of the adjacency interfaces. Rows and
columns refer to the directions of the adjacency node;
for instance, at the point where the row is 1 and
column is 2, is represented as node n1 connecting to
n2 such that the adjacency interface is e11 or it could
be said that V S1,2 = e11. Similarly, the remaining
matrices are V S2,1 = e21, V S2,3 = e22, V S2,4 = e23,
V S3,2 = e31, V S3,4 = e32, V S4,2 = e41, V S4,3 = e44,
V S4,5 = e42, and V S5,4 = e51. It should be noted
that n6 and e43 are not located inside the V S matrix.

Taking a closer look at the first task, this algorithm
starts by selecting the first MAC address and then
randomly assigns a possible interface to each iN
from the set Fn, as summarized in Table 1 with
each row representing an example. For instance, in
the first example, V L1 and m11 are selected. The
algorithm then randomly walks through each iN node
by starting at the n1 node. It then assigns n1
an interface selected from F1, that is e11, e12, e13.
Next, it walks through n2 and performs the same
task repeatedly until reaching n5. Eventually, the
random process is revealed, as presented in the first
row of Table 1. The algorithm consecutively repeats a


0 0 0 0 0
1 1 1 1 1
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0


(a)


0 1 0 0 0
0 0 0 0 0
0 1 0 0 0
0 1 0 0 0
0 0 0 1 0


(b)

0 0 0 0 0
0 0 0 0 0
1 1 1 0 0
0 0 0 1 1
0 0 0 0 0


(c)


0 1 0 0 0
0 0 1 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 1 0


(d)

Fig. 6: (a) R and (b) TP metric for Table 1, row 1,
(c) R and (d) TP metric for Table 1, row 2.

similar task on the next data example until it reaches
the latest min. Under uncertain conditions, the
non-interface is probably selected, as can be observed
in the third row.

Let us analyze the label identification procedure.
In the first task, the algorithm initially finds the root
R and creates the topologies for each example set. If
the random interfaces of ni are not the elements of
V S, then ni will be marked as R, and this algorithm
constructs the R and TP metrics.

At the top of Table 1, the first example set states
that in Table 1, row 1, the n2 interface is illustrated as
e24, which is not an element of V S. Therefore, n2 will
be the root or R. The R metric is shown in Fig. 6(a),
while the TP metric is shown in Fig. 6(b). According
to Fig. 6(a), the row represents the R location, while
the columns represent the node members of this
topology. Thus, the members of the topology are
{n1, n2, n3, n4, n5}. Fig. 6(b) shows the TP metric.
According to Table 1, row 1, column 3 is e11 where
e11 = V S1,2 or it can be said that e11 = {n1, n2}.
Given that column 4 is e24, this point is the root of
the topology. Then there is e31 where e31 = V S3,2
or e31 = {n3, n2}. Next is e41 where e41 = V S4,2 or
e41 = {n4, n2}. The last is e51 where e51 = V S5,4
or e51 = {n5, n4}. Hence, the elements of the
metric TP1 are TP1(1, 2), TP1(3, 2), TP1(4, 2), and
TP1(5, 4). It should be noted that these are the
topologies of the MAC address. The number of roots
in each example is determined using Eq. (3).

Kn(R) =
∑
|Ri| . (3)

Let |Ri| be the number of topology roots I, for
instance n. If Kn(R) = 1, Kn(TP ) = 1. It
can be recognized that this example is a normal
circumstance, and the remaining criteria can be
considered abnormal. For instance, when Kn(R) = 0,
a loop may occur. In this case, Kn(R) > 1 will
implicitly imply flapping, a fake MAC address, or
system error. Therefore, this algorithm adds either
an irregular ‘1’ or normal ‘0’ label to the target factor
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for each individual example. For instance, in the first
example, Table 1, row 1; K1(R) = 1 and K1(TP ) =
1. Thus, this situation implies a suspicious activity.
Multiple topologies may sometimes occur, as in
the example provided in the second row. The R
metric, as shown in Fig. 6(c), demonstrates that
n3 and n4 are concurrent roots. The members of
R1 are {n1, n2, n3}, while those of R2 are {n4, n5}.
Whereas, Fig. 6(d) indicates the TP metric of this
example. According to the R metric, the first three
rows are TP1, while the remainder of the metric is
TP2. It should be noted that, TP1(3, :) is 0, which
indicates that n3 is a root such that K2(R) = 2
and K2(TP ) = 2. Therefore, this example implicitly
implies an abnormal situation. In Table 1, row 3,
the blank columns do not represent missing data;
nevertheless, this implies that there is nothing on
the forwarding interface of this node. Therefore,
these blanks do not handle missing data points in the
decision tree. However, from this algorithm, it can
be said that K3(R) = 1 and K3(TP ) = 1. Finally,
according to row 4 of the example, K4(R) = 2 and
K4(TP ) = 2, implying a network anomaly.

3.2 Analytical Process
Machine learning tools are used in this study,

specifically, decision trees. The question is why the
chosen algorithm is used; the answer will be provided
later. Decision tree classification begins with the
root node split/prune decision nodes and ends at
the leaf nodes. At each leaf, the answer is given.
This work imposes proper attributes or variables on
the example set. The example sets are based on
the researcher’s previous methodological algorithm;
however, this work retrieves the information from the
real network to create the model. Thereafter, the
example of the proposed model is split into 70:30% of
the total for training and testing. Labeling the target
variables of both the training and testing datasets is
the first task, with the predict attribute used as a
class label. Next, the model is constructed using a
decision tree. The output model of the example set
is compared with the original example set. In other
words, the accuracy of each iteration is evaluated and
validated. To achieve the best model, in similarity
to the task performed here, the process is repeated
until the best model is achieved. Consequently, the
highest-quality model is eventually constructed. The
missing attribute is predicted as I (1) or N (0). It can
be observed from Table 1, that the status column
or variable is a target binary dependent variable.
While the rest are nominal independent variables,
these are the features of this study. Subsequently, all
independent variables are transformed into numbers.

Therefore, to optimize the discussion tree, other
variables are required. Gini impurity is used to
split the nodes, while the decision tree operates by
splitting the example into portion groups, with at

Fig. 7: MFU network simulation.

least one group used for testing and the remainder
for training. Thus, the data frame is split into 70%
for the training dataset and 30% for the test dataset.
The decision tree operates at least five iterations. The
accuracy and confusion aspects will be shown later .

Briefly, this study uses SSL to perform data
preparation, and then a decision tree to construct the
best model.

4. PERFORMANCE EVALUATION

This section reveals the outcomes and results
of the simulation and proposed network. The
performance of this network is also compared to
real-world networks.

4.1 Simulation

The simulation in this study is subject to the
Mea Fah Luang University (MFU) network structure,
which is composed of five main core switches as
shown in Fig. 7. The network simulation involves the
Cisco catalyst 9500 48 ports (SW1 and SW2), Cisco
catalyst 6800 48 ports (SW4), Cisco catalyst 6500 48
ports (SW4), and Cisco 2960 24 ports (SW5). The
connection between SW1 and SW2 is 10Gbps, while
the connection of each remaining switch is 1Gbps.
The LES retrieves the VLAN and MAC addresses
from the MFU switch, comprising 159 VLANs and
4216 MAC addresses. The LES then randomly sets
the probable attribute for these networks along with
label I/N at the target, which is the predicting
attribute. These examples are subsequently trained
in the decision tree. Two decision trees are compared
in this study: (1) Rapidminer and (2) Scikit-learn
(sklearn) machine learning. Five iterations and five
examples are used for sklearn, and 10 iterations and
10 examples for Rapidminer. Finally, the LES is
compared with other machine learning algorithms.
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Fig. 8: Cross validation.

Table 2: RapidMiner confusion matrix.
Accuracy: 96.19% ±1.26% (micro average: 96.19%)

True I True N Class Precision
Predict I 4224 147 96.64%
Predict N 190 4278 95.75%
Class recall 95.70% 96.68%

4.2 Results and Performance Evaluation
In this section, the performance of the proposed

model is evaluated using the SSL algorithm to create
the training set. The accuracy of RapidMiner is
96.19% when using 8836 samples and 10 iterations,
as indicated by the confusion matrix in Table 2.
Whereas, predicted as N actually I is 190, predicted
as I actually N is 147. Thus, in terms of
true/false-positives and true/false-negative rates, the
abnormal success rate is 96.64% with a false-positive
rate of 3.36%, whereas the normal success rate is
95.75% with a false-negative rate of 4.25%. Whereas,
the accuracy of sklearn is 99% when 8840 samples
are used. Furthermore, the sklearn machine learning
algorithm is also compared with other machine
learning methods using the cross-validation technique
to identify which of the aforementioned techniques
is best for solving the problem under study. The
results demonstrate that the decision tree has the
best accuracy (approximately 99% of each iteration),
as shown in Fig. 8. It can be clearly observed that the
decision tree (Dt) is the winner, followed by random
forest (RF), support vector machine (Svm), logistic
regression (Lr), and the naïve Bayes (NB) algorithm,
respectively. The mean scores are shown in Fig. 9.

Compared to other protocols such as STP and
MAC address table learning, the proposed approach
exhibits 1.2% fewer errors.

Additionally, the model in this study is applied
to the MFU backbone. The results indicate that,
out of 4802 MAC addresses, 4744 are N , and 58
are I. In other words, 1.2% of MAC addresses
are abnormal. Overall, the MFU network remains
in a normal situation even though the performance

Fig. 9: Machine learning scores.

indicates a slowdown. Therefore, these issues might
occur as a result of others.

5. DISCUSSION AND CONCLUSION
This work emphasizes the traditional layer-2

network evaluation by indicating an irregular MAC
address in which machine learning is used. This paper
proposes a method for evaluating the setup paths
of STP and MAC address learning. The proposed
algorithm is known as SSL. It prepares the data
and then labels the prediction before applying it to
machine learning. A comparison of each individual
machine learning algorithm reveals that the proposed
algorithm, which uses a decision tree, has the highest
accuracy and confidence level.

To enable accurate forwarding, the STP is known
to be the most appropriate algorithm for creating
the instance of each path in each VLAN to alleviate
the loop in the network. Thereafter, the MAC
address table learns through flood and learning each
instance. Neither of the algorithms can evaluate the
entire layer-2 network path. According to the LES,
MAC address path evaluation is applicable. The
findings reveal that the SSL with a decision tree
has the highest accuracy (99%) when using 8836
samples, with a 1.2% error in the existing protocols.
Thus, when applying the proposed method to a
real network, sklearn (an open-source ML Python
library) is appropriate for SSL. The limitations of
this study concern the number of MAC addresses,
because using a large number of MAC addresses is
very time consuming. Overall, the proposed method
is extremely useful for network administrators in
managing and monitoring their networks. It can
also be applied to the Mea Fah Luang University
network (to monitor, evaluate, and improve network
performance). The proposed algorithm is also
extremely useful for evaluating the layer-2 backbone
anomaly and can be applied to new modern network
fabrics.

Future studies should involve further complex
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algorithms and the investigation of other factors to
optimize the problems and classify any other issues,
including those concerning the new modern network
fabric.
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