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ABSTRACT
The integration of Artificial Intelligence (AI) and

Internet ofThings (IoT) has enabled network components
to make independent decisions, but this capability also
poses a risk of malicious attacks in unsupervised and
trustless environments. To overcome this issue, the
article proposes a distributed collaborative detection
approach that utilizes edge nodes as voters to monitor
the training process, tackle PA, and improve the accuracy
of the global model. The proposed approach is evaluated
using the UNSW-NB15 dataset in both IID and non-IID
scenarios, and the results demonstrate the effectiveness
of the approach in improving the accuracy of FL even in
the presence of PA.

Keywords: Artificial Intelligence of Things, Edge Com-
puting, Federated Learning, Poisoning Attack, UNSW-
NB15 Dataset

1. INTRODUCTION
As the Internet of Things (IoT) develops rapidly, it is

having a significant impact on various domains, such as
healthcare, education, industry, agriculture, and more,
with a human-centric focus.With the growth of Artificial
Intelligence (AI) discussions, concepts such as Artificial
Intelligence of Things (AIoT) have emerged in recent
years [1]. AIoT refers to the integration of AI with IoT,
where the components of the network can make deci-
sions based on Machine Learning (ML). As a result, IoT
is moving towards a more distributed approach, where
data and decisions become increasingly independent of
human intervention. However, this capability may be
used for malicious purposes in unsupervised and trust-
less environments. The Mirai botnet in 2016 [2] is an
example of such an attack in the IoT landscape. Using
vulnerabilities in IoT devices, Mirai created a large-scale
botnet capable of launching DDoS attacks.

Numerous approaches have been suggested to identify
and thwart malicious attacks on networks. A key
solution is the implementation of intrusion detection
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systems (IDS) [3]. In many of these approaches, ML is
employed for traffic analysis and attack detection [4-16].
Conventional ML methods require gathering all network
traffic data in the cloud and training a model to recognize
attacks using this data [4-8]. While these centralized
methods yield excellent results, they face significant
challenges that hinder their adoption in IoT applications.
Transferring data from devices to servers, coupled with
overloading cloud infrastructure, leads to security and
privacy concerns, and many data owners are reluctant to
share their data for ML model training. To address these
issues, some studies [9-16] have introduced decentralized
techniques, such as federated learning (FL) [17], which
enable model training without the need for data sharing.

Unlike centralized approaches, FL shares the model
instead of raw data on the network to protect user privacy
[11-14,16]. With the rise of edge computing, which
brings cloud computing, processing, and storage to the
network’s edge, the discussion around FL has become
more prominent. However, the potential of malicious
activities in unsupervised and trustless environments
poses a significant concern for FL in IoT. As FL relies on a
central server to aggregate gradient values, it becomes an
easier target for malicious attacks. Therefore, it is crucial
to implement robust security measures to safeguard data
privacy and prevent attacks. One of these vulnerabilities
is a Poisoning Attack (PA) [18], where compromised
nodes provide inaccurate or low-quality data, leading to
a decrease in the accuracy of the global model. To tackle
this issue, centralized and distributed methods have been
proposed to detect and prevent such attacks [19-34].

To address this issue, we propose a distributed col-
laborative approach that utilizes edge nodes as voters
to monitor the training process. The voters evaluate
the local models received from clients and identify
poisoned models. Then, the final decision is made by
the server based on the majority of the votes. As a
result of this distributed monitoring, the accuracy of the
global model is improved even in the presence of PA.
We evaluate the proposed detection approach using the
UNSW-NB15 dataset [37, 38], which includes various
attacks and has been widely used in previous studies
[16, 41]. It is important to note that FL is inherently
non-independent and identically distributed (non-IID),
however, most studies have focused on the IID scenario,
with less exploration of non-IID scenarios. In this work,
we study the impact of PA on the accuracy of FL in
both IID and non-IID scenarios, considering the presence
and absence of detection. The main contributions of this
paper are summarized as follows:
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1. To ensure data privacy in IoT, we have highlighted the
significance of edge nodes in FL for detecting attacks.

2. By collaborating with edge nodes, we address one of
the vulnerabilities in FL by detecting and removing
poisoned models from the training process. This
results in improved accuracy and faster convergence.

3. We evaluate our approach using the UNSW-NB15
dataset in both IID and non-IID scenarios.
Structure of the work: The rest of this paper is

organized as follows: A review of initial preliminaries,
including FL to secure IoT, PA and defense strategies,
follows in section 2. The system model and the proposed
detection approach to defeat PA are discussed in Section
3, and experimental results are presented in Section 4.
Finally, Section 5 concludes the paper with a summary
of the findings and suggestions for future work.

2. PRELIMINARIES
This section reviews methods utilizing FL to improve

security in IoT networks. It then discusses a major
vulnerability of FL - PA - and countermeasures that have
been proposed to address this vulnerability.

2.1 FL to secure IoT
Previous centralized approaches [4-8] for detecting

and defeating attacks in IoT networks involve aggregat-
ing all network traffic data in the server and training
a model on this data to identify attacks. Despite
the high accuracy, these methods require collecting all
training data on a single machine, which is expensive in
terms of time and computing resources. Furthermore,
transferring and storing data samples from devices on
a central server raises security and privacy concerns, as
many data owners are unwilling to share their data to
train a ML model. To address these issues, decentralized
techniques like federated learning (FL) have been applied
to train models without sharing the underlying data.
FL allows collaborative model training across distributed
devices without centralizing the data.

In recent years, FL has been applied to anomaly
detection in IoT networks. In 2019, a federated self-
learning approach [9] achieved a 95.6% detection rate
for IoT networks. In 2020, a federated deep Gaussian
mixture model [10] was proposed for anomaly detection
and outperformed centralized models on the KDDCUP 99
dataset in some cases. More recently, in 2021, a federated
deep learning model combining CNN and GRU [11] and
an encoder-decoder LSTM approach [12] were presented
for anomaly detection in industrial IoT data. Both studies
demonstrated FL models can achieve performance close
to centralized versions.

In 2022, several studies explored FL for attack de-
tection in IoT networks and compared it to centralized
ML. A FL framework was proposed in [13] that reduced
computational and data transfer costs while achieving
comparable performance to a centralized version. [14]
presented supervised and unsupervised federated learn-
ing approaches for malware detection in IoT devices,

demonstrating improved performance overmultiple local
models. [15] proposed a blockchain-based federated
learning approach with generative adversarial networks
for anomaly detection, demonstrating robustness, accu-
racy, and fast convergence on real-world data. Finally,
[16] introduced a two-stage distributed architecture
called FedGame that uses FL to allow multiple edge
nodes to build an efficient attack detection model for IIoT
networks collaboratively. Game theory is then used for
the edge nodes to compete for more virtual resources.
Overall, these recent works highlight the advantages
of FL for enabling collaborative and privacy-preserving
attack detection in IoT.

2.2 Poisoning Attack as a vulnerability of FL

A critical vulnerability of FL is the lack of access to
raw training data. Participant devices or edge nodes
may intentionally or unintentionally submit erroneous
model updates that reduce the accuracy of the global
model. This type of attack is known as a poisoning
attack (PA) [18]. By aggregating these poisoned models,
errors are introduced into the global model. Based on
the attacker’s intent, poisoning attacks can be targeted,
causing the FL model to output a specific incorrect
target label for chosen samples. Or the attacks can be
untargeted, causing the model to misclassify all testing
samples indiscriminately. Examples of targeted and
untargeted attacks are backdoor attacks [35] and label-
flipping attacks [36], respectively. PA poses a sever threat
to FL and must be addressed through robust aggregation
methods and other defense strategies.

To the best of our knowledge, the current state-of-the-
art countermeasures against PA in FL can be discussed
as follows: One approach to address this issue on the
server side is to cluster the receivedmodels [19]. Another
server-side approach involves checking the received local
models using auditing or generated datasets [20]. Some
works have also focused on performing aggregation with
robust techniques to minimize the effect of poisonous
models [21, 22]. These techniques aim to ensure that the
aggregated model is not significantly influenced by the
presence of poisoned models. However, it is important
to note that for the majority of server-side validation
methods, auditing or generated datasets are employed to
ensure the quality of the received local models. These
approaches assume that the validation datasets share a
similar distribution to the local datasets. However, in FL,
the non-IID property makes this approach impractical.
Additionally, the local training datasets are inaccessible
to central servers, assuming to having a validation
dataset with similar distribution, unrealistic.

There are several distributed approaches to address
PA in FL. These include exchanging model parameters
only with neighbors instead of a central server [23],
gossip-based methods over a peer-to-peer network [24-
26], collaboration between several servers over a fully
connected network [27], peer-to-peer Bayesian-like ap-
proach [28, 29], consensus-driven federated learning [30,
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Fig. 1: Proposed Edge-based FL approach. The procedure
consists of: 1) sending the global model to the clients by the
server, 2) sending local models to the server by the clients, 3)
sending local models to the voters by the server, 5) sending
votes to the server by the voters, 4) decision-making by the
server for updating the global model.

31], cross-cluster blockchain-based federated learning
[32], blockchain-enabled federated learning scheme [33],
and using random clients’ datasets to audit local mod-
els [34]. Each of these approaches considers different
performance parameters such as load balancing, privacy
issues, latency, communication, consensus delays, and
computation cost.

3. SYSTEM MODEL
To secure IoT, edge nodes, such as routers, can

analyze the traffic of connected devices and detect attacks
collaboratively with other participating edge nodes in
Federated Learning (FL). This approach allows the model
to be trained without sharing raw data while respecting
users’ privacy. In traditional FL, the local models were
extracted and sent to the server for aggregation, then
centralized methods relying on the server were used for
detecting PA. To address this issue in a decentralized
manner, which is particularly helpful in non-IID sce-
narios, as shown in Figure 1, the proposed approach
involves the cooperation of edge nodes as voters. They
examine local models and send their votes to the server
for decision-making about updating the global model.
The aim of these two steps, distributed evaluation of local
models and decision-making by the server, is to detect
and defeat malicious clients, resulting in an improvement
in the learning process, an increase in model accuracy,
and faster learning.

3.1 Attack model:
To perform PA, we focus on Label flipping [36],

where malicious participants flip the labels of data in
local datasets. Assuming a normal dataset including 𝑁
samples as:

[(𝑥1.𝑦1) . (𝑥2.𝑦2) . (𝑥3.𝑦3) . … .(𝑥𝑁 .𝑦𝑁 )], where 𝑥𝑖|𝑖 =
1. … .𝑁 is the sample, and 𝑦𝑖|𝑖 = 1. … .𝑁 is the
corresponding label. However, after label flipping, 𝑦𝑖
becomes 𝑦′

𝑖 , where 𝑦′
𝑖 could be any other label based on

the probability of PA. Due to privacy concerns, the server
cannot access the participants’ local datasets, so the va-
lidity of these datasets could not be verified. As a result,
malicious participants use the label-flipped datasets for
model training and upload the poisoned extracted model
to the server to launch the data poisoning attack. This
attack deteriorates the accuracy of the global model and
causes the failure of the convergence of the global model.

3.2 Edge-based federated learning

This section provides a detailed description of the
proposed Edge-based federated learning approach. Al-
gorithm 1 outlines the steps taken by the server, while
Algorithms 2 and 3 illustrate the steps executed by clients
and voters, respectively. Table 1 describes the notations
used in the algorithms.

In the first line of Algorithm 1, the System_initilazation
method sets the security parameters to provide security
measurements such as privacy, integration, resiliency to
replay attacks, and leakage prevention. Every entity
in the network, including devices and edge nodes,
must authenticate as legitimate entities to participate in
FL by a global Trust Authority (TA). Upon successful
authentication, the entity obtains its public and private
keys, as well as the corresponding certificates for signing,
encryption, and decryption. To ensure confidentiality,
replay attack avoidance, and integration, the sender
encrypts the message with the receiver’s public key, adds
a timestamp, and signs the message with its private
key. When broadcasting messages to voters, signing
and adding a timestamp are considered. Additionally,
to prevent information leakage, local models are sent in
an anonymized format, as sending the raw models may
reveal information about the local datasets. The article
does not delve into the specific details of these security
algorithms, but it suggests that standard anonymity
approaches, signature algorithms, and asymmetric cryp-
tography can be adopted for system initialization [39, 40].

After setting up the security parameters (line 1), the
global model is initiated along with other algorithm
parameters (lines 2-4). The training rounds are then
started (line 5). At the beginning of each training round
𝑟, the server sends 𝐺𝑀𝑟−1 to the nodes in the network
(line 6), and some of the nodes are selected as clients to
share their local model (line 7). After receiving 𝐺𝑀𝑟−1,
the clients train their local model with their local dataset
and send the extracted local model to the server for
aggregation (Algorithm 2).

On the server side, after collecting the received local
models (line 10), the server sends the set of received
local models to voters for evaluation to overcome PA
(line 11). As mentioned earlier, by incorporating the
two-step process of evaluating local models by voters
and decision-making by the server based on the opinions
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received from the voters, the detection ofmalicious nodes
can be improved.

To perform these steps in the IID scenario, as de-
scribed in Algorithm 3, each voter evaluates the global
model, 𝐺𝑀𝑟−1, and each local model in the 𝐿𝑀 set
by its dataset. If the accuracy of the global model is
improved by the local model 𝑖, the local model 𝐿𝑀𝑟

𝑖 is
considered non-poisonous. Otherwise, the voter votes
for the model 𝑖 as a poisoned model. After evaluating
all local models, the voter sends its votes to the server.
On server-side, after collecting the votes from all voters,
the server investigates the votes for each local model
(line 16). If the majority of the voters have evaluated a

Table 1: Notations.

local model as a poisoned model, it is inserted into the
poisoned clients set, 𝑃 (lines 17-18). After that, all local
models not in the 𝑃 set are selected for aggregation to
calculate the next global model, 𝐺𝑀𝑟 (lines 19-20).

In the non-IID scenario, clients do not have access
to samples of all available classes in the dataset and
only learn from a subset of classes, which leads to low
accuracy in evaluating the validation dataset, including
all classes. Therefore, it is difficult to determine whether
the low accuracy obtained is due to this reason or as a
result of a PA. For this reason, in this type of scenario,
instead of individually evaluating local models, as shown
in Algorithm 3, voters aggregate the received local
models into a temporary model 𝑇 𝑀 , and the accuracy of
the temporary model and the global model is calculated
with their dataset. If the temporary model increases the
accuracy, the voter reports its positive opinion to the
server. Otherwise, it disagrees with the aggregating local
models and updating the global model in this round and
reports its negative opinion to the server.

After receiving voters’ opinions, the server investi-
gates the votes (line 22). If more than half of the voters
agree with aggregating and updating the global model,
these operations will be performed; otherwise, the round
will be repeated without updating the global model (lines
22-24). These procedures are repeated until a maximum
accuracy, 𝐴𝑐𝑐𝑀𝑎𝑥, is achieved.

It should be mentioned that for easy understanding
and implementation, the voter selection strategy is
considered simply as a random selection in this article.
Although the strategy is simple, it can effectively detect
lazy and malicious clients. Moreover, by considering
the possibility of compromised voter nodes, it is more
accurate to design a more sophisticated voter selection
strategy based on the reputation rate, contribution rate,
or even the size of their dataset. This highlights an area
for future work.

4. PERFORMANCE EVALUATION
In this section, we evaluate the performance of the

proposed approach to mitigate PA in FL. Firstly, we
explain the dataset and the experiment setup. Then, the
numerical results are presented in two main scenarios:
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Fig. 2: Pie Charts for distribution of 2-class and 10-class
labels.

IID and non-IID.

4.1 Dataset description
We evaluate the proposed approach using the UNSW-

NB15 dataset [37, 38], which contains a total of 257573
records, including some records for normal behavior
and a variety of IoT attacks, divided as follows: analy-
sis, fuzzers, DDoS, backdoors, reconnaissance, generic,
exploits, shellcode, and worms. The Distribution of
attacks in the dataset is shown in Figure 2. For the CL
experiments, 70% and 30% of the data is considered as the
train and test dataset, respectively. For FL experiments,
70% of the data is divided equally among all nodes in the
network, and the remaining 30% is designated for voters.
However, this division is not necessary, and all the data
can be equally divided among all nodes, this approach is
adopted here for ease of implementation.

4.2 Experiment setup
In the scenarios, according to [42-48], a Long Short-

Term Memory (LSTM) Neural Network model was cho-
sen as a binary classifier to detect Normal and Attack
labels, while a Deep Neural Network model was selected
as a categorical classifier to detect Normal and each type
of Attack. The LSTM model, considering 2-class labels,
consists of a single neuron in the output layer with a
sigmoid activation function and Binary Cross-Entropy
loss function, using the Adam optimizer. The number
of hidden layers in the model was carefully selected to
account for the heterogeneity of edge nodes and the delay
in local model training, aiming to minimize complexity
while maintaining an acceptable level of accuracy. This
goal is gained by selection one hidden layer.

On the other hand, the DNN model utilizes Convolu-
tion1D, MaxPooling1D and BatchNormalization layers to
capture local patterns, prevent overfitting, and enhance
model stability, respectively. Two Bidirectional LSTM
layers are then employed to account for the sequential
nature of the data, followed by a Dropout layer to
mitigate overfitting. Finally, a Dense layer with 10
neurons and a softmax activation function is used for
the 10-class classification, corresponding to the classes
(normal and 9 types of attacks) under the categorical
cross-entropy loss function and the Adam optimizer. The

Table 2: Parameters of LSTM NN.

Table 3: Parameters of Deep NN.

Table 4: Simulation Parameters.

details of these classification models are presented in
Table 2 and Table 3, respectively. The effectiveness
of both classification models is evaluated based on the
accuracy metric, with the goal of maximizing it.

In the experiments, the label flipping attack is evalu-
ated under two parameters: 𝛼 as the fraction of poisoned
data of each participant and 𝛽 as the fraction of malicious
clients. Each poisonous participant clones 𝛼 fraction
of the local dataset with flipped labels for injecting
poisonous data into training. The 𝛼 and 𝛽 are varied from
0.3 to 0.8. Table 4 provides details about the simulation
parameters.

It should be mentioned that all experiments were
carried out on a Windows 10 machine with a 13𝑡ℎ
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Table 5: Accuracy of the 2-class model in different values of
𝛼 and 𝛽 in Non-PA-Detection and PA-Detection conditions.

Gen Intel(R) Core (TM) i7-13700K 3.40 GHz CPU, Asus
GeForce RTX 4060 TI TUF OC GPU, and 32 GB RAM,
using Python 3.9.17 with TensorFlow 2.10.1.

4.3 Numerical Results

Here in two separate scenarios, we evaluate the
proposed approach to mitigate PA in FL.

IID scenario: Here, the goal of FL is to train a two-
class model to distinguish normal and attack traffic. The
LSTM NN presented in Table 2 is used in the server
and clients, and Algorithms 1 to 3 are executed in
the corresponding nodes. Without PA, FL achieves an
accuracy of 91.20% after 25 rounds, comparable to the CL
approach with an accuracy of 92.33% after 25 epochs.

To evaluate the proposed approach, PA is conducted
under different values of parameters 𝛼 and 𝛽, and the
accuracy of the global model after 25 rounds is presented
in Table 5. It can be observed that in the event of
PA, under the non-detection condition (Non PA-D), the
accuracy significantly decreases with an increase in the
values of parameters 𝛼 and 𝛽. However, applying the
proposed detection approach (PA-D) leads to a significant
improvement in the accuracy of the global model, indi-
cating the successful identification of poisonous clients
through the evaluation in the voters and their exclusion
from the aggregation process. For lower values of
parameter 𝛼, even with an increase in parameter 𝛽,
the detrimental effect on the accuracy is insignificant,
suggesting that the proportion of poisoned data in the
clients is more influential in the attack process. However,
with a simultaneous increase in both parameters, there is
a severe drop in the accuracy. It should be noted that 10
voters supervise the clients in these experiments.

To further evaluation, considering the goal of FL to
train a model not only to distinguish normal and attack
traffic but also to detect the type of attacks, the Deep NN
proposed in Table 3 is utilized in the server and clients,
and Algorithms 1 to 3 are executed in the corresponding
nodes. As shown in Figure 1, due to the imbalance of the
dataset in some attack types, the accuracy of the CL after
25 epochs of training reached 81.42%, so it is not far from
the expectation that FL in this case is more complicated.

Thus, here we study the impact of the size of local
datasets and the number of participating clients on the
accuracy of FL and the results are presented in Figure
3 with different values for N and C. it is observed that
although in N=50, C=25 and N=25, C=12 cases, almost

Fig. 3: Accuracy of FL in different values of N and C.

Fig. 4: Accuracy of FL under PA in different values of 𝛼 and
𝛽.

equal amounts of data from the overall dataset are used
for training, the size of the local dataset of each client has
a more significant impact on the accuracy of local models
and, consequently, the accuracy of the global model. As
shown in Figure 3, under N=25 and C=12, which is the
best of the studied cases, FL achieves an accuracy of 81%
after 25 rounds.

In the following, PA is conducted for different values
of N and C. Similar to the 2-class model, it is observed
that in the event of PA, the accuracy decreases with an
increase in the values of parameters 𝛼 and 𝛽. As shown
in Figure 4, in the worst reduction case, for 𝛼=𝛽=0.8, the
accuracy decreases from 81% to 74.99% in the N=25 and
C=12 case, and in the N=50 and C=10 case, it falls from
80.24% to 73.84%.

In continue, to investigate the effectiveness of the pro-
posed detection approach, Figure 5 shows the accuracy
of FL in the presence of a PA with detection in the N=50,
C=25 and N=25, C=12 cases. As shown in Figure 5, the
proposed approach successfully neutralizes the effect of
PA and improves the accuracy of the global model. It
should be noted that the number of voters monitoring
clients in these experiments is 5 voters.

Non-IID scenario: FL becomesmore challenging due
to the inherent complexities of non-IID scenario. One
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Fig. 5: Accuracy of IID scenario FL in different values of 𝛼
and 𝛽 in Non-Detection and PA-Detection conditions.

Table 6: Accuracy of the 10-class model in different values
of N,C and ClassPerClient parameters.

issue to consider is that in this scenario, clients not only
lack access to all samples of existing classes in the dataset
but also may have different classes. As a result, the
model’s accuracy decreases as it relies on learning from
a sufficient and balanced number of samples from all
classes. This is evident in Table 6, where an increase in
the number of available classes for each client leads to a
rise in accuracy. Additionally, as shown in Table 6, by
learning under different values of 𝑁 and 𝐶 , the accuracy
is influenced by the size of the clients’ local datasets.

To evaluate the effectiveness of the proposed detection
approach in mitigating PA in the non-IID scenario, we
conduct experiments with N=25, C=12, and ClassesPer-
Client =6, applying PA to the participants with different
values for parameters 𝛼 and 𝛽. It is important to note
that 5 voters are used to evaluate the local models.
As presented in Figure 6, similar to the IID scenario,
applying PA to the participants without any detection,
results in a decrease in accuracy, with a sharper decline
in larger values of parameters 𝛼 and 𝛽. As shown in
Figure 6, in the case of 𝛼=𝛽=0.5, the accuracy of the global
model under PA fluctuates but ultimately remains close
to the original accuracy. However, with larger values,
𝛼=𝛽=0.8, the reduction in the accuracy worsens, and
in the non-detection condition, the accuracy fluctuates
and eventually decreases to 43.82% after 25 rounds of
training. By applying the proposed detection approach,
the accuracy improves and a higher percentage, 63.68%,
is achieved in 25 rounds of training.

Fig. 6: Accuracy of non-IID scenario FL in different values
of 𝛼 and 𝛽 in Non-Detection and PA-Detection conditions.

The bar chart in Figure 6 shows that if the server
aggregates local models without considering the votes
examined by the distributed voters, the accuracy of the
global model will definitely decrease. This highlights
the successful cooperation and effectiveness of the dis-
tributed voters in overcoming PA. It is important to note
that by examining Figures 5-7 regarding the efficiency
and effectiveness of the proposed approach, it can be
concluded that despite the distribution in the proposed
approach to neutralize the PA, this level of distribution
works well in the IID scenario. However, for the non-IID
scenario, solutions with a higher level of distribution are
needed. This indicates a potential area for future work.

5. CONCLUSION AND FUTUREWORKS

In this article, considering the importance of security
in Internet of Things (IoT) networks and the need to
protect users’ privacy, a collaborative federated Learning
approach was proposed to detect attacks. However, due
to the inherent characteristics of Federated Learning in
the lack of access to raw network data, attacks such as
Poisoning Attacks on Federated Learning are inevitable.
Due to the importance of the issue, in this work, a
distributed approach based on edge nodes was proposed
to detect these attacks, and with a focus on the accuracy
of the model as the most important parameter in Fed-
erated Learning, the proposed approach was evaluated
in IID and non-IID scenarios. The results indicate that
the proposed detection approach has performed well
in detecting Poisoning Attacks and has improved the
accuracy of the global model even in the presence of
such attacks. However, it is worth mentioning that
the performance of the proposed detection method,
despite being distributed, has been more successful in IID
scenario than in non-IID scenario. As an open problem
in this field, a more distributed solution will be needed to
improve detection in non-IID scenario in more successful
and efficient manner. This indicates a potential area for
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future work.
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