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ABSTRACT

Consistent and timely message transmission is pivotal
in the success of Internet of Things (IoT) communi-
cations. IoT applications typically involve resource-
constrained devices with limited processing power,
memory capacity, and battery life. These characteristics
necessitate the use of specialized communication pro-
tocols for IoT applications. Message Queue Telemetry
Transport (MQTT) is a widely adopted protocol within
the 10T ecosystem. Ensuring the appropriate message
size and reliability level is crucial for achieving successful
MQTT communication. This article empirically assesses
MOQTT protocol performance across various Quality of
Service (QoS) levels while considering different message
and client sizes. Initially, we conducted a comparative
analysis of message transfer performance between HT TP
and MQTT protocols. Subsequently, we delved into
the MQTT protocol’s performance across three distinct
configurations: one publisher-one subscriber, multi-
ple publishers-one subscriber, and multiple publishers-
multiple subscribers. We also examined how message
and client sizes impact message transfer latency. When
employing a 100-byte payload, we observed that the
time delay in a network comprising 150 clients is 60.71%
greater than in a network with 50 clients. Similarly, with
a message size of 2500 bytes, a network with 50 clients
requires 96% less time to deliver than a network with 150
clients.

Keywords: Internet of Things, MQTT Protocol, Quality
of Service, IoT Networks, Message Transfer

1. INTRODUCTION

Advancements in computing and communication
technology have led to a proliferation of internet-
connected devices. Today, most internet traffic origi-
nates from the extensive network of devices within the
Internet of Things (IoT). Over the past few decades, the
IoT landscape has experienced unparalleled growth in
connections, device numbers, and data transfer demands
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[1]. Efficient and dependable data exchange among
interconnected devices play a pivotal role in the success
of 10T applications. Historically, HTTP (Hyper Text
Transfer Protocol) has dominated data transport in the
internet domain, thanks to its achievements within the
TCP/IP network [2]. However, the requirements of IoT
applications differ significantly. IoT applications are
comprised of resource-constrained devices characterized
by limited processing capabilities, memory capacity, and
battery life. Major application areas of IoT include
patient monitoring systems, smart homes, smart agricul-
ture, industrial monitoring and target tracking, to name
a few [3]. Research in this field has underscored the
inadequacy of HTTP for addressing the needs of remote,
resource-constrained IoT devices. Consequently, this
limitation has prompted us to shift our focus toward
specialized protocols tailored to the unique demands of
IoT applications.

Prominent communication protocols employed in IoT
applications include CoAP (Constrained Application Pro-
tocol) [4], AMQP (Advanced Message Queuing Protocol)
[5], MQTT (Message Queuing Telemetry Transport) [6],
among others. MQTT is the most widely adopted com-
munication protocol within the IoT ecosystem. MQTT’s
popularity is attributed to its lightweight nature and
publish-subscribe paradigm adherence. These char-
acteristics make MQTT well-suited for devices with
constrained resources and scenarios involving subop-
timal network conditions, such as low bandwidth and
high latency [7]. MQTT finds extensive use in major
public cloud platforms, including Amazon Web Services,
Microsoft Azure, and Google Cloud Platform [8]. As
of 2020, Amazon AWS commands a 40% market share,
Microsoft Azure holds 31%, and Google Cloud Platform
captures 26% of the public IoT and Cloud Platforms
market [9].

Frequent transmission and timely delivery of mes-
sages are essential in IoT applications [10]. Reliability in
message delivery in the MQTT protocol is achieved with
the help of three reliability levels it offers, namely, QoS0,
QoS1 and QoS2 [11]. Quality of Service (QoS) gives the
client the power to choose a level of service that matches
its network reliability and application logic. The choice
of the proper QoS influences the performance of IoT
applications. Selecting the proper QoS and the message
size suitable for a particular application is a research
question to be addressed. Some experiments proved that
reliability is compromised at the expense of performance
and vice versa. Though the data size of IoT applications is
minimal, it is communicated in large quantities through
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the network [30]. Consequently, it becomes imperative

to explore methodologies for reducing network traffic

and augmenting network performance for the effective
execution of IoT communications.

This paper presents a comprehensive analysis of the
message transfer capability of the MQTT protocol under
different reliability levels and with varying message
and client sizes. The particular QoS to be used for
message transmission depends on application require-
ments. Experiments were conducted to analyse the
impact of message payload size and the number of clients
connected to the network. This work may help users
choose appropriate QoS and message sizes for their IoT
applications.

Major contributions of the paper are summarized
below:
¢ A study on the performance of various IoT communi-

cation protocols was performed.

o Analysed the message transfer performance of HTTP
and MQTT protocol for varying message sizes from 1
to 2500 bytes.

o Analysed the message delivery performance of MQTT
protocol for different message and client sizes.

o The performance of MQTT protocol is analysed
with configurations such as one publisher-one sub-
scriber, multiple publishers-one subscriber, and mul-
tiple publishers-multiple subscribers.

Section 2 of this paper discusses some existing works
related to the chosen field. MQTT protocol and its
reliability aspects are briefed in section 3. A detailed
experimental evaluation of MQTT message passing with
varying reliability levels is presented in section 4, and
section 5 analyses the results obtained with the experi-
ment. Section 6 concludes our discussion.

2. RELATED WORKS

In this section, we review existing literature that
examines the performance of communication protocols
in the context of the Internet of Things. To begin with,
we explore studies that have compared HTTP, a widely
recognized internet protocol, and MQTT. Subsequently,
we discuss the literature on the performance analysis of
diverse IoT communication protocols.

Yokatani et al. [12] analysed HTTP and MQTT pro-
tocols’ required bandwidth and resource requirements
with different data sizes and topic lengths. This paper
concludes that MQTT is more suitable for connecting IoT
devices than HTTP. Manohar and Asir[13] analysed the
data consumption pattern of HTTP and MQTT protocols
and proved that HTTP protocol use more resources and
is not suitable for IoT applications due to its overheads.
They proved that MQTT consumes data only when it
sends a payload and consumes negligible data in all other
situations. Hantrakul et al.[14] found that the HTTP
protocol consumes ten times more power than the MQTT
protocol, but MQTT sends ten times more messages than
the HTTP protocol in one hour of operation. Atmoko et
al. [15] implemented real-time temperature and humidity

data acquisition using HTTP and MQTT protocol in
their work. The test result indicates that MQTT is an
option for real-time data acquisition applications based
on IoT. The study of Wukkadada et al.[16] proved that
the MQTT offers higher throughput and lower power
consumption than HTTP. MQTT uses less power to
maintain an open connection. The work by Sasaki and
Yokotani[17] considered traffic volume, access delay, and
network resources as evaluation metrics. The authors
claim that MQTT is superior to HTTP when applied to
IoT applications.

Lee et al. [18] performed a correlation analysis of the
MQTT protocol’s end-to-end delay and message loss rate
under different QoS levels and payloads. They suggest
the use of MQTT protocol with appropriate QoS levels
for better service. Upadhyay et al. [19] proved that the
power consumption of the MQTT protocol is much lower
than CoAP, and MQTT has a 30% faster performance.
The work by Silva et al. [20] compared messaging
protocols for IoT systems such as MQTT, CoAP, AMQP
and HTTP. This paper claim that MQTT offers the
highest level of reliability among the four thanks to the
three levels of Quality of Services it supports. An ns-3-
based simulation tool for evaluating the QoS in MQTT-
based IoT systems is presented by Handosa et al. [21].
Luoto et al. [22] presented a work that substituted
REST-based communication with MQTT communication
and proved that MQTT uses considerably less CPU
time and memory and thus improves energy efficiency.
Sing and Baranwal [23] identified various QoS metrics
related to the three major components of IoT (Things,
Computing and Communication).  Researchers and
professionals can identify relevant and essential QoS
metrics for developing models for different challenges. A
communication infrastructure with two popular MQTT
brokers, RabbitMq and mosquitto, was implemented by
Oliveira et al. [24]. RabbitMQ has lower average latency
and is better for more robust applications such as Smart
Meters communicating in a Smart Grid. For applications
that do not require a lot of data flow, the mosquitto broker
is better. Toldinas et al. [25] proved that the energy
consumption of the MQTT protocol is different at various
QoS levels. This paper recommends that developers
of IoT systems choose the most appropriate QoS level
by considering reliability, latency and energy needed to
communicate concerning the battery lifetime.

A study of the existing literature proved that HTTP,
the standard internet protocol, consumes more resources.
Therefore, HTTP is not recommended for IoT networks
containing small devices with little processing power,
limited storage and communication capabilities. Many
communication protocols explicitly designed for con-
strained IoT networks were analysed. The literature
review proved that MQTT is the most widely used
communication protocol in the IoT environment due
to its peculiar features, such as its lightweight nature,
message reliability, small fixed message header and
suitability for constrained applications.
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3. MESSAGE QUEUE TELEMETRY TRANSPORT
(MQTT) PROTOCOL

In 1999, MQTT was initially conceptualized by IBM’s
Andy Stanford Clark and Cirrus Link’s Arlen Nipper to
link sensors in oil pipelines to communication satellites.
They focused on achieving minimal battery drain and
conserving bandwidth consumption [26]. However,
as the IoT experienced exponential growth and the
necessity arose to facilitate connections and communi-
cations among low-powered, resource-constrained de-
vices, MQTT emerged as a prominent and indispensable
protocol in the IoT landscape. Today, MQTT stands as
a well-established Machine-to-Machine (M2M) protocol,
enjoying widespread adoption and support from numer-
ous organizations, including IBM, Facebook, Eurotech,
Cisco, Red Hat, M2Mi, and Amazon Web Services (AWS)
[19].

The MQTT protocol involves two main components:
clients and a broker, often referred to as the server.
Clients are devices capable of performing actions such
as publishing messages, subscribing to messages, or both
[8]. MQTT clients communicate by utilizing message
topics as the means of interaction. When a client takes
on a subscriber role, it specifies its areas of interest by
including topic information in its connection request to
the broker. Following establishing a connection with
the broker, a publisher client gathers data from its
environment and transmits it to the broker, attaching a
topic name to the message. Within the MQTT protocol,
the broker is a central entity responsible for receiving
messages from publishing clients, filtering them based
on the associated topic name, and forwarding them
to all clients subscribed to that particular topic. The
communication pattern of the MQTT protocol is visually
depicted in Fig. 1.

For communication purposes, the MQTT protocol
utilizes a sequence of control packets. One of the
significant advantages of MQTT is the 2-byte fixed
header associated with messages, the lowest among IoT
communication protocols. This feature produces low
overhead for low bandwidth applications, making MQTT
prominent among the IoT protocols. Control messages
such as CONNECT, CONACK, PUBREL etc. need not
carry any client data and hence require only the two byte
message fixed header. The messages carrying message
payload need to use more bytes for message payload.
MQTT message header format is given in Fig. 2.

The MQTT message types are defined by allocating
4 bits, encompassing bits 0 to 3 within byte 1 of the
message header. This allocation permits the definition
of 16 distinct message types. However, the MQTT
specification explicitly defines only 14 message types
(ranging from 1to 14), designating the values 0 and
15 as “reserved” for potential future expansions [25].
Meanwhile, the bits occupying positions 4 to 7 of byte
1 within the message header serve as flags unique to
various MQTT control packet types. The DUP flag is
employed to signify that the message is a duplicate one

O 4 O

Publisher Broker Subscriber
Publish (Topic, Data)
.
i Subscribe (Topic)
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Fig. 1: MQTT Communication Pattern [8].
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Byte 1 Message Type DUP | QoS Level [ReT Ll
Fixed
Byte 2 Remaining Lemgth (1-4 bytes) Header
Byte 3
Optional: Variable Length Header
Byte n
Byte n+1
Optional: Variable Length Message Payload

Byte m

Message Type: CONNECT, PUBLISH,SUBSCRIBE,PUBACK etc
QoS: 0/1/2

DUP: DUPLICATE FLAG

RETAIN: Set to ON to store last known value

Fig. 2: MQTT message header format [11].

and is re-transmitted due to the recipient (a client or
broker) not acknowledging the original message. The
QoS flag specifies a PUBLISH message’s reliability level
(QoS 0, QoS 1, or QoS 2). When the RETAIN flag is
activated, the broker preserves the most recent message
on a specific topic. This enables a disconnected or newly
connected client to access the latest published message
when it establishes a connection with the broker. The
second byte of the message header specifies the optional
variable header’s size and the payload message’s length.

3.1 MQTT Reliability

The QoS offerings provided by the MQTT protocol
play a pivotal role in ensuring message reliability [18].
They simplify communication within unreliable net-
works and guarantee message delivery, regardless of the
reliability of the underlying transport layer. QoS param-
eters such as Throughput and packet delay are important
metrics for assessing the quality of networks [28][29].
In the MQTT protocol, the reliability level of message
transfer is not end-to-end but operates between the client
and the server. The subscriber client establishes the
desired reliability level for receiving messages through
the CONNECT command. In contrast, the publisher
client specifies the reliability of the published message
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Fig. 3: MQTT QoS levels [27].

using the PUBLISH command. Ultimately, the message
is conveyed to the recipient with the lowest QoS level
chosen by either the publisher or the subscriber. MQTT
delineates three distinct levels of Quality of Service:

QoS 0: At most once (Fire and forget)
QoS 1: At least once (Duplicates allowed)
QoS 2: Exactly once

QoS 0 is the default reliability level MQTT protocol
offers. It does not guarantee message delivery. QoS
0 is preferred when the communication network is
reliable and losing messages is acceptable. For example,
atmospheric pressure or temperature sensor data can
publish with QoS 0. QoS 1 guarantees message delivery.
Subscribers should acknowledge the receipt of messages.
The message is delivered to the subscriber at least
once. The message is retransmitted if there is no
acknowledgement within a pre-specified period. QoS
1 is used with applications where guaranteed message
delivery is essential and can handle duplicate messages.
Reporting machine health data to ensure maintenance
at the right time is an example of QoS 1 message
delivery. QoS 2 is the highest and most expensive quality
of service MQTT offers. This QoS has been used in
mission-critical scenarios that neither accept the loss
of messages nor duplicate messages. Example:- billing
and invoicing systems where duplicate entries are not
accepted. Each message should properly be delivered
exactly once. The message delivery at different QoS
levels by MQTT protocol is depicted in Fig. 3.

4. EXPERIMENTAL EVALUATION
4.1 Experimental Setup

We established a simulation environment to assess the
reliability features of the MQTT protocol. The MQTT
broker was deployed on a Raspberry Pi 3 processor
with 1 GB of RAM and the Rasbian operating system.
Client nodes powered by ESP32 MCUs were configured
to run the MQTT clients with their respective sensors
attached. To simulate many clients concurrently and
intensify network load, we utilized a laptop computer

Publishers Sulkieciibecs

@ clent1
Publish

Client 1
Publish
Client 2 Raspberry pi Client 2
Publish bscri -
| Store and Forward
Filtering Publish
ribute topi
| |
die

BROKER

Fig. 4: MQTT Broker Architecture.

Client N

Table 1: Technical specification of experimental setup.

Server
Processor Raspberry Pi 3
RAM 1GB
Model Broadcom BCM2837 quadcore
Operating System Raspbian
CPU clock frequency 1.2 GHz
Wi-Fi 802.11 b/g/n
Client
Processor Intel i7
RAM 8 GB
Operating System Ubuntu 20.04
Programming Language | Python 3.7

supporting an Intel i7 processor and running Ubuntu
20.04 as the client operating system. Remarkably, all
publishers and subscribers operated within this same
laptop PC. The technical specifications of the testing
environment can be found in Table 1. Python 3.7 was the
programming language employed to code the simulation
environment. Our experiment focused on assessing
message transfer time delays from publisher clients to
subscriber clients while varying the QoS levels for the
same dataset. Since there was a lack of standardized
datasets suitable for testing, we generated the necessary
data for our testing environment. This process involved
selecting appropriate message and client sizes tailored to
each experiment’s requirements. The architecture of the
testing environment is shown in Fig. 4.

4.2 Experimental Evaluation

The experimental procedure followed in our MQTT
QoS performance analysis is summarized in figure 5.
Initially the performance of HTTP and MQTT were
analysed in the IoT environment. After proving that
MQTT is suitable for IoT applications, its performance is
analysed with different reliability levels and client con-
figurations. Client configurations such as one publisher-
one subscriber, multiple publisher-one subscriber and
multiple publisher-multiple subscriber were selected for
analysis. The flow of experimental procedure is depicted
in Fig. 5.
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Fig. 5: Flow of Experimental procedure.
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Fig. 6: HTTP vs MQTT performance.

4.2.1 HTTP vs MQTT

In the initial experiment, we conducted a comparative
analysis to assess the performance of HTTP and MQTT
protocols regarding message transfer latency. Specifi-
cally, we examined the delivery delays for messages of
varying sizes within a single-client environment. HTTP
has traditionally been employed for widespread internet
access, necessitating a three-way handshake with TCP
each time information is accessed. In contrast, MQTT
streamlines the communication session by avoiding the
need to connect and disconnect each message repeatedly.
In the case of HTTP, the access delay is measured when
the client requests data from the server. Similarly, in
MQTT, we focused on evaluating the end-to-end delay,
measuring the time it takes for a publisher to transmit
a message and for a subscriber to receive it through
the MQTT broker. Given the absence of standardized
datasets for IoT applications and the variability in bench-
mark values, we opted for an experimental approach. We
selected a logarithmic scale of message sizes, spanning
from 1 to 2500 bytes, for our evaluation. The outcomes of
this experiment is graphically presented in Fig. 6.

4.2.2 MQTT (One Publisher — One Subscriber)

Subsequently, our focus shifted to evaluating the
message-passing performance of the MQTT protocol
while varying the levels of reliability. We manipu-
lated the QoS settings for publishers and subscribers,
all within the same data set. In the initial phase,
we scrutinized message delivery delays in a scenario

Table 2: Publisher and Subscriber QoS Setup.

Publisher QoS | Subscriber QoS
QoS 2
QoS 1
QoS 0
QoS 2
QoS 1
QoS0
QoS 2
QoS 1
QoS 0

Round 1 QoS 2

Round 2 QoS 1

Round 3 QoS 0

featuring a single publisher and subscriber. Within
this setup, we assessed message sizes spanning from 1
byte to 2500 bytes. Initially, both the publisher and
subscriber were configured with QoS 2. We observed
variations in message transmission time at the publisher
and the subsequent reception by the subscriber. We then
maintained the publisher at QoS 2 while altering the
subscriber’s reliability level to QoS 1 and subsequently
to QoS 0, monitoring the corresponding latency changes.
In the subsequent phase, we designated the publisher’s
reliability as QoS 1. We assessed message delivery time
delays using the same data set but with subscribers
employing different reliability levels: QoS 2, QoS 1,
and QoS 0. During the final phase, we configured the
publisher at QoS 0 while systematically adjusting the
subscriber’s QoS values from QoS 2 to QoS 0. This
phase allowed us to investigate the disparities between
message sending and receiving times. The specific QoS
configurations for both publishers and subscribers in
each experimental round are detailed in Table 2.

Experiments over all nine combinations of publisher-
subscriber QoS levels reveal that in each round, the
configurations where subscriber QoS is set to 0 yields the
best result (minimum delay). The results of subscriber
QoS 0 for various publisher reliability levels (QoS 0, QoS
1 and QoS 2) are plotted in Fig. 7.

4.2.3 MQTT (Multiple Publisher — One Subscriber)

In subsequent experiments, we conducted tests to
evaluate message latency involving multiple publishers
operating under different MQTT QoS levels. In this sce-
nario, five publishers transmitted varying-sized messages
to a single subscriber. Each publisher concurrently sent
data packets ranging from 1 to 6000 bytes. As in the
earlier experiment, we scrutinized the message delivery
latency for various payload sizes while configuring the
publishers with QoS 0 and allowing the subscriber’s QoS
to vary from 0 to 2. Additionally, we examined configura-
tions with the publisher set at QoS 1 and QoS 2, while the
subscriber’s QoS ranged from 0 to 2. Across these tests,
it is observed that configurations with subscriber QoS 0
consistently yielded the most favourable results. For a
concise overview of the outcomes involving subscriber
QoS 0 in conjunction with publisher QoS 0, 1, and 2, refer



6 ECTI TRANSACTIONS ON ELECTRICAL ENGINEERING, ELECTRONICS, AND COMMUNICATIONS VOL.22, NO.1 FEBRUARY 2024

0.0
0.014 e -

~0012

Time(sec

0.008}

Vi == Gosd
0.0 W —= Qusl

T500
DataSize(byte)

Fig. 7: One publisher - One subscriber performance.

Table 3: Multiple publisher — Multiple subscriber testing
environments.

Publisher -
Publisher | Subscriber ubls . er .
S S Subscriber client
0 o
Q Q sizes
25 publishers —
S1 S 1
Qo Qo 25 subscribers
50 publishers —
S1 S 1
Qo Qo 100 subscribers
70 publishers —
Q08 1 Q08 1 publishers
300 subscribers

to Fig. 8, which summarizes the results.

4.2.4 MQTT (Multiple Publisher — Multiple Sub-
scriber)

In the next phase of our study, we thoroughly exam-
ined the performance of various reliability levels within
the MQTT protocol, specifically within the context of
multiple publishers and subscribers scenarios. Given the
absence of standardized datasets or benchmark values
for 10T applications, we opted for experimental compar-
isons, where we selected configurations encompassing
25 publishers and 25 subscribers, 50 publishers and 100
subscribers, and 70 publishers and 300 subscribers. These
configurations served as the basis for our evaluation,
with message sizes ranging from 1 byte to 5000 bytes.
It is important to note that the publisher and subscriber
numbers were selected randomly for testing. For this
experimental phase, publisher and subscriber clients
were configured with a QoS level 1. This choice is
justifiable in applications where the punctual delivery of
every message is paramount. QoS 1 ensures message
delivery while introducing only a slight increase in
latency compared to QoS 0, which is generally acceptable.
Table 3 provides a comprehensive overview of the config-
urations employed in evaluating multiple publishers and
subscribers.

The results obtained are summarized in the graph in
Fig. 9. The graph clearly shows that the message latency
increases as the message size increases. The latency also
increases with client size.

Time(sec)

[ 5000 10000

15000 5000 0000
DataSize(byte)

Fig. 8: Multiple publishers - One subscriber performance.

- clients:50
0.200 __. clients:150
- clients:370

2000 3000
DataSize(byte)

Fig. 9: Multiple publishers - Multiple subscriber perfor-

mance.

5. RESULTS AND DISCUSSION

The analysis of the HTTP and MQTT protocols
underscores a significant disparity in message transfer
delay. Specifically, it becomes evident that the HTTP
protocol exhibits message transfer delays that are eight
to ten times greater than those observed in the MQTT
protocol, even in small message sizes and single-client
environments. As message sizes expand, this latency
difference between the two protocols becomes more
pronounced. The performance disparity would be even
more pronounced in scenarios involving multiple clients
transmitting multiple messages. Therefore, our experi-
mental analysis emphasizes the necessity of employing
specialized communication protocols like MQTT within
IoT environments that feature devices characterized by
limited sensing, processing, storage, and network capa-
bilities. Such protocols are crucial for ensuring efficient
and reliable communication under these constraints.

The experimental analysis of the MQTT protocol’s
performance across different reliability levels include
diverse messages and client sizes. In the context of
the single publisher - single subscriber configuration
analysis, it was observed that among all QoS combina-
tions, those involving publisher QoS 0 and subscriber
QoS 0, as well as publisher QoS 1 and subscriber QoS 0,
exhibited the smallest time differences. This observation
aligns with the theoretical premise that the reliability of
message delivery is adapted to the lowest QoS level set by
either the publisher or the subscriber. Similarly, a similar
trend was noted when exploring the configuration of
multiple publishers with a single subscriber. Combina-
tions featuring subscriber QoS 0, such as publisher QoS
1 - subscriber QoS 0, publisher QoS 0 - subscriber QoS 0,
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and publisher QoS 2 - subscriber QoS 0, outperformed all
other combinations regarding message delivery latency.
This consistency in results highlights the significance of
subscriber QoS 0 in optimizing message delivery latency
across various QoS configurations.

In multiple publishers-multiple subscriber’s configu-
rations, both the publisher and subscriber QoS were set
at QoS 1. This choice was made due to its ability to
ensure guaranteed message delivery, and the increase
in latency associated with QoS1, compared to QoS0,
was deemed acceptable in light of this guarantee. As
anticipated, the message delivery time increased as
the message size expanded. Notably, the percentage
increase in time difference was directly proportional to
the number of clients involved. Fig. 10 clearly illustrates
this relationship, indicating that as the message size
increased, the percentage time difference concerning
client size also experienced a corresponding increase.

When utilizing a 100-byte payload, the time delay
for a configuration involving 150 clients (comprising 50
publishers and 100 subscribers) is approximately 60.71%
greater than the setup with 50 clients (consisting of 25
publishers and 25 subscribers)—scaling up the number
of clients to 370 results in a substantial increase of
418.8%. Conversely, with a message size of 2500 bytes,
a setup with 50 clients necessitates 96% less time to
deliver a message compared to the scenario with 150
clients. Furthermore, a notable reduction of 432% in
latency is observed when compared the 50 client setup
with 370 clients. This result emphasizes the justification
for setting the reliability level to QoS1 for both publishers
and subscribers, as it ensures message delivery while
incurring a manageable increase in latency.

Our experimental analysis demonstrates that across
all MQTT reliability levels, QoS 0 consistently exhibits
superior performance in terms of latency, aligning with
the expected theoretical outcomes. There is only a
marginal disparity between QoS 0 and QoS 1 perfor-
mance. However, for critical IoT applications where
guaranteed message delivery is paramount, QoS 1 is the
preferred choice, making it a recommended selection
for most real-world IoT applications. In the context
of multiple publisher-multiple subscriber environments,
it becomes apparent that as the number of clients
increases, the message delivery time also experiences an
increase. In a configuration involving 25 publishers and
25 subscribers, there is a slight variation in latency across
different reliability levels concerning message sizes. This
can be attributed to the dominant role of the initial
communication channel establishment time between the
publisher and the server, as well as between the server
and the subscriber, which outweighs the time required
for message transmission. Nevertheless, as the number
of clients (publishers and subscribers) escalates, the
time difference becomes proportionate to the message
payload, as numerous messages are exchanged over
established connections. In such scenarios, the initial
setup time becomes negligible compared to the volume

Client Size vs Time

0.25
0.219
0.2
g 015 0.134
0
g
E 04 0.09
0.062
] 0.04
0.05
0.0 0.0 0.025 0.028)
0.011 0.01
0
100 bytes 500 bytes 2500 bytes 5000 bytes
50 clients [ 150 clients [l 370 clients

Fig. 10: Impact of client and message sizes.

of data transmitted.

The findings from our experimental evaluation high-
light the importance of maintaining a small message
size in IoT communication. In many IoT applications,
limiting the number of participating clients may not be
feasible or desirable. Therefore, one practical approach
to reducing data transfer latency in IoT communications
is to minimize the message size. Additionally, by
ensuring that message reliability is set to QoS 1, we can
guarantee the timely delivery of critical messages while
maintaining acceptable latency.

Our experiment results lead to the following conclu-
sions:

e QoS 0 is recommended for applications involving
constant and frequent sensor readings where occa-
sional loss of one or more messages is acceptable.
For instance, consider scenarios where atmospheric
pressure or temperature data is collected at regular
time intervals, and data changes are infrequent. In
such cases, the loss of a few data readings may not
significantly impact the application’s outcome.

e QoS 1 is well-suited for applications where guaranteed
message delivery is essential, and the system can han-
dle duplicate messages. An example is the transmission
of machine health data to ensure timely maintenance.

e QoS 2 messages should be limited to mission-critical
applications that cannot tolerate message loss or dupli-
cation. Billing and invoicing systems, where duplicate
entries are unacceptable, serve as an example where
every message must be delivered precisely once.

In summary, the message size and reliability level
should align with the specific requirements and priorities
of the IoT application to ensure optimal performance and
reliability.

The proliferation of small devices within IoT networks
has led to the generation and transmission of vast
volumes of data across these constrained networks. A
significant portion of this data may not substantially
impact the intended application. For instance, consider
atmospheric temperature and pressure sensors that con-
tinuously collect data from their surroundings regularly
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and relay it through a central broker. Since such data
changes infrequently, the transmission often involves
redundant or inconsequential information. To enhance
network performance, it becomes crucial to curtail the
transfer of irrelevant data that does not significantly
influence the application’s outcome. Moreover, not all
messages are of equal importance. Some messages hold
greater significance depending on their source. These
critical messages warrant quick processing and delivery.
For instance, messages originating from fire alarms or
gas leak sensors necessitate immediate transmission to
subscribers without delay, irrespective of the order in
which they were generated or queued.

In our forthcoming endeavours, we plan to develop in-
novative techniques to identify and prevent the transfer
of redundant and identical data. Additionally, we intend
to design and implement methods within the MQTT
broker to manage and prioritize data based on their
significance effectively. These future initiatives aim to
enhance the efficiency and relevance of data transmission
of MQTT protocol within IoT networks.

6. CONCLUSION

MQTT has emerged as a highly successful com-
munication protocol within the IoT landscape. The
MQTT protocol achieves message delivery reliability
through its three QoS levels: QoS 0, QoS 1, and
QoS 2. The core objective of this research endeavour
is to delve into the performance of message delivery
within the MQTT communication protocol across its
various reliability levels while also considering different
message sizes. The insights garnered from this study
can aid users in making informed choices regarding
the appropriate QoS levels and message lengths tailored
to their specific IoT applications. We conducted a
comparative analysis between HTTP, the conventional
internet protocol, and MQTT to initiate our investi-
gation. The results confirmed MQTT’s suitability for
IoT applications, particularly regarding message delivery
latency. Subsequently, we comprehensively explored
MQTT’s message delivery performance, systematically
examining the effects of different reliability levels and
varying data sizes. We explored diverse configurations,
including single publisher-single subscriber, multiple
publishers-single subscriber, and multiple publishers-
multiple subscriber’s scenarios. The analysis outcomes
underscored the performance advantages of configura-
tions where the subscriber operates at QoS 0 on one
side, surpassing other setups. Nevertheless, the choice
to set both publisher and subscriber reliability to QoS 1
is justified in scenarios where the guaranteed delivery of
each message holds critical significance. QoS 1 ensures
message delivery while incurring only a slight increase
in latency, which remains within acceptable limits. In
scenarios involving multiple publishers and multiple
subscribers, the message delivery latency escalates with
increases in message size and client numbers. Since
limiting client size may be beyond users’ control in

many applications, striving for smaller message pay-
loads is advisable to increase communication speed.
Additionally, optimizing network performance can be
achieved by reducing the transmission of duplicate data.
In conclusion, this research provides valuable insights
into optimizing MQTT’s message delivery performance
within IoT contexts, offering practical recommendations
for enhancing communication efficiency and reliability
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