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ABSTRACT

Detection of IEEE 802.11 MAC address spoofing
is very importance for improve security in IEEE 802.11
networks. The detection algorithms comprise of MAC
Sequence number abnormal, signal strength analysis
and transceiver fingerprint. In this paper, we propose
to use the difference of ACK frames sent by the
genuine station and attacker stations to detect MAC
address spoofing. The experiment results show that the
proposed algorithm works better than using MAC
sequence number abnormal. The proposed algorithm
provides 100% of corection if the number of monitor
stations is high enough.

Keywords: IEEE 802.11, Wireless, Security, MAC
Address Spoofing, Sequence Number, Acknowledgement
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