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ABSTRACT — An automated electronic toll collection (AETC) system allows commuters to pay
for a toll wirelessly while they are on the move. The type wireless network that facilitates the
transactions between engaging parties in the AETC system is vehicular ad-hoc network (or VANET
for short). It is clear that the transaction between a vehicle and the AETC must be performed in a
secure and accountable manner. A number of payment protocols were developed to secure the AETC
system. However, they still lack of necessary security and transaction performance. In this paper, we
introduce a micropayment protocol for the AETC system that satisfies necessary transaction security
properties. Moreover, our analysis shows that the proposed protocol has lower computation compared
to the existing protocols. With the proposed protocol, engaging parties can complete each transaction
faster than the existing approaches. This leads to better transaction performance.

KEY WORDS - Automated Electronic Toll Collection, micropayment, Vehicular Ad hoc
Network, VANET, V2R
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2.4 S2UVIZVUTI5ZRUVMAT18 VANET lag

153 nenmsstadunuusaniNns KCM-VAN
J.T. Tsaac e al. [4] Mduinausllslnnea KCM-VAN

(Kiosk Centric Model Payment Protocol for VANETS )

Do
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(Asymmetric key cryptography) mﬁ'iu‘qsmnmhs H
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2.4.1 HenuuazanuAgIu

-C, M, PG, I, A: Client, Merchant, Payment Gateway,

Issuer L1¥ Acquirer

- ID,: The identity of party P that contains the contact
information of P

- NID_: Client’s nickname, temporary identity

- K,: Party’s K public key

- K :Party’s K private key

- TID: Identity of transaction that includes time and date
of the transaction

- EPH,].(M): Message M signed and encrypted by the user
ID,, to a specified & receiver ID,,

- TST,: Timestamp generated by P

- Stt: The status of transaction (Stt = {Accepted,
Rejected})

- OI: Order information (OI = {TID, OD, #/(OD,Price)})
where OD and Price are order descriptions and its amount
- TC: The type of card used in the purchase process

(TC = {Credit, Debit})

- TIDReq: The request for TID

- MIDReq: The request for ID,,

- MPReq: The request for M,

- h(M): The one-way hash function of the message M

- A — B: A sending message x to B

...........

[T
PAYMENT GATEWAY

AU H aBU

P S

AU Agplication Unit GLIENT
Q8L Gn-Soard Lnit

3 11 6 KCM-VAN Protocols [4]

MERCHANT

2.4.2 ﬂﬁzﬂ’)uﬂ]iﬁ]ﬁ1umﬂﬁ KCM-VAN
YuABUA 1 : Client (C) 1mM3anne 11/§1 Merchant (M)

o = 9 a A
1/1mﬁuamﬂaﬂumay’a%i]zsl%’iummuﬂigmumi
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1) C — M: NID_TIDReq,MIDReq,MPReq
M — C: E, (TID,ID,,M,)

Sunouft 2 : Client (C) azvhmaaddiZeqvelunsih

§3N334 (Payment Request: (VSRequest)) [14][15] TaJéfa

Merchant (M)

2) C — M: E_— (OLPrice,

TST_,NID_.ID,VSRequest)

VSRequest = E —(Price,TST.,h(OD,TCID, )

SunOUR 3 : Merchant (M) 2233 adasveamadod
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