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ABSTRACT - Cryptography helps strengthen security and privacy of data network activities.
Symmetric cryptography uses the same session key for both message encryption and decryption. In
case the session key is unavailable or legal investigation of transmitting messages is needed, an
appropriate recovery mechanism is required. This paper presents a Secure and Flexible Multiple-Agent
Key Recovery System called SFM-KRS. It provides high secrecy of session key and high flexibility to
manage the minimum number of key recovery agents (KRAs) for successful key recovery according to
security policies and requirements. The key recovery process is appropriately designed using the
concept of secret splitting. Since the session key can be recovered despite the failure of some key
recovery agents, the problem of single point of failure can be avoided. Finally, it supports law
enforcement needs and is based on the Public Key Infrastructure (PKI).

KEYWORDS — Key Recovery, Key Recovery Agent, Key Recovery Field, Session Key, Secret
Splitting
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