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ABSTRACT - Nowadays, smart home technology has been developed and applied widely.
Applications includes automatic light on-off and air conditioning control systems where users
can send commands to a device gateway or an Internet of Things (IoT) device via smartphones
as needed. During the last few years, many research papers have investigated security and
authentication protocols. However, it is still lack of consideration for the power constraints of
IoT devices. This research paper presents a security and authentication protocol which reduces
the use of encryption and hash functions. Therefore, it consumes less power in the operation
and, hence, complies with the power limitation of IoT and mobile devices. We also introduce
examples of how to use the protocol with blockchain technology.
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4.9 ANUAIFTNNVDITOAN (Message Integrity)
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= | E| 3| =z | 3 g
£
AES - 4.84 4.84 4.84 - 4.84
RSA 2,186 - - - - -
SHA1 12.92 9.12 16.72 12.16 19.76 3.8
Total 2,198 13.96 | 21.56 17 29.44 13.96

SymmetricEncryption (Advanced Encryption Standard (AES):
1.21 wJ), AsymmetricEncryption (Rivest-Shamir-Adleman
(RSA): 546.5 uJ), Hash Function (Secure Hash Algorithm 1

(SHAI1): 0.76 pJ)
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usertype String;
usertypeTimeStamp;
usertypeSessionKey;
hashfunction H;

const IDSP,IDRA,IDSD,SNSP,SNSD: String;

const MKRA-SP,MKRA-SD,SKSP-SD: SessionKey;
macro M1 = IDSP,IDSD,SNSP,T1,N1,H(IDSP,IDSD,SNSP, T1 ,N1,MKRA-SP);
macro M2 = IDSP,IDSD,SNSP,T2,N, {SKSP-
SD,H(IDSP,IDSD,SNSP,T2,N2,SKSP-SD)} MKRA-SD;
macro M3 = SNSD,T3,N3,H(SNSD,T3,N3), {SKSP-
SD,H(IDSP,IDSD,SNSP,T2,N2,SKSP-SD)} MKRA-SD;
macro M4 = SNSD,T4,N4,H(SNSD,T4,N4), { SKSP-
SD,H(IDSP,IDSD,SNSP,T1,N1,SNSD,T4,N4, MKRA-SP)} MKRA-SP;
protocol AUKA(SP,RA,SD) {
role SP {

fresh T1,T4: TimeStamp;

fresh N1,N4: Nonce;

send_1(SP,RAM1);

recv_4(RA,SP,M4);

claim_SP1(SP,Alive);

claim_SP2(SP,Weakagree);

claim_SP3(SP,Niagree);

claim_SP4(SP,Nisynch);

role RA {
fresh T1,T2,T3,T4: TimeStamp;
fresh N1,N2,N3,N4: Nonce;
recv_1(SP,RAM1);
send_2(RA,SD,M2),
recv_3(SD,RA,M3);
send_4(RA,SP,M4);
claim_RA1(RA,Alive);
claim_RA2(RA,Weakagree);
claim_RA3(RA,Niagree);
claim_RA4(RA Nisynch);

}

role SD {
fresh T2,T3: TimeStamp;
fresh N2,N3: Nonce;
recv_2(RA,SD,M2);
send_3(SD,RAM3);
claim_SD1(SD,Alive);
claim_SD2(SD,Weakagree);
claim_SD3(SD,Niagree);

claim_SD4(SD,Nisynch);
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Scyther results : verify x

Claim Status Commer
AUKA SP  AUKA,SP1 Alive Ok Verified No attacks.
AUKA,SP2  Weakagree Ok Verified No attacks.
AUKA,SP3  Niagree Ok Verified No attacks.
AUKA,SP4  Nisynch Ok Verified No attacks.
RA AUKA,RA1 Alive Ok Verified No attacks.
AUKA,RAZ Weakagree Ok Verified No attacks.
AUKA,RA3  Niagree Ok Verified No attacks.
AUKA,RA4  Nisynch Ok Verified No attacks.
SD  AUKASD1  Alive Ok Verified No attacks.
AUKA,SD2  Weakagree Ok Verified No attacks.
AUKA,SD3  Niagree Ok Verified No attacks.
AUKA,SD4  Nisynch Ok Verified No attacks.

Done.
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7.1 Wireless Sensor Network
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7.3 Blockchain Network
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