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ABSTRACT - Digital money such as Bitcoin, Ethereum and Litecoin are blockchain-based
cryptocurrencies. In today's financial age, many people are holding and trading
cryptocurrencies instead of fiat money or other assets. To transfer money in the centralized
banking application, the valid receiver will be checked before enable transaction to be process.
To transfer cryptocurrency in blockchain network, there are steps to verify the transactions by
the blockchain nodes instead of the central authority. However, most of the verification
processes are based on sender’s properties such as sender’s digital signature and sender’s
account balance compared to the sending amount, etc. There is no process to verify whether the
receiver address is valid or not. From this vulnerability, there is a risk that the sender may
input the wrong receiver address. If this mistake happens and the transaction has been
confirmed, the sender will lose his cryptocurrency without recovery option. The amount will be
transfer to that receiving address, but we cannot know that it is belong to whom or may not
belong to anybody. There are many topics in cryptocurrency forum and news that the owner
cried about losing of their cryptocurrency. Many of them had mistaken input in receiver
address. Up until now, there is no mechanism to protect this mistake. In this paper, we propose
a process to verify the receiver address using the blockchain API before constructing and
submitting the transaction in blockchain application. If the receiver address does not exist in the
same blockchain network, there is a process to notify the sender. This process can prevent the
loss of cryptocurrency not only from wrong receiver addresses but also from different network
addresses.

KEYWORDS: Blockchain, Bitcoin, Ethereum, Cryptocurrency, API, Cryptocurrency Address
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1. Introduction

A blockchain [1] technology was invented by Satoshi
Nakamoto in October 2008 via paper titled “Bitcoin:
A Peer-to-Peer Electronic Cash System. Blockchain
is running based on a peer-to-peer network in which
transactions are sent from one party to another
without a  centralized administration.  This
characteristic of blockchain can improve system
availability because the system does not depend on
any centralized server. Every full node that is online
can serve as a server. The node can leave and come
back to join anytime at will. The blockchain will
record the hash of transactions as a reference so that
it is not possible to edit any transaction and make the
same hash to the original transaction. This
characteristic of blockchain can ensure that the
transactions on blockchain are immutable records.

Bitcoin is the first cryptocurrency that was
implemented  successfully  using  blockchain
technology. By using blockchain technology, Bitcoin
can be sent from one account to other accounts
without mint or central authority. Satoshi has defined
the transactions of Bitcoin as a chain of digital
signatures. The hash of the previous transaction and
the public key of the receiver is signed by the
sender’s private key and attached to the end of the
coin prior to the transfer of the coin. A blockchain
node can verify the signatures to verify the chain of
ownership.

Ethereum [2], Litecoin [3], Monero [4], and
Dash [5] are other cryptocurrencies that are
implemented based on  blockchain. These
cryptocurrencies were called altcoin because they are
alternate to Bitcoin. Bitcoin and altcoin are
increasingly popular because users have believed in
their several advantages over fiat money such as low
fees and irreversible transactions.

The next section will explain more details about
blockchain node and verification processes.

2. Blockchain Node and

Verification Processes
According to the definition of a node in [6], there are
three main types of blockchain nodes as follows.

1. Full-node client: A full client, or “full
node”, is a client that stores the entire history of
Bitcoin transactions, manages users’ wallets, and can
initiate transactions directly on the Bitcoin network.
Full nodes act as a server in a decentralized network.
They handle all aspects of the protocol and can
independently validate the entire blockchain and any
transaction. A full-node client consumes substantial
computer resources (e.g., more than 125 GB of disk,
2 GB of RAM) but offers complete autonomy and
independent transaction verification.
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2. Lightweight client: A lightweight client,
also known as a simple-payment-verification (SPV)
client. These types of nodes communicate with the
blockchain while relying on full nodes to provide
them with the necessary information. As they don’t
store a copy of the chain, they only query the current
status for which block is last, and broadcast
transactions for processing.

3. Third-party API client: A third-party API
client is one that interacts with Bitcoin through a
third-party system of application programming
interfaces (APIs), rather than by connecting to the
Bitcoin network directly. The wallet may be stored
by the user or by third-party servers, but all
transactions go through a third party.

There are four main verification processes (or
consensus processes) before a single raw transaction
can be added successfully in a blockchain network as
follows.

1. Every blockchain validating node that
receives a transaction (in this state, called
“unconfirmed” transaction) will independently verify
the transaction to ensure that only valid transactions
are propagated across the network.

2. Blockchain mining node will aggregate
transactions into a candidate block and then solve the
Proof-of-Work solution in order to get a new mining
block.

3. Every blockchain validating node that
receives the new block will verify the new block to
ensure that only valid blocks are propagated across
the network.

4. The final step in blockchain’s decentralized
consensus mechanism is the assembly of blocks into
chains and the selection of the chain with the most
Proof-of-Work.

From a long checklist of verification criteria
such as:

»  The transaction’s syntax and data structure

must be correct.

* The transaction size in bytes is less than

MAX BLOCK SIZE.

*  For each input, the referenced output must

exist and cannot already be spent.

* The block data structure is syntactically

valid.

*  The block header hash is less than the target

(enforces the Proof-of-Work).

*  The block timestamp is less than two hours

in the future (allowing for time errors).

*  The block size is within acceptable limits.

* Etc.

We found that none of the verification processes
care about the validity of the receiver address. We
then tested the transaction in the cryptocurrency
wallet application and found that if the sender inputs
the invalid receiver address (does not exist in the
network), the cryptocurrency balance, known as



unspent transaction outputs or UTXO will be
decreased from the sender address and increased in
the invalid receiver address. However, no one can
claim to be the owner of those balance because no
one has the private key of that invalid address.
Therefore, this situation is considered as the loss of
cryptocurrency without recovery option.

To demonstrate our test result, we use the
Ropsten [7] which is a test network for Ethereum
developer to develop and to do testing. We use the
Metamask [8] as Ethereum wallet to connect to the
Ropsten test network and the main network.

Our scenario is that Alice bought a 1 ETH watch
from Bob’s watch shop. The invalid receiver address
can happen in many cases as the following:

1. Bob informs Alice an invalid address.

2. Bob’s wallet is connected to a different
network, then the valid address of the different
network is informed to Alice.

3. Alice inputs the wrong address by herself.

4. Alice creates a fake evidence to deceive Bob
that she already sent him 1 ETH using the Ropsten
network and then gone with the watch.

The demonstration of this scenario is shown and
explained in Figure 1-7.

M @ Ropsten Test Networl@ ©

ALICE Wallet

>

v
@3.7673 ETH

Deposit Send

@ -1 ETH

Figure 1. Alice’s Ethereum Wallet on Ropsten Test
Network using Metamask.

History

#74-8/21/2019 at 20:42

. Sent Ether

CONFIRMED

Figure 1 is Alice’s Ethereum Wallet that has the
following details:

1. Metamask wallet is connected to Ropsten
test network.

2. Current balance or UTXO is 3.7673 ETH.

3. History of Alice transactions.
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m @ Main Ethereum MNetwork ©

BOB Wallet main

>

v

OETH

$0.00 USD

Deposit Send

Figure 2. Bob’s Ethereum Wallet on main network
using Metamask.

Figure 2 shows Bob’s Ethereum Wallet that has
the following details:

1. Metamask wallet is connected to the main
network.

2. Current balance or UTXO is 0 ETH.

. X
BOB Wallet main #

Figure 3. Bob’s Ethereum address.

Figure 3 shows Bob’s address to which Alice
must pay. It is
“0x6Fb6a09A9273dDdA0393E694d24Da9B28981f
CES8”.
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m @ Ropsten Test Network ~~ ﬂ @ Ropsten Test Metwork

ALICE Wallet

Send ETH Cancel

o Bob
Dx6FD6a09A9273dDdAD393E694d24Da9B28981 fCEE

Y

- v
sset: $ ETH
Balance: 3.767285 ETH 2 7669 ETH
Amount: 1 ETH %,
Max Mo Conversion Rate Available L Deposit Send
Transaction | g5y, Average [his
Fee 000021 ETH  0.00025ETH  [OEGGEFESLS o

listory

Advanced Options 475-9/21/2019 at 16:58
. Sent Ether -1ETH

#74-8/21/2019 at 20:42

@ Sent Ether e
- CONFIRMED

Cancel Next

Figure 4. Alice is going to send 1 ETH to Bob’s

address. Figure 6. Alice has successfully sent 1 ETH to Bob’s

address.

Figure 4 shows the screen that Alice input 1

ETH and then she must push “Next” button for the
next process. ﬂ @ Main Ethereum Network ©

< Edit ® Ropsten Test Network

@ -ucewalet > @ Bob

[ senTETHER |

BOB Wallet main e

o1 4

. OETH

GAS FEE €0.00034 $0.00USD
Mo Conversion Rate Available

Deposit Send
AMOUNT + GAS FEE

TOTAL ¢1.00034

No Conversion Rate Available H

Figure 7. Bob’s Ethereum Wallet after Alice has sent

Reject Confirm

Figure 6 shows that the balance of Alice wallet
has decreased from 3.7673 ETH to 2.7669 ETH
while the balance of Bob in Figure 7 has not
increased anyhow because the address is in a
different network.

From this scenario, there is the cases that may
happen,

1. Alice has attention to cheat, and she made

the fake evidence shows to Bob that she

Figure 5. Alice is going to send 1 ETH to Bob’s
address.

Figure 5 is the screen that shows the transfer of
information to Alice and waiting for her to push
“Confirm” button to proceed to the next process.



already paid. Bob may believe because he
saw the figure 5. Alice got the watch for
free. Bob loss his watch.

2. Alice has no attention to cheat, and she paid
to Bob’s valid address but difference
network. If Bob waits for the transaction to
be completed before giving away the watch,
Alice must pay again. So, Alice loss her
money.

To prevent a similar problem, we propose a
process to verify the receiver address using the
blockchain API before constructing and submitting
the transaction across the network. If the receiver
address does not exist in the same blockchain
network, there is the process to notify the sender.
This process can prevent the loss of cryptocurrency
not only from invalid receiver addresses but also
from different network addresses as well. This
process needs to be developed in a wallet application.

3. Related Research

The anonymity is one core property of Bitcoin and
other alternate coins. The purpose of anonymity is
preserving the privacy of users by hiding user’s
identity from wuser’s transactions. However,
anonymity may affect the process of sending Bitcoin
related to the target receivers addresses as mentioned
before.

Many researchers have identified several
problems associated with the privacy and anonymity
of Bitcoin and then provide the solutions to address
these issues. Niluka Amarasinghe, Xavier Boyen and
Matthew McKague [9] conducted a survey of those
solutions and concluded that many solutions do not
provide an acceptable level of anonymity.

Mauro Conti et al. [10] conducted a survey on
security and privacy issues of Bitcoin and one of the
issues is anonymity. Even anonymity may affect
some processes, but it is still required in terms of
cryptocurrency properties. So, it can be said that
anonymity needs to be improved but not removed.

QingChun ShenTu and JianPing Yu [11] also
studied anonymization and de-anonymization
technologies. They discussed some anonymization
methods such as Analysis of Transaction Chain
(ATC), coin-mixing and transaction remote release
(TRR) that were used to cover the relationship
between Bitcoin address and the user. Finally, they
made some concluded that:

- ATC could not reach the practical stage.
Many stolen Bitcoins failed to be identified its
owner.

- The security and practicability of the
decentralized coin-mixing protocols have not been
estimated adequately. More de-anonymization
research is expected to attack decentralized coin-
mixing protocols.
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- Group signature, group blind signature,
privacy sharing, homomorphic encryption, lattice
cryptography and other algorithms should be applied
on Bitcoin system.

Liu et al. [12] discussed that the transactions can
be attacked after submitting from wallet by
interception, modification, and rebroadcast of a
transaction into the Bitcoin network. They proposed
the mechanism to recheck the balance of Bitcoin
address after spending to confirm the completion of a
transaction in case of transaction malleability.
However, this mechanism is for mistake detection
but not for mistake prevention.

Sai, Buckley, and Le Gear [13] discussed the
privacy and security of cryptocurrency mobile
applications by referring to the OWASP mobile top
10. They performed the test and investigation on
wallet application vulnerabilities but none of the
result discussed about validation of receiver address.

In the Bitcoin talk forum [14], there is the
discussion header “If I send my Bitcoins to a wrong
address, what happens?”. Until today, the most
discussion still saying that the Bitcoin will be lost
forever if it has been sent to the wrong address.

Coinbase Q&A [15] also mentioned that “Due to
the irreversible nature of digital currency protocols,
transactions can neither be canceled nor reversed
once sent. In this scenario, it would be necessary to
contact the receiving party and seek their cooperation
in returning the funds. If you do not know the owner
of the address, there are no possible actions you can
to take to retrieve the funds.”

In Quora's discussion [16] header “What
happens if 1 send my Bitcoin to an incorrect
address?” also mention that the cross-chain deposits
are rare but possible; many people have lost their
money by sending Bitcoin to a Bitcoin cash or
sending NEO to Bitcoin address for example.

4. Proposed Receiver Address

Verification Process

Since most of the blockchain verification processes
will take time around 10 minutes, so it does not make
sense to reject the transaction in the later steps if
invalid receiver address is found. It will incur more
workload to the blockchain network. The invalid
receiver address should be tracked at the earliest
stage possible. From this point, we proposed to verify
the receiver address before constructing and
submitting the transaction to the network. This can be
better done by the wallet application. However, most
of the wallet applications especially mobile wallets
are implemented based on lite nodes that do not have
the full data of blockchain.

So, we would propose to include a verification script
into the wallet application by using the blockchain
API from the third party to verify the receiver
address. If the receiver address is not found in the



block explorer, the wallet application should notify
user to re-input receiver address before proceeding to
the next process. User can decide to continue or re-
input receiver address at will (just in case the wallet
application is in the test environment).

Since we cannot modify the worldwide wallet
application such as Metamask, so we use our own
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developed wallet application developed by the Geth
[17] command and Web3.js [18] interface which are
used by most Ethereum wallet applications in the real
market. The process demonstration can be explained
by Figure 8-11.

My Addres

0xc636ddcc52T7cdBaacebacod
71.999454 et

Send Ethere

©

To Address

Send Emar @

Transaction Hash

My Ethereum Wallet

My Balance

Amount [ETH] @ P

S

a2007bfad927dcetb

her

um

Figure 8. Simple Ethereum W

allet developed by Web3.

// Send ether
function sendEther(){

var params = {
from: web3.eth.coinbase,
to: to,
value: web3.toWei(amount,

IH

web3.eth.sendTransaction(params ,
if(lerror){

Jelse{

var to = document.getElementById( send_to').value;
var amount = document.getElementById('send_amount'}).value;

function (error, result) {
document.getElementById( ' send_output’).innerHTML

document.getElementById( send_output').innerHTML

“ether"),

result;

error;

Figure 9. JavaScript with Geth command to send Ether.

Figure 8 shows a simple Ethereum Wallet
application. Once the user inputs the receiver address
(1) and the amount (2) and clicks button “Send
Ether” (3), the script is called to send Ether using the

Geth command “web3.eth.sendTransaction()” as
shown in Figure 9.
Command  sendTransaction()  required three

important parameters which are: sender address
(Figure 8: My Address), receiver address (Figure 8:
To Address), and amount (Figure 8: Amount (ETH)).
Application will retrieve sender address from coin
base which is a primary wallet address of user who

logged in. The receiver address
0x545079d5c9ba0ad896d0b6£1d724185b12f04319

from user input is a valid address and is in the same
network with the sender address
(0xc636d4cc527c48aace6ac94a2 007bfad927dcebb),
so the command sendTransaction() can be executed
correctly. Once the last digit of the receiver address
was removed giving
“0x545079d5c9ba0ad896d0b6f1d724185b12f 043f”
and “Send Ether” was clicked, there was an error in
Web3.js console as shown in Figure 10.



C4oaacebacz4a

My Balance

71.999454 ether

Send Ethereum
To Address

0x545079d5c9ba0ad896d0b6T1d724185b1210431

Amount (ETH)

Send Ether

Transaction Hash
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‘= ﬂ Elements  Console  Sources Network Performang
M @ |top Y| © | Filter

» [Deprecation] Synchronous XMLHttpRequ n the main thre)

experience. For more help, check https://xhr.spec.whatwe.ol

> web3.eth.accounts

inputAddressFormatter @ web3.js:3788
inputTransactionFormatter @ w

(anonymous ) @w

Metheod. formatInput ew

Method.toPayload @w H

send @ web3.js:4873

sendEther @Wallet TestReceiver.himl:58
onclick @Wallet TestReceiver.hitml:211

Figure 10. Web3.js error when inputting the wrong format of the receiver address.

We then tried again with the same address, but the last
digit was changed from 9 to 8. As shown in Figure 11,
we found that the command sendTransaction() can be
executed normally. The transaction was confirmed,
and the balance of “My Address:
0xc636d4cc527c48aace6ac94a2007bfad927dce6b”
was decreased by the amount that has been sent. This

can be concluded that the command sendTransaction()
can detect only the invalid address from the wrong
format but cannot detect the invalid address in the
right format. This problem also happens in Metamask
which is the worldwide Ethereum wallet as we have
already explained in section 2.

My Ethereum Wallet
My Address
0xc636d4cch27cd48aacebac94a2007bfad927dcebb

My Balance
69.999412 ether

Send Ethereum

To Address 0x54507905c9ba0adBIBA0DEAT 241650 12104378

Amount (ETH) 2

Send Ether

Transaction Hash
0x2d3db8b8bddeac? 5a54e37486e09e0adcl2e1alaadcaa2 102d69d9bd329bse6e

Figure 11. Command sendTransaction() can be executed normally on the invalid address.

To prevent the problem as shown in Figure 11, a
script was developed to verify the receiver address

before sending it to command sendTransaction() as
shown in Figure 12.
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if{confirm{"Sen

r xmlhttp

if {xmlhttp. readySta ss 4 & xmlhttp.status == “2887) |

valdpi = J1SON.parse(this.responseText);

tp.open(“GET", url, true);

if{confir has never recelved so far, It may be wrong address!!! Do you want to process?”))

i ErTGr, FESUIL) |

L E T T LT P L T ST 2 T D

t.getElementByTd( " send ). donerHTHL « result;

t.getElenentByTd( " ue "), donerHTHL « error;

tion(params , function (error, result) {

getelementByld(’ semd_output’ ), innerHTML » result;

getElementByTd( ' semd_output’ ), innerHTML = erroe;

Figure 12. JavaScript to verify receiver address using blockchain API.

The verification script shown in Figure 12 uses  0x64D0c83f7852A741381F16088b469135¢6154384
the third-party API (1) to check and notify the user if ” is 0 which means that this address has never
the receiver address has never received any amount  received any amount in the past. So, there will be the
(2) so far in the same network. As an example, the  notification to the user, as shown in Figure 14. The
result of using the direct API link shown in Figure 13 ~ user can continue to send to this address if he is sure

indicates that the total received column of address that this address is newly created in the same network.
& c @ api.blockcypher.com/v1/eth/main/addrs/0x64D0c83f7852A741381F16088b469135c6154384/balance
2 Apps @ CryptoCurrency Ma... ‘¥ Manopool | Ethereu... E ‘WhatToMine - Cryp... 3QN9vHIzn3XRhB... — Track And T|
{

"sddress": "@x64D@c33T7352A741381F160338b462135c6154334",
"total_received": @,

"total_sent": B8,

"balance™: 8,

"unconfirmed_bslance”: @,

"final_balance": @,

"n_tx": @,

"unconfirmed n_tx": 8,

"final_n_tx": @

Figure 13. API checking result of address ““0x64D0c83f7852A741381F16088b469135c6154384.

This page says

My Ethereum Wallet
My Address
Oxc636d4cc527c48aacebaci4a2007bfad927deetb
My Balance
68.99958 ether

Send Ethereum
To Address
Amount (ETH)

Sena Ether
Transaction Hash

Figure 14. User notification if the receiver address has never been received so far.



This test result shows that the user’s mistakes can be
found and reduced before the construction and
submission of the transaction to the blockchain
network.

5. Conclusions and Discussions

Lack of KYC (Know Your Customer) is the main
weaknesses of blockchain technology. There is no
information helping users to verify whether the
address is really belonging to the target receiver as the
traditional centralized banking system. With the
increasing use of cryptocurrency, new user has
obtained new wallet every day without awareness of
security. Some user never aware of any mistake that
may happen until it happened. Whenever the mistaken
input committed, user cannot claim to any centralized
authority even the web exchange. They also cannot
find out who is the owner of mistake address because
there is no information like that in blockchain
network. This mistake causes the cryptocurrency loss
without recovery forever. To reduce the mistake
transactions committed by users and reduce the
forever loss of cryptocurrency in the market, we
recommend adding our proposed verification process
into the existing wallet applications.
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ABSTRACT - The objectives of this research are (1) to develop a nail image classification model
for health problem analysis using deep learning technique; (2) to develop a system for analyzing
health problems from nails image; and (3) to assess the system performance. This research was
conducted by 400 sample images of five nail types such as psoriasis nails image, rheumatoid nails
image, anemia nails image, melanoma nail images and normal nail image. The sample images
were trained and generated classifier models using deep convolutional neural network. The
results show that there is 90.20% of accuracy for the sample image set. Then develop the user
interface through the application on the android operating system. The application will run the
model through a series of instructions to analyze health problems from nail images. The results
of the study showed that the applications that developed able to analyze health problems from
nail images, the performance is good. It has an average accuracy of 78.00%. The results of the
application satisfaction assessment by the users were at a good level. The average is 4.09.
Therefore, the presented methods and applications can used as a tool to help analyze health
problems that may arise from nail images.

KEYWORDS: Health, Nail, Image Classification, Deep Learning, Convolutional Neural Network
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ABSTRACT - This research present face registration and student’s class attending
monitoring system using image processing with library face recognition. It will be useful to
check-in all the student’s class attending and also to use the modern technology to register for
classroom attendance. The effectiveness of the student's face recognition system was divided
into two parts. In the term of comparison between the students’ face images with the database
image. Then these image were pass through to Pre-Processing to create a database of student's
faces and was compared with those database. In the term using the real-time face images
(registration images), the registration images were created using the face recognition image
system. The experiment results shown that, in the case of random 100 face image per a student
gave the best recognition performance accuracy as 92%. Also, this designed system can view
historical record data and transfer it to be document file.

KEYWORDS: Image processing, Face detection, Face recognition, Computer vision, Library
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ABSTRACT - Data sent from wireless body area networks to healthcare professionals or
doctors include sensitive information which needs to be protected from unauthorized access. A
mutual authentication protocol is a security feature that can prevent man-in-the-middle and
spoofing attacks. A number of mutual authentication protocols based on wireless body area
networks have been proposed; however, these impose high cryptographic operation costs, energy
costs, and time costs, and also lack some security properties. In this research, we propose an
efficient mutual authentication protocol for secure data exchange to send personal health records
from a smartphone device to a doctor. The proposed protocol leads to a reduction in the
cryptographic operation, energy, and time costs, and uses fewer resources than previous
protocols. Although our approach utilizes a one-way hash function rather than encryption, it still
provides the necessary security properties, unlike existing protocols. We also formally verify our
approach using the Scyther tool and AVISPA. The results show that the proposed protocol has
been verified as being resistant to attack as designed.

KEYWORDS: Security, eHealth, Information Security, Scyther, AVISPA, PHRs, PHIs

1. Introduction security protocol. Their proof of this security protocol
A personal health record (PHR) contains patient health ~ used BAN logic. The study in [18] .
information needed by health care workers [1]. A PHR Introduced a protocol to support selective

may also be used for otherwise healthy people who authentication between nodes and key exchange in a
want to record their health status. The security —WBAN. This protocol provided the desired security
requirements for PHRs are confidentiality, integrity, Properties, and imposed light computation and

and authentication [2, 3], as these protect against communication overheads. In this approach, a random
number was adopted instead of a timestamp to reduce

the complexity and the cost. The BAN logic model was
used to prove this security protocol. The authors of [19]
devised a robust anonymous authentication protocol
for healthcare applications using a wireless medical

threats from attackers seeking to access personal health
information, e.g., by altering, eavesdropping on, or
denying health information. Many researchers have
devised authentication protocols to support all essential
aspects of security for wireless body area network
(WBAN) data [17-20]. For example, the authors of [17] ~ S€NSOr network (WMSN). This was suitable for
proposed a key exchange protocol for WBANs that healthcare applications based on a WMSN, and offered
achieved authentication between a control node and a  Strong security and computational efficiency. Both a
secondary node, between a control node and a primary =~ One-way hash function and symmetric key encryption
node, and between a secondary node and a primary ~ Were applied to ensure the security of the protocol. A
node. A timestamp was utilized to guarantee the formal security analysis was given that used the BAN

freshness of the message, and this formed the main  logic model. In [20], an efficient three-party
authentication protocol was suggested for WBANSs

which used a two-hop star network topology. It made

“Corresponding Author: chalee23(@gmail.com
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use of three entities: a central device, a primary node
and a secondary node. BAN logic and the AVISPA tool
were used to provide a security proof for this protocol.

However, the approaches put forward in [17-20]
do not cover all of the necessary security properties,
such as authentication, integrity and
computational cost. In this paper, we propose a
lightweight authentication protocol for
WBANSs that can maintain the security of sensitive
information. It can also be used to solve problems with
existing protocols and to overcome their limitations, as
a mutual authentication method for a WBAN protocol
is still lacking.

This paper is organized as follows. Section 2
discusses some related works. Section 3 presents our
proposed protocol, and in Section 4, we analyze the
security of our approach. Section 5 compares the
performance of our method with existing protocols,
and Section 6 concludes the paper and suggests future
work.

mutual

mutual

2. Related Works

2.1. Wireless Body Area Network

(WBAN)

The application and usage of WBANSs differ depending
on which devices are used [4, 6-8]. For medical
applications, they can provide valuable information
monitoring via wireless communication [5], such as
data from electrocardiogram (ECG), heart rate, or
blood pressure sensors. Many researchers have
presented protocols for medical body area networks.
For instance, the authors of [9] designed a protocol
based on lightweight identity-based encryption, to
provide security and privacy for a body sensor
network. In [10], a secure healthcare system for IoT
was proposed, based on elliptic curve cryptography
(ECC). Both of these approaches strong
encryption that consumed considerable computational
resources but was suitable for body sensor networks
and healthcare applications. As mentioned above, the
security requirements for sending PHR data via a
network confidentiality,  integrity,
authentication. Consequently, when sending PHRs via
WBAN devices, these security requirements require
consideration.

used

are and

2.2. IEEE 802.15 Security

The security of body area networks relies on IEEE
802.15, and in this research, we will focus only on IEEE
802.15.1 (Bluetooth), IEEE 802.15.4 (ZigBee), and

30

J]ST Journal of Information Science and Technology
Volume 11, NO 2 | JUL — DEC 2021 | 29-37

IEEE 802.15.6 Task Group 6 (TG6), which are
described below.

2.2.1. The IEEE 802.15 Task Group 6 is developing a
communication standard that is optimized for low-
power devices for operation on, in or around the human
body (not limited to humans), to serve a variety of
applications including medical, consumer electronics,
and personal entertainment. The security of TG6
supports confidentiality, integrity and authentication
but authorization and non-
repudiation of the message. It is optimized for low-
power devices and operation with the human body, i.e.,
for smartwatches or blood pressure tags [11].

does not consider

2.2.2. Bluetooth (IEEE 802.15.1) is a wireless
technology band at 2.4 GHz. The security of Bluetooth
supports only two security properties, confidentiality
and authentication, and is not applicable to body area
networks. The reader can find more information on
Bluetooth in [12].

2.2.3. ZigBee (IEEE 802.15.4) can be applied to create
a personal area network, in which symmetric key
encryption is used to secure the communication
between devices. However, Zigbee supports only two
security properties, which are confidentiality and
authentication [13].

3. Proposed Protocol
In this section, we propose a mutual authentication
protocol for a WBAN. Our protocol provides mutual
authentication between P and AGW, and between D and
AGW. The details of the mutual authentication process
are explained below.
3.1. Notation

Our proposed protocol uses the symbols and
notation given in Table 1.

Table 1. Notation used in the proposed protocol.

Symbol Definition
p A smartphone of a patient who owns
personal health information
D Doctors, hospital, professional care or
clinical
AGW Authentication gateway
P The identity of a patient
Dip The identity of the infirmary




Symbol Definition
Symmetric key between party 4 and
SK 4.5
party B
A message encrypted with a
{M}sksp | symmetric key between party 4 and
party B
hM) Hash function of message M
Ny A nonce is issued by party 4
Ty Current timestamp created by party 4
3.2. Network Model

Our network model includes body sensors and the P, D
and AGW entities, as shown in Figure 1. The body
sensors need to be verified, and are resource-limited
devices. P acts as an intermediate node between the body
sensors and AGW, and has more resources than the body
sensors. It is usually a portable device such as a
smartphone, tablet or notebook. AGW isrich in resources
(i.e., has more resources than P), and is usually a server.
We assume that the communication between all entities
is flexible.

WBAN

‘ Patient

Figure 1. Network model of the proposed protocol.

3.3. Registration
In the registration phase, P and D register with AGW to
share the key between P and AGW, and between D and
AGW. Registration is performed via a secure channel.
3.3.1. Registration of P with AGW

P connects to AGW via a secure communication
channel, and sends a request to AGW. When AGW
receives this request, it generates P;p and the key SKp.
4cw and sends these back to P. Note that SKp 4ew is
shared between P and AGW.
3.3.2. Registration of D with AGW
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D connects with AGW via a secure communication
channel, and sends a request to AGW. When AGW
receives this request, it generates Djp and the key SKp.
4cw and sends these back to D. Note that SKp 4w is
shared between D and AGW.

3.3. Mutual Authentication Protocol
We propose a protocol to prevent misuse of

patient health information and to protect against
threats. A smartphone is used to read and check
the sensors on the patient’s body, such as blood
pressure monitors. If the blood pressure (BPI) is
equal to or more than 140SYS/90DIA mm HG,
the smartphone sends the patient's identity to the
emergency medical services (as an emergency
case). In this case, the system sends P;p, Djp, and
BPI directly to the emergency medical service
(EMS) and calls for help. This
hypertension may threaten a patient’s life, by
causing a heart attack, stroke, or aneurysm. The
patient therefore needs immediate treatment in
order to save their life.

because

In contrast, if a patient's BPI is in the normal
range, the system sends information to the devices
when it needs a doctor or hospital to retrieve it
directly when needed. The details of the proposed
protocol are set out below.

M1: D>AGW: D]D, P[D, ND, TD, /’l(DID, PID, ND,
Tp, SKp-a6w)

M2: AGW—P: D]D, P]D, ND, TD, h(DID, PID, ND,
Tp, SKp-46w), W(Dip, P, Np, Tp, h(Dm, P, Nbp,
Tp, SKp-a6w), SKp-46w))

M3: P—->AGW: Np, h(Np, h(Dip, Pip, Np, Tp,
h(Dip, Pip, Np, Tp, SKp-s6w), SKp.16w), SKp-16w)

M4: AGW—P: Niow, Ticw, {SKp.p, h(Dip, P,
Nb, Np, Nagw, Tp, Tacw, SKp-p, SKp-a6m)}skp-acw

M5: AGW—D: NAGW, TAGW, {SKP-D, h(DID, PID,
Np, Np, Nagw, Tp, Tacw, SKp.p, SKp-a6w)}skp-acw

In message M1, D sends D, Pip, Np, Tb,
h(Dip, Pip, Np, Tp, SKp-acw) to AGW to request a
connection with P. After receiving message M1
from D, AGW uses D]D, P]D, ND, TD and SKD.AGW



to compute the hash value and compares it with
h(Dip, Pip, Np, Tp, SKp.cw). If the two hash
values are equal, AGW will continue with M2;
otherwise, it terminates the connection. Note that
the message contains /#(Dyp, Pip, Np, Tp, SKp-46w)
and is considered a message authentication code
(MAC) that can ensure the integrity of the
message.

After verifying that D is the originator of the
message, AGW will send Dip, Pip, Np, Tp, h(Di,
P[D, ND; TD, SKD—AGW); h(DID; P[D; ND, TD; h(DID;
P, Np, Tp, SKp-a6w), SKp-4cw)) to P in message
M2. This message can be used to ensure that AGW
is the sender, since AGW possesses both the
symmetric key SKp.4gw and SKp_4gw. Once P has
received message M2 from AGW, it will check the
correctness of the message by checking the hash
value of Dip, Pip, Np, Tp, h(Dip, Pip, Np, Tn, SKp.
46w), h(Dimp, Pip, Np, Tp, h(Dmp, P, Np, Tp, SKp.
acw), SKp.acw)). If this is correct, P sends Np, h(Np,
h(Dmw, P, Np, Tp, h(Dw, P, Np, Tp, SKp-scw),
SKp.4cw), SKp.agw) to AGW in message M3.
Otherwise, P terminates the connection.

When AGW has received message M3 and
has checked that the message was sent from P, it
will send a nonce, the timestamp of AGW, the
shared SKP_D key and /’l(D]D, P]D, ND, NP, NAGW, TD,
Tacw, SKp-p, SKp-a6w), encrypted with SKp_4cw, to
P in message M4.

AGW then sends a nonce, the timestamp of
AGW, the shared SKp.p key and h(Dip, Pip, Np, Np,
Nagw, Tp, Tacw, SKp.p, SKp.acw), encrypted with
SKp-46w, to D in message M5. The goal of this step
is to send the shared symmetric key SKp.p to P and
D to allow them to exchange personal health
information via a secure channel.

It can be seen that the proposed protocol
ensures mutual authentication between P and
AGW, and between D and AGW. Each message in
the proposed protocol can be used to identify the
sender of the original message. We use only
symmetric cryptographic operations, a MAC and
a hash function to provide mutual authentication,
and this results in lightweight protocol that is
suitable for a WBAN.
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4. Security Analysis

4.1. Informal Security Analysis
In this section, we present a security analysis of

the proposed protocol to prove that it provides
the necessary security, as follows:

4.1.1. Mutual authentication: This is an important
security property that is used to identify the sender and
the receiver of the messages. The proposed protocol
deploys a MAC to provide mutual authentication
between entities, which can expressed as in the
message below:

MZ: AGW—>P: D[D, P[D, ND, TD, h(DID, PID; ND;
Tp, SKp.agw), h(Dw, P, Np, Tp, h(Dw, Pp, Np,
Tp, SKp-a6w), SKp-a6w))

AGW cannot deny sending the original
message to P, as only AGW possesses both the
symmetric keys SKp.«ewand SKp.4cw. Hence,
only AGW can construct this message or the
original message.

M5: AGW—D: NAGW, TAGW, {SKP—D, h(DID, PID,
Np, Np, Nacw, Tp, Tacw, SKp.p, SKp-a6w) }skp-acw

AGW cannot deny sending the original
message to D, as only AGW possesses both the
symmetric keys SKp.4qw and SKp.p. Hence, only
AGW can construct this message or the original
message.

4.1.2. Integrity: This property ensures at the recipient’s
end that the information in the received message has
not been altered by an attacker during the exchange of
The proposed protocol
cryptographic hash function and a MAC to guarantee
message integrity.

messages. utilizes a

4.1.3. Confidentiality: Personal health information
should not made be available or disclosed to
unauthorized persons, and should be protected from
disclosure to an attacker. Health information should be
confidential, and made available only to authorized
doctors. The proposed protocol applies a symmetric
key to encrypt the messages that are exchanged
between parties. This can ensure that the protocol
provides message confidentiality.



4.1.4. Replay attack: In this scenario, an attacker
records old messages and then resends them, as these
are valid message transmissions. The attacker therefore
gets the same messages as the legitimate parties. The
proposed protocol uses a nonce and a timestamp at
each step of the protocol, which can prevent replay
attacks.

4.1.5. Eavesdropping attack: In this case, an attacker
secretly listens to a conversation transmitted over the
air between parties, to obtain medical information
about the victim. The goal of the attacker is to learn the
content of the exchanged message. An attacker that
eavesdrops on medical information can collect a large
amount of information. To prevent this, the proposed
protocol uses symmetric key encryption for the
message exchange.

4.1.6. Data modification: An attacker could edit a
message and send it on to the receiver during the
communication process, which could result in a false
diagnosis. Data modification cannot occur in our
scheme, symmetric cryptography,
including a hash function, in each step.

since we use

4.1.7. MITM attack: An attacker cannot analyze a
transmitted message or fraudulently pose as one of the
parties (i.e., the sender or receiver), since the proposed
protocol uses a cryptographic hash function and
symmetric key cryptography the
confidentiality of messages and the message integrity.
Furthermore, our protocol applies a MAC to identify
the sender and the receiver, who share the same
symmetric keys.

From Table 2, it can be seen that scheme in
[19] and our approach provide all of the security
properties, whereas the protocols in [17, 18, 20]
do not ensure message integrity.

to maintain

Table 2. Security comparison of the proposed protocol
and existing alternatives.

[17] ] [18] | [19] | [20] | P
Mutual N Y Y Y |Y
authentication
Integrity N N Y N |Y
Confidentiality | Y Y Y Y |Y
Replay attack Y Y Y Y |Y
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[17] | [18] | [19] | [20] | P
Eavesdropping | Y Y Y Y |Y
attack
Data Y Y Y Y |Y
Modification
Man-in-the- Y Y Y Y |Y
middle attack

P: Our protocol

4.2. Formal Security Analysis
4.2.1. Using Scyther
We used the Scyther tool to verify that our

proposed protocol was safe and robust against
attacks. Security Protocol Description Language
(SPDL) code for the proposed protocol is shown
in Figures 2, 3 and 4, we present the results of
verification, claims and automatic claims of the
proposed protocol that has no attack. More
information about Scyther can be found in [14,
15].

1./* Mutual Authentication Protocol */

2.hashfunction h;

3.usertype Timestamp;

4.const DiD, PiD;

5.const SKP-AGW, SKD-AGW, SKP-D
:SessionKey;

6.macro ml = DiD, PiD, nd, td, h(DiD, PiD,
nd, td, SKD-AGW);

7.macro m2 = DiD, PiD, nd, td, h(DiD, PiD,
nd, td, SKD-AGW), h(DiD, PiD, nd, td,
h(DiD, PiD, nd, td, SKD-AGW, SKP-
AGW));

8.macro m3 = np, h(np, h(DiD, PiD, nd, td,
h(DiD, PiD, nd, td, SKD-AGW), SKP-
AGW, SKP-AGW));

9.macro m4 = nagw, tagw, {SKP-D, h(DiD,

PiD, nd, np, nagw, td, tagw, SKP-D, SKP-

AGW)}SKP-AGW;

macro m5 = nagw, tagw, {SKP-D, h(DiD,

PiD, nd, np, nagw, td, tagw, SKP-D,

SKD-AGW)}SKD-AGW;

11. // The protocol description

12. protocol M-Auth(D, AGW, P)

13. {

14. role D

10.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

{

fresh td, tagw: Timestamp;

fresh nr, ni, nd, np, nagw: Nonce;
send 1(D, AGW, ml);
recv_5(AGW, D, m5);
claim_d1(D, Secret, nd);
claim_d2(D, Secret, np);
claim_d3(D, Alive);

claim_d4(D, Weakagree);
claim_d5(D, Commit, AGW, nd,np);
claim_d6(D, Niagree);
claim_d7(D, Nisynch);

H

role AGW

{

fresh nr, ni, nd, np, nagw: Nonce;
fresh td, tagw: Timestamp;
recv_1(D, AGW, ml);

send 2(AGW, P, m2);

recv_3(P, AGW, m3);

send 4(AGW, P, m4);
send_S(AGW, D, m5);

claim _agwl(AGW, Secret, nagw);
claim agw2(AGW, Secret, tagw);
claim_agw3(AGW, Alive);
claim_agw4(AGW, Weakagree);
claim_agw5(AGW, Commit, P, nagw);
claim _agw6(AGW, Niagree);
claim_agw7(AGW, Nisynch);
claim_agw8(AGW, Commit, D, nagw);
}

role P

{

fresh nr, ni, nd, np, nagw : Nonce;
fresh td, tagw: Timestamp;
recv_2(AGW, P, m2);

send 3(P, AGW, m3);
recv_4(AGW, P, m4);
claim_P1(P, Secret, nagw);
claim_P2(P, Secret, np);
claim_p3(P, Alive);

claim_p4(P, Weakagree);
claim_p5(P, Commit, D, np,nagw);
claim_p6(P, Niagree);
claim_p7(P, Nisynch);

H

/* End of Program */

H

Figure 2. SPDL code for the proposed protocol.

Figure 3. Verification results from the Scyther tool.

Figure 4. Autoverification using the Scyther tool.
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4.2.2. Using AVISPA

We also used AVISPA to prove that our proposed
protocol is safe and is robust against attacks. There are
numerous research papers that have applied this
approach to prove their protocols [21, 22]. AVISPA
uses the High-Level Protocol Specification Language
(HLPSL) specification syntax to generate a graphical
on-the-fly model checker (OMFC), constraint-logic-
based model checker (ATSE), and attack trace
generation, to determine whether or not the
authentication protocol is vulnerable to attack. The
results from OMFC, ATSE and attack generation are
shown in Figures 5 and 6.
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Figure 5. OMFC results verified using AVISPA.
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Figure 6. ATSE results verified using AVISPA.
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5. Performance Analysis

Tables 3 to 5 and Figures 7 to 9 show the results
for cryptographic operations cost, energy cost and
time cost, respectively, and provide a comparison
with the protocols in [17-20]. It can be seen that
our protocol imposes lower cryptographic
operations, energy and time costs than the
protocols in [17-20]. Note that the process used to
measure the energy consumption is derived from
[23], and the method used to measure the time
consumption is derived from [24]. Note that
symmetric encryption uses the Advanced
Encryption Standard (AES) while a one-way hash
function uses Secure Hashing Algorithm (SHAT1).
P stands for the proposed protocol.

Table 3. Comparison of cryptographic operation
cost.

AES SHA1 Total
[17] 7 0 7
[18] 6 0 6
[19] 5 2 7
[20] 6 0 6
P 2 5 7

Cryptographic operations cost

17 18 19 [20]
" 7 6 7 6

Figure 7. Comparison of cryptographic operation
cost.

Table 4. Comparison of energy consumption.

AES (1.21 SHAI (0.76 Total
nJ/byte) nd/byte)

[17] 8.47 0 847

[18] 7.26 0 726

[19] 6.05 152 757

[20] 7.26 0 7.26

P 242 338 6.22




Energy cost (jbyte)

i [17] (18] [19] [20] P

(] 84 26 5

(=

7.26 3.94
Figure 8. Comparison of energy consumption.

Table 5. Comparison of time consumption.

AES (1.71 SHAT1 (1.28 Total
ms/byte) ms/byte)
[17] | 11.97 0 11.97
[18] | 10.26 0 10.26
[19] | 8.55 2.56 11.11
[20] | 10.26 0 10.26
P 3.42 6.4 9.82
Time cost (ms/byte)
14
12
10
? I l I f
° [ (18] [19] (20] P
LRI 10.26 1.1 10.26 5.98

Figure 9. Comparison of time consumption.

6. Conclusion and Discussion

Protocol for WBAN devices needs to provide all
essential security properties, to protect against misuse
of patient health information and prevent threats from
attackers. We have analyzed the security of our
proposed protocol and compared it with other existing
alternatives. The results of our analysis show that the
proposed protocol provides security properties such as
mutual authentication, integrity, confidentiality, and
protection against replay, eavesdropping, data
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modification and MITM attacks. Our cryptographic
algorithms use only symmetric encryption and a hash
function, which enhances security while creating a
lightweight protocol that is more effective than other
protocols. The results from the Scyther tool show that
our proposed protocol ensures the most important
security properties needed for a WBAN and is robust
against attackers.

In future work, we will focus on developing a
prototype based on the proposed protocol, in order to
show that our approach is practical for real- world
applications.
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Flower Image Segmentation using Saliency Map
with the Application of HSV Color Space and Color Mask
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ABSTRACT - The classification of flowers is a challenging task, due to the similarity of flowers’
physical characteristics. Image segmentation techniques can simplify such details within the
image background, making it possible to classify flowers efficiently. In this paper, we purpose a
technique for image segmentation based on saliency map to select interested region within the
image. The use of saliency map combining with the HSV color space with color mask can reduce
insignificant details within the image background. Experimental results have shown that our
method can select interested region and can reduce the background detail considerably. Our
method can achieve 54% mean IoU (up to 13% higher than previous works), while achieving
accuracy, precision, recall and F1 values at 87% when it integrates efficiency with the VGG-16
pre-trained model.

KEYWORDS: Saliency map, HSV, Color mask
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ABSTRACT - The electrocardiogram (ECG) is an important procedure used to diagnose heart
disorders. However, the ECG may contain different types of noise due to various of factors,
potentially resulting in diagnostic errors. This research compares Symbolic Aggregate
Approximation in Vector Space (SAXVSM) and Bag of Symbolic Fourier Approximation
Symbols in Vector Space (BOSSVS) methods for classifying ECG data with noise. To choose a
suitable classification algorithm for ECGS5000 dataset, which is available in the Physionet
database. Four types of ECG noises were simulated and then added to the data as follow:
1) Electromyography (EMG) 2) Powerline Interference 3) Baseline Wander and 4)
Composite at 25%, 50% and 100% levels for the performance comparison of the ECG
classification between normal and abnormal heart rhythms with SAXVSM and BOSSVS. The
results show that both algorithms have similar high performance for all 13 datasets: accuracy
and F1 score are 97-99%, precision is 95-99%, and recall is 97-100%, but BOSSVS has a longer
running time than SAXVSM.

KEYWORDS: Time Series Classification, SAX, BOSS, Vector Space, Electrocardiogram
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4. Bag of Symbolic Fourier Approximation
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Factors Affecting Elderly's Intention to use Financial Services
Application During the COVID-19 Pandemic
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ABSTRACT - The purpose of this research was to determine the factors that affect to elderly's
intention to use financial services application during the COVID-19 pandemic. In this regard, 400
questionnaires collected from elders, who have experience with financial services application,
were analyzed. The descriptive statistics used in this research were employed to summarize the
characteristics of the sample and included frequency and percentages. The data were analyzed
through Structural Equation Model to test the hypotheses and derive model fit. The model
showed a goodness-of-fit with P-value = 0.087, ’/df = 1.142, RMSEA = 0.019, CFI = 0.997 and

TLI = 0.994. According to analysis results, the relative advantage, the compatibility, and the
Trialability have a positive influence on the perceived usefulness and also have an indirect affect
to elderly's intention to use financial services application through the perceived usefulness. The
results also show the complexity and the observability have a positive influence on the perceived
ease of use and also have an indirect affect to elderly's intention to use financial services
application through the perceived ease.

KEYWORDS: Financial Service Application, Elderly Adults, Technology Acceptance Model, Diffusion of
innovation theory, COVID-19
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ABSTRACT - Cancer is a leading cause of death in the world. In 2020 World Health
Organization (WHO) reported that approximately 10 million deaths caused by cancer and will
increase for the coming years. This research paper aims to study the prediction of cancer epitope
using machine learning for classifying between cancer cell surface and epitope on healthy cell
surface. The comparison between the different machine learning algorithms is presented. This
work can help to training T-cell for recognizing cancer cell and release enzyme to kill cancer cell
(Targeted Therapy). The experiment results shown that imbalance data the model from Support
Vector Machine (SVM) calculated based on Dipeptide Composition (DPC) feature achieved the
best accuracy of 79 % Sensitivity 16% and Specificity 100% on test dataset. While balance data
with SMOTE Random Forest (RF) calculated based on Dipeptide Composition (DPC) feature
achieved the best accuracy of 80% Sensitivity 28% and Specificity 96% on the same test dataset.
In conclusion, Support Vector Machine (SVM) and Random Forest (RF) calculated based on
Dipeptide Composition (DPC) feature can employ these models for predicting the cancer epitope
in imbalance dataset and balanced dataset.

KEYWORDS: Epitope, Machine Learning, Precision Medicine, Cancer vaccine, SMOTE
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Valine Val \ hydrophobic
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Feature Classifier Ac (%) Sn (%) Sp (%) MCC AUC
0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test
AAI LR 75 75 75 3 3 0 99 99 100 0.07 0.07 N/A 0.59 0.59 0.56
K-NN 73 73 75 24 24 0 90 90 100 0.17 0.17 N/A 0.65 0.65 0.51
CART 64 64 70 32 32 19 75 75 87 0.07 0.07 0.06 0.55 0.55 0.53
NB 55 55 25 44 44 100 59 59 0 0.03 0.03 N/A 0.55 0.55 0.50
RF 77 77 25 12 12 100 98 98 0 0.21 021 N/A 0.70 0.70 047
GBOOST 71 71 25 19 19 100 88 88 0 0.10 0.10 N/A 0.66 0.66 0.52
SVM 77 77 75 11 11 0 98 98 100 0.20 020 N/A 0.69 0.69 0.50
AAC LR 75 75 69 3 3 33 99 99 81 0.08 0.08 0.14 0.60 0.60 0.59
K-NN 75 75 75 29 29 25 91 91 91 0.25 025 0.20 0.67 0.67 0.66
CART 69 69 48 42 42 71 79 79 40 0.21 021 0.10 0.59 0.59 0.56
NB 73 73 63 22 22 48 90 90 68 0.16 0.16 0.14 0.59 0.59 0.59
RF 78 78 58 21 21 55 98 98 59 0.32 0.32 0.12 0.72 0.72 0.61
GBOOST 75 75 52 17 17 48 95 95 54 0.19 0.19 0.01 0.63 0.63 0.51
SVM 77 77 75 15 15 0 98 98 100 0.25 025 N/A 0.65 0.65 0.50
CETD LR 74 74 41 9 9 71 96 96 31 0.09 0.09 0.01 0.59 0.59 0.49
K-NN 74 74 69 25 25 16 90 90 87 0.19 0.19 0.04 0.62 0.62 0.55
CART 66 66 24 37 37 94 76 76 1 0.12 0.12 -0.14 0.57 0.57 047
NB 46 46 75 68 68 1 38 38 100 0.05 0.05 0.03 0.53 0.53 0.54
RF 78 78 69 17 17 11 98 98 88 0.28 0.28 -0.02 0.66 0.66 0.45
GBOOST 73 73 28 11 11 97 95 95 5 0.09 0.09 0.04 0.59 0.59 0.53
SVM 76 76 75 7 7 0 99 99 100 0.15 0.15 N/A 0.71 0.71 0.50
DPC LR 73 73 65 37 37 42 84 84 73 0.22 022 0.13 0.61 0.61 0.60
K-NN 75 75 77 21 21 24 93 93 94 0.20 020 0.26 0.66 0.66 0.68
CART 73 73 61 37 37 58 84 84 63 0.22 022 0.18 0.60 0.60 0.60
NB 40 40 75 83 83 0 26 26 100 0.09 0.09 N/A 0.58 0.58 0.50
RF 80 80 72 25 25 46 98 98 81 0.38 0.38 0.26 0.72 0.72 0.71
GBOOST 74 74 52 27 27 63 90 90 48 0.21 021 0.10 0.63 0.63 0.57
SVM 79 79 79 22 22 16 98 98 100 0.34 0.34 0.34 0.69 0.69 0.73
PAAC LR 75 75 66 2 2 34 99 99 77 0.04 0.04 0.11 0.59 0.59 0.59
K-NN 76 76 77 32 32 25 90 90 94 0.28 0.28 0.27 0.61 0.61 0.67
CART 68 68 39 41 41 71 77 77 28 0.17 0.17 0.00 0.59 0.59 0.50
NB 73 73 62 23 23 44 90 90 68 0.17 0.17 0.11 0.60 0.60 0.58
RF 79 79 67 21 21 31 98 98 79 0.32 032 0.10 0.71 0.71 0.61
GBOOST 76 76 57 17 17 34 95 95 65 0.20 020 -0.01 0.64 0.64 0.49
SVM 77 77 75 17 17 0 97 97 100 0.26 026 N/A 0.62 0.62 0.50
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Feature Classifier Ac (%) Sn (%) Sp (%) MCC AUC
0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test 0 fold 10 fold test
AAI LR 60 58 56 50 56 50 63 60 58 0.11 0.16 0.07 0.60 0.60 0.60
K-NN 60 74 61 63 93 63 59 55 61 0.19 0.53 0.21 0.65 0.65 0.67
CART 66 74 65 40 79 39 74 69 74 0.13 0.48 0.12 0.57 0.57 0.56
NB 52 55 50 59 62 54 50 47 48 0.08 0.09 0.02 0.56 0.56 0.55
RF 77 90 79 30 90 36 91 91 93 0.25 0.80 0.36 0.69 0.69 0.71
GBOOST 67 72 69 34 73 47 77 71 76 0.10 0.44 0.22 0.59 0.59 0.63
SVM 66 72 68 42 72 48 73 73 74 0.14 0.45 0.20 0.64 0.64 0.68
AAC LR 56 58 55 54 59 51 56 58 57 0.09 0.17 0.07 0.59 0.59 0.58
K-NN 63 76 64 68 93 68 61 60 62 0.25 0.56 0.26 0.70 0.70 0.69
CART 68 76 66 41 77 40 76 74 75 0.17 0.51 0.15 0.59 0.59 0.58
NB 62 61 61 52 58 47 65 64 66 0.16 0.22 0.11 0.61 0.61 0.60
RF 77 87 77 30 80 31 92 93 93 0.28 0.74 0.30 0.70 0.70 0.73
GBOOST 71 79 71 31 73 29 84 84 85 0.16 0.57 0.16 0.57 0.57 0.64
SVM 69 78 72 38 77 48 79 79 80 0.17 0.56 0.27 0.68 0.68 0.70
CETD LR 56 62 56 51 63 48 58 60 59 0.07 0.24 0.06 0.55 0.55 0.56
K-NN 56 71 55 73 96 71 51 47 49 0.20 0.49 0.17 0.67 0.67 0.63
CART 68 77 68 43 78 39 75 77 77 0.17 0.55 0.16 0.59 0.59 0.58
NB 44 55 43 68 75 67 37 35 35 0.04 0.10 0.02 0.52 0.52 0.53
RF 78 89 79 14 79 21 99 98 99 0.28 0.78 0.35 0.73 0.73 0.72
GBOOST 70 81 75 20 73 20 87 88 93 0.08 0.62 0.18 0.57 0.57 0.58
SVM 70 76 71 40 74 37 80 78 82 0.19 0.53 0.20 0.65 0.65 0.64
DPC LR 68 74 64 48 76 40 74 72 72 0.20 0.48 0.11 0.68 0.68 0.62
K-NN 44 62 44 88 99 89 30 26 29 0.17 036 0.19 0.67 0.67 0.66
CART 72 80 73 44 78 40 80 82 84 0.24 0.60 0.25 0.62 0.62 0.62
NB 55 67 56 64 85 64 52 50 53 0.14 0.37 0.15 0.61 0.61 0.60
RF 82 89 80 31 81 28 98 97 96 0.42 0.79 0.36 0.77 0.77 0.74
GBOOST 72 79 71 39 76 36 82 83 82 0.21 0.58 0.19 0.65 0.65 0.60
SVM 78 88 78 25 82 34 95 93 93 0.29 0.75 0.34 0.70 0.70 0.67
PAAC LR 61 56 56 62 55 55 60 57 56 0.20 0.12 0.10 0.63 0.63 0.60
K-NN 60 78 60 63 95 66 59 60 58 0.20 0.59 0.21 0.64 0.64 0.68
CART 65 77 67 35 78 34 77 77 78 0.11 0.54 0.12 0.56 0.56 0.56
NB 63 59 63 56 55 49 66 64 68 0.20 0.19 0.15 0.63 0.63 0.63
RF 75 88 79 26 82 33 94 93 94 0.28 0.76 0.35 0.67 0.67 0.73
GBOOST 70 78 72 34 73 30 84 83 85 0.20 0.56 0.17 0.61 0.61 0.64
SVM 69 79 72 47 78 49 78 80 80 0.25 0.57 0.28 0.68 0.68 0.70

AAI: Amino Acid Index, AAC: amino acid composition, CETD: Composition enhanced Transition and Distribution, DPC: dipeptide composition, PAAC: pseudo amino acid composition

LR: m3ynanauladafin, K-NN: iaufioisawues, CART: dul

VAN

19, NB: 1dliud, RF: 11gw, GBOOST: inaifinuviunds, SVM: fuwasnianiaasuusiu

Ac: anuusiui, Sn: anwla, Sp: ANwEwE, MCC: duLlazAng 184 Matthews, AUC: Wuildnsidulds
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