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Adnfgy: NIST Cybersecurity Framework, Proxmox VE, anutaeadenidlaiues, Tewiugesa, Lesvialawdu

Abstract

This research aimed to: 1) design a cybersecurity framework suitable for small and medium-sized
enterprises (SMEs) by integrating the NIST Cybersecurity Framework (CSF) 2.0, Zero Trust principles, and the
Defense-in-Depth concept; 2) develop and deploy a prototype system using open-source tools within a
Proxmox VE environment; and 3) evaluate the effectiveness of the proposed framework in terms of
technical performance and expert judgment.The sample group consisted of five experts from
multidisciplinary fields related to cybersecurity. The research instruments included pfSense, Wazuh,
OpenVAS, Nmap, Proxmox Backup Server (PBS), and a framework suitability assessment form. Data were
analyzed using mean and standard deviation.

The results indicated that: 1) the framework developed under the Design Science Research (DSR)
approach comprised core components aligned with all six functions of NIST CSF 2.0—Govern, Identify,
Protect, Detect, Respond, and Recover—and successfully integrated all five open-source tools into the
operational workflow; 2) expert evaluation demonstrated that the framework achieved a high to very high
level of appropriateness, with an overall mean score of 4.76 out of 5.00, covering all six core functions of
NIST CSF 2.0, where policies and standard operating procedures (SOPs) received the highest score (4.84),
followed by operational forms (4.80) and runbooks (4.64); and 3) prototype system testing confirmed
practical effectiveness, showing a significant reduction in system vulnerabilities, timely threat detection and
response, and successful achievement of the defined Recovery Time Objective (RTO). These results reflect
the effectiveness and applicability of the proposed framework for SMEs and indicate its potential for further

development toward automated cybersecurity response systems in the future.
Keywords: NIST Cybersecurity Framework, Proxmox VE, Cybersecurity, Open-Source, Virtualization
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1. enuuleuie (Policy) 4.84 0.26
2. $IUNTEUIUNT (SOP) 4.84 0.26
3. pugilonauaued (Runbook) 4.64 0.26
4. iugawuulesy (Form Templates) 4.80 0.24
HATIUALRAY 4.78 0.05

nuan1sUsziiulaggldevge 5 viuluseudl 2 wud wsuidsnsuwuulianusnzadlusedu uind

WIniga AseuAgY 4 ssrUsznauman loun wleuie (Policy), Tuneulfdfeu (SOPs), glan1siuilaingnisel

(Runbooks) waguwuumess (Form Templates) LLamﬁngUﬁ 7

SOP

HANTTUSEEIUN NI IWANUMUEHUVDS Framework 1agrlTa2u7ny
Policy
4.8
4.80
Form Templates
4.64
Runbook

JUN 7 WanIUTHEUAMTINANINNEENYRY Framework 1agrldienvgy

NIUN 7 nanmsUszllunmsisnavsngauves Framework Inediienvalaelseazdunilaniaunal

1) suuleune ldazuuuade 4.84 (SD = 0.26) kaITANUTALIUATOUARY UALADAATOITUNINTTIY

NIST CSF wag Zero Trust HgfmruansaunIsaiuuasuanutiuasUasniulaeseiiuss@nsain

2) #1u SOPs HAznuulaaswiniui 4.84 (SD = 0.26) avvisunannuiduszuu wnladne wazaiunse

ihlUldufusaselaegvadaue

3) 11 Runbooks larzuuuade 4.64 (SD = 0.26) Inganizanuaunsalunisannailunisnauauss

(MTTR) hazn1snAuszuy (RTO) wansdisdneninlunissesiumnnisalaniay
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4) fukuunesy leazuuuady 4.80 (SD = 0.24) wudaluniuanudaaulselovvldaay wag

1%

BALATATIFABUTUNEY (Audit Trail)

U

MsatiuAYUsTUUNIIAY

v
o %

Tnvasuwlsudsniiauduiinuaunansludaulovownudis wasesesloatvayuaiunsaild

Uszgndldluasrnsliograduszuiazdenndeiuuinsgiuaina
2. nanrsuszdiuANasalunMsantasnduassuliaduanany

MnmsnegevluaninwIndendtaes (Virtual Lab) nuinwsudsnansaenseduanudaensisliogns
fdpddasalull

2.1 NM3an993lnd 21NN1TALAUTEUUNBAUNITOLNIAIBLATIED OpenVAS BaINISAAALNTUIASH
WUIWIULAEANUNTULTRYRdlianatedlited Ay WalsuiunanawnuiounsAnmg

= = ~ ° ' 1l i % a & as 2 v Vv oA

A13197 2: Wsulsuinnugedwinasanuneuwazndsnsiadansudsn inudeyasenineiun 4 nanau 2568

i1 13 ganAy 2568

FTAUAUTULIS (Severity) S1uaunouRnng (379M19) [Suaumdsinns (3em)|  msanas (%)
© i) 380 0 100%
Uunang (Medium) 212 0 100%
@® i ow 21 0 100%
SRR 613 0 100%
FwUnauGany (51en17) FNIUNIIAAG (shan9)

ng9 (High)  m1hunats (Medium) = 61 (Low) &9 (High) 1unane (Medium) @1 (Low)

FUN 8: neiUSpuiiguduiutednineulas nanisiaaansuiisn

NMTNAN 2 wag JUT 8 uanwman1silSeuiieuldesadaiau Ineneunsiasansudsn asianuges
II5IUN9EY 613 5189015 LLUaLﬁui:ﬁummquma g9 (High) 380 518019, Urunans (Medium) 212 518015 uay
#1 (Low) 21 578013 agslsfnuniendinisfiaawnsuisn manisawnuldnugednilunnszauainuguuns

(0 $18119) Baneanungedriamuagnuilunazanas 100% auiandlunieuagnsvnaumuYI
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2.2 mydulledeanay luaniunisaldnasinislaud (Brute-force) SeUUANNTH ATINTULALMDUAUDY
v v U1 A= Y & = a a A o~ 1 ° '
saduanAulaeg1 iU JaanddiiuisUsednsnmveauniodiontns Wazuh wagn15inunaIn1L SOPs

foonwuuld

Brute Force
Time Technique(s) Tactic(s) Level Rule ID Description

Oct7,2025 @ SAiig6 Tietn Credential sshd: Attempt to
¥ : T g : AccessLateral 5 5710 login using a non-

00:16:55.914 01 04
Movement existent user

Table JSON Rule

t _index wazuh-alerts-4.x-2625.18.86

t agent.id @82

t agent.ip 18.0.20.15

t  agent.name pc@1-Standard-PC-1448FX-PIIX-1996
t data.srcip 108.8.20.26

t data.srcuser admin

t decoder.name sshd

t decoder.parent sshd

UM 9: nsuduFiaulog Ul Wazuh vaugiimsnenenudusviariu (Brute-force)

INFUTN 9 UILUAAIMANFIUIITEUUAILNTOATITU Rule ID: 5710 - sshd : Attempt to login using a
non-existent user lngsey 1P Yo laud, Wmunenignlaud, waziianfiiamanisal Fe8uduin Wazuh a1unsa

aTadudeanAlaase

3. HANTSNAGBUAMNEINNTA TUNTHUAIVDISTUY (RTO)

@

lﬂl a a a d‘l’ A Va Y o L3
W UseLiuUsyAvEnMueInszUIUNTHUAUSEUU (System Recovery) fidgladnassaniunisalszuy

aunN1slanfAvelsuduulT (Ransomware Attack) lagilanunisainageudanisfeu Virtual Machine (VM)

@

fanudfity w1 50GB Mg Proxmox Backup Server (PBS) mudunauiiszyliluienans Runbook

=b.

Tunmsnaaeuil tanddmnenalunisdau (RTO) 1inliAu 4 49lus (240 uii) Fedivdmunenan
TunsfAwRTO) N wualilaiiAu 4 alus Fadunalined@erngussduidanumnean 1ndefaiuias
PalausiurINg LB eamynouaniunis nan1sageunuItssuvannsailuAunduubiuinsladnianiy

Whnne deduduisdszansnmueanlsudsnlunmssuiowasiuiinnmnnisallinieilu lnesieazdenvediaa

ldlunsirustaileleuiieuiu Recovery Time Objective (RTO) 1vsing waneia m135199 4 uay U7 8

M13199 3: KANTNARBUNSAAUTEUUME Proxmox Backup Server (PBS) 3113u 3 A3

s0Ufl RTO nanfildase (wail) NAANS
1 4 4l 3 HU
2 4 Hlug 4 WU
3 4 Hlug 7 WU

Aade 4l 4 Al




JOURNAL OF SCIENCE AND TECHNOLOGY, SOUTHEAST BANGKOK UNIVERSITY JSC' 90
VOL.5 NO.2 (July — December 2025)

HAN1TNAFIUNITHAUITUUTIUIU 3 AT

240

w

1IUIUNAGDUNAU
[N

S

u

240

240

[y

o

[=]
[&]
[=]

100 150
RTO(u#)

]
[=]
[=]

B TargetRTO M Actual RTO

Ul 10: nslUSsuLfiBusening Target RTO wagtiail Proxmox Backup Server (PBS) ¥inléa3

NNINAFOUNINLA 3 ATT nudrszuvasadaulddusannass Ineldinan 3 undl, 4 wdl, wag 7 il

audau Jafefwiandu Anafeudiazedi 4 il

dyUnauarafUMeNan1sIdY

91fBLLWIN Design Science Research (DSR) [33] Wanusauiuunsg1u NIST CSF 2.0 [17] wudfa Zero
Trust Wag Defense-in-Depth w¥ouysannisias esdielowiugeda [15], [26], [27], (28], [29], [30], [32) luszuy
Proxmox VE [11], [12], [13] Lﬂ"aamé}’uﬁquuazLﬁmssﬁm%mwmﬂ%w (5], [6], [23] mamsﬂsst,ﬁuiﬂmgl,%m%muj
5 v wuiisuAsndanumsnzaslusedu sndanniign Tnsemeduulouiuas SOPs fildazuuudsgaan
(4.80) azvioudsnnudaiaunsoungy uazilUllia3e vaedl Runbooks (4.64) Waz Form Templates (4.80)
Tnouauludunisnevausivgnisalamdunagn1sdnsin Audit Trail 8198 520U uanaInd n1snaaeg
Tuanmuwndemaiiousssduandfifiuinsudsnfifauiuaunsaansuugedwiuazsyeziian Recovery
Time Objective (RTO) laagnsiitivddey [4], [21], [22], [24], [25] moulandvosi1998sA TR uRSwnf ULy
fiaseuaquitnlonienszuaums uaseiesdofitnlUldldiedmiu SMEs

Wi 1S ulisuRUIIuYDe Grad [16], Patel and Schmidt [20] wag Chen et al. [2] WU TWUAAALAY
wmsUftRvessiniiviauediruaenndeesudnau Tnsionznisdalassadamuiladidunos NIST CSF
waznN13UsEENALY Zero Trust fuan nwInaeussuuailou oghdlsAnmunuiseiifenuunnsannnures Udroiu
et al. [31] Afumsuszidudinmain wazdsuianisiinsigsingdnssugldamumiunuinia User Behavior
Modeling Fsoraidufianisiiuravlalunsvensnaluouan Insagisudsnduuuuifdnsamadunisiily
Uszgndldats Tnsiamnglussdnsiifidediadumineins wasannsosesengmsimunedowlosnlusifionsly

AVML TussuusnwanusiuaslasnselovesrelUlnegresivss@nsain
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JoLausuug

1. nsverevevwan1sUseifiuUsgansamansuseidfiusedns amueamsudsnluan muindeniis
Ariudougedu Wy Hybrid Cloud war Multi-Cloud sauflmaaeuanuannsalunissufletusoanaiutugs
(Advanced Persistent Threats - APTs) Lagn15laufLuy Zero-Day

2. MmsysanmamalulagdygiuseavgaisAnuikaziauinisdl Al wag Machine Learning (ML)
w52 UsEUU SIEM (Security Information and Event Managerent) wiasiu@aeuanunsalunsinszsiuas
MTITUABANANLLTIGN

3 mafaLnTzUUReUauessaludAmsiaunalnnsneuaussiennsaliuniunsUaen fudnlulii
(SOAR) \leanszeailunisneuauss (Incident Response Time) wagtinUszansnmlunisdanisdvanay

4. JoraupuuzidauszynieednsnIniguasionvu IneanizngugsiavuInnalasuIngou (SMEs)

ansadman1siduluusuliidunseumsvihanuiiugiu Wesnszauunsgiuaruiuaslasndeluuesvosesdns
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