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Developing a system for tracking, monitoring, and alerting to
cyber threats on server computer using techniques of real-time
event analysis and response
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Abstract

This research aims to develop a system that can warn of cyber threats such as simple
brute force attacks that occur on host computers or servers which provides access to data
from outside the organization. Therefore, the developing system has alerted server computer
administrators to receive information in near real-time notifications. Then, it can be able to
prevent damage from cyber intrusion and continuously supervise the server computer at any
time of the cyber attack. The research result found that in brute force attacks on servers,
researchers use the developed system such as a system for tracking, monitoring, and alerting
to cyber threats on servers using real-time event analysis and response techniques to monitor,
detect, analyze, and alert to server computer administrators before any cyber attacker can

harm the organization in real time with the highest efficiency (X = 5.00)
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json.dumps(attach)
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IP address 58.11.15.107 trying to Brute Force.

Apr 11 00:34:00 ip-172-31-45-16 sshd[10611]:
Failed password for root from 58.11.15.107 port
55182 ssh2

Host
(003) - WWW
Rule ID

100030 (Level 10)
Today at 12:34 AM

@"
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previous_output Jan 18 13:56:18 ip-172-31-45-16 sshd[7689]: Failed password for root from 58.11.28.33 port 59532 ssh2
Jan 18 13:56:18 ip-172-31-45-16 sshd[7689]: Failed password for root from 58.11.28.33 port 59532 ssh2
Jan 18 13:56:18 ip-172-31-45-16 sshd[76089]: Failed password for root from 58.11.28.33 port 59532 ssh2

rule.description IP address 58.11.28.33 trying to Brute Force.
rule.firedtimes 6
rule.frequency 4

rule.gpg13 7.1

rule.groups local, syslog, sshd, authentication_failed

rule.id

rule.level 10

rule.mail false

timestamp Jan 18, 2024 @ 20:56:12.020
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Apr 11, 2824 @ B9:34:00.539 IP address 58.11.15.167 trying to Brute Force.
sshd: authentication failed.
: authentication failed.

: authentication failed.

Apr 11, 2824 @ 81 P addres .15.187 trying to Brute Force.

Apr 11, 2824 @ 081:05:19.194 sshd: authentication failed.

Apr 11, 2824 85:19.194 sshd: authentication failed.

Apr 11, 2624 @ 81:05:19.194 sshd: authentication failed.

01:07
< Thread

SIEM APP

Auto Block Alert

IP address 58.11.15.107 trying to Brute Force.
Apr 11 01:05:19 ip-172-31-45-16 sshd[10740]:
Failed password for root from 58.11.15.107 port
58221 ssh2

Host
(003) - WWW
Rule ID

100030 (Level 10)

it 1:05 AM

@

@ Reply in Thread

5UN 23 wanansudaiiiau Brute Force Attack
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