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ABSTRACT

While technology has brought many benefits, it has also created challenges, includ-
ing a rise in cyber-crime. One major issue is the spread of malware, such as viruses, which
can threaten personal, business, and national security. This can be countered by purchasing
cybersecurity insurance. To accommodate the increasing demand, it is necessary to provide
the adequate method to measure the risks and estimate the premium charge. In this paper,
the modeling of the infection and recovery process of an electrical device that is represented
as a node in a network system is discussed. The model that is discussed is a non-Markov
model with dependence between cybersecurity risks, which is modeled by the Archimedean
copula function, namely Clayton, Frank, and Gumbel. Furthermore, the premium charge is
estimated using standard deviation and the exponential utility principle. Based on the sim-
ulation, it can be concluded that a node connected with several nodes is more likely to be
infected than a node connected with fewer number of nodes. Modeling infection times be-
tween nodes using the Gumbel copula function generates higher premiums than other copula
functions, therefore it is better to use the Gumbel copula function for modeling cybersecurity
insurance in the first contract period because insured companies tend to be more interested in
extending the contract if the premium charge of the subsequent year is less than or equal to
the rate of the previous year. In addition, changes in parameter of times-to-infections from
neighbors does not cause a significant difference in expected number of infections, expected
losses, and premium charge.

Keywords: Archimedean copula; Computer network; Cybersecurity insurance; Depen-
dence; Virus spread
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1. Introduction and Motivation

The rapid development of technol-
ogy in this era of globalization has brought
many positive impacts in people’s lives es-
pecially during the COVID-19 pandemic,
such as availability of face-to-face vir-
tual communication, e-mail exchange, on-
line banking, etc. However, technology
development also have negative impacts
namely cyber-crime or cyber-attack such as
ransomware which causes important com-
pany data and information hacked [4, 8,
14]. Therefore, companies need to come
with smart strategies for prevention, pro-
tection, and loss countermeasures. One of
the solutions is to buy a cybersecurity insur-
ance policy. Several insurance companies
have issued cybersecurity insurance, such
as AXA XL Insurance, Zurich Insurance
Group Ltd, and Tokio Marine Indonesia.

The number of companies that re-
quire cybersecurity risk transfer has caused
the cybersecurity insurance market to ex-
pand. However, cybersecurity insurance
still does not have a standard measurement
system such as a standard actuarial table
due to the fact that the term cybersecurity
is still relatively new and the historical data
related to existing cyber-attacks is not suf-
ficient. Furthermore, companies are still
afraid to report cyber-attacks because the
impacts can lead to a decrease in market
share, bad reputation for the company, and
other losses. Therefore, insurance compa-
nies need a strategy to estimate the amount
of cybersecurity insurance premiums.

Several methods to estimate the
amount of cybersecurity insurance premi-
ums have been explored. One of the meth-
ods used was discussed by Schwartz and
Sastry [[12] who developed cybersecurity
risk management on large-scale interdepen-
dent networks. However, the model they
discuss uses the assumption of a constant-
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value infection probability which is less
suitable for use because devices that are
connected to numerous other devices gen-
erally have a higher chance of infection.
Another alternative is the Markov method
discussed by Xu and Hua [[15] in their pa-
per. However, the Markov model cannot
be used if the infection and recovery pro-
cesses are not exponentially distributed. In
the same paper, the non-Markov model is
also discussed with an independent case in
which cybersecurity risks between devices
represented as nodes in the network are as-
sumed to be independent. However, in real
life, the infection of a network in a com-
puter can spread to other networks. Model
discussed by Xu and Hua [|15] is further
explored, utilizing the copula function that
models dependency in cybersecurity risks.
In particular, we use the Archimedean cop-
ulas, namely Clayton, Gumbel, and Frank.
The Archimedean copulas will be used be-
cause its explicit form makes it easy to
implement. The three copulas mentioned
were chosen because non-symmetric high-
dimensional Archimedean copulas require
special constructions.

This study is conducted as follows.
The next section discusses the Archimedean
copulas to model dependency in cybersecu-
rity risks and the methodology to calculate
the insurance premium. The third section
shows the simulation and comparison of the
premiums for the three copulas. Finally, we
analyze the impact of changes in one of the
time-to-infections parameters on the simu-
lation results.

2. Epidemic Spreading Model
2.1 Archimedean copulas

In this section, we discuss non-
Markov with dependence between times-
to-infections that is modeled using the
Archimedean copulas. In this paper, a com-
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pany’s network system is represented in the
form of a simple undirected graph. A graph
notated as I' = (V;E) consists of V
{vi,va,..., vy}, a nonempty set of vertices
(or nodes) and E, a set of edges [L0]. From
the graph, a matrix A known as the adja-
cency matrix is formed. The elements of the
matrix indicate whether pairs of vertices are
adjacent or not in the graph, i.e.:

1, if'there is an edge in E
aij = that connected v; to v;; (2.1)
0, otherwise.

A node v holds only one status of secure,
infected (but vulnerable to attacks), or in-
fected (can potentially attack other nodes)
at any time . The status of the network sys-
tem at time ¢ can be represented as

(11(0), 1(2), . . ., 1n (1)) »

where I, (1) = 1 signifies node v is infected
at time ¢, whereas I, () = 0 signifies node v
is secure at time ¢. Also, the infection prob-
ability vector is denoted by

,pn(t)),

where p, (1) =P [[,(t) = 1].

A node v can be infected due to two
reasons, namely internal infections caused
by attacks from other nodes connected to
the node v and external infections caused
by external attacks. External infection can
occur when the user of the device visits a
malicious site, opens links with malicious
malware, or connects to an infected USB
(3,14, [15].

For non-Markov model, suppose for
any node v, exists D, infected neighbors at
time ¢:

p' () = (p1(2), p2(0), ...

n

D,(t) = Z ay,j1;(1),

J=1
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and we have

n
E[D,] = E Zav,jlj(z)}
j=1
n
= > lav;-pi).
j=1
Furthermore, define random variables
representing  the times-to-infections
by infected neighbors, denoted as
(Yo, Yens oo Yap ). Define another

random variable representing the time-to-
infection by threats outside the network as
Z,. Therefore, the time to get an infection
for node v is

Ty =min{Y,,,Y,..... Y1, . Z,} .

Once node v is infected, the node enters
the recovery process with recovery time
needed for node v is denoted as R,. In
this paper, we assume that if the node v
is infected, then the attacks would stop,
and, after the node v is recovered, the at-
tacker(s) would relaunch the attacks. The
dependence between the random variables
Yy, Yy, ..., Yy, isapositive lower orthant
dependence (PLOD), which can be under-
stood by considering the dependence be-
tween two related nodes is stronger than two
unrelated nodes. The PLOD will affect the
value of the Kendall’s tau coefficient and
the parameters of the Archimedean copulas.

The copula function represents how
the multivariate distribution function is con-
structed from its marginal distribution func-
tions [7,9,[15]. A function C : [0,1]* —
[0, 1] is referred to as a copula of size k if
it has the following properties:

* C(ui,uo,...,uy) is increasing in u,
forz e {1,2,...,k};

® C(ul,...,uz_l,O,uerl,...,uk) =0
for all u; € [0,1] where j €
{1,2,...,k}and j # z;
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« C(1,...,1,u,1,...,1) = u, forall
u; € [0,1] where z € {1, 2,...,k};

all
and
[0, 1]%

* C is  k-increasing for
(u1,1,u1,2, .., U1 k)
(u2,1,u2,2,...,u2.x)

where uq ; < ug j, and

2
z1=1

in

2
S =DEECuy, 1,

zr=1

Uzp,25 -+ ”zk,k) = 07

forall j € {1,2,...,k}.

X1,Xo,..., Xy are
variables with distribution functions
Fi,F,...,Fr, the joint distribution
function F(x1, x2, ..., X)) where

Suppose random

F(x1,...,x) =P[X1 < x1,..., Xk

N

Xkl
there exists a copula C such that
F(xl, e ,xk) = C(Fl(xl), NN ,Fk(xk)).

Furthermore, the joint-survival function
(denoted as Hy, (1, . .., t)) is defined by

Ha (0,0 = C(Fi(0),.... Fa, (),

1S
Y,

=2+ VD,,

where C
(le Yy, ..

the survival copula of
) and

fj([) = P[ij > t].

Archimedean copula with generator func-
tion denoted as ¢ (a strictly decreasing con-
vex continuous function) is defined by

Clut,.sun) =4~ () +-- -+ (un))

where ¢! is called the pseudo-inverse
function of the copula generator [2,9,15]. A
particular case is the Clayton copula where
the generator takes the form

wo(u)=u"?—-1.

’
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Therefore, the Clayton copula is defined by

=

(2.2)

n
Clui,...,uy) = [Zu;e—n+l
=1

forn > 2,0 > 0. Another Archimedean
copula is the Gumbel Copula where the gen-
erator takes the form

(-Inu)¢, e>1.

Ye(u)

Therefore, the Gumbel copula is defined by
1
{-[2?-1<—1nw>61 E }

The last Archimedean copula is the Frank
Copula where the generator takes the form

—ln(

Therefore, the Frank copula is defined by

Cluy, .. (2.3)

L Up)=e

exp{—-6-u}—-1
exp{-6} -1

s (u)

),6>0.

Clut, ... up) = —é ‘In(l+¢), (24

n
[ J(exp{-6-ui} - 1)
i=1

(exp{-d} - 1)1
pare the results of three copulas, we use
measures such as the Kendall’s tau coeffi-
cient with form:

. To com-

with ¢ =

Yo (u)
0o Ypu)

7(6) 1+4 du.

The Kendall’s tau coefficient for Clayton
copula is defined by

0) = ,
7(6) 0+2

0(r) = £=.  (2.5)

The Kendall’s tau coefficient of Gumbel
copula is obtained in a similar manner:

e—1 1

7(€) = . €(1) =

€

L. (6
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To obtain the Kendall’s tau coefficient of
the Frank copula:

exp{—-6-u}-1
§)=1-1 lln(efp{_(ﬁ_l )d 2.7
T( )_ _S 0 exp(—06-u) u ( : )
exp(—6-u)-1

The difference between the three copulas
lies in the tail dependence of the copu-
las [11},2,9]. Tail dependence measure co-
movement between the random variables,
therefore selection of copula is based on the
level of risk of the insured company:

Table 1. Table of the tail dependence of the
three copulas.

Copula Tail Dependence Risk Level

Clayton Left High

Gumbel Right High
Frank None Moderate

2.2 Types of loss

The infection process that occurs in
the company’s network system potentially
cause the company to suffer losses. In this
paper, there are two types of losses:

1. Loss Due to Infection
The infection process that occurs on
the node v can lead to loss of infor-
mation, data corruption, information
leakage, and first-party legal fees.
The cost function is defined by

ny (Lv,i) = C- Lv,ia

where ¢ represents the cost rate due
to infection, L, ; represents the value
of missing information of the node v
at the i-th time. The Beta distribution
is used to model the loss as a propor-
tion of the total capacity of the com-
puter network system [[11]], with den-
sity function:

f () ! !

(wv)a+ﬁ—1 ' B(a,ﬁ)

181

')C(l_l X (Wv —X)B_l,

where 0 < x < w, and w, repre-
sents the initial wealth (or informa-
tion) of the node v, and @, 8 > 0O are
the shape parameters of the Beta dis-
tribution [3].

. Loss Due to Recovery Process
When node v is recovering from the
infection, the node cannot operate as
usual and will result in opportunity
costs. This type of loss depends on
the recovery period, and defined by

Cv (Rv,i) = Cc1-wyt+co- Rv,i,

where c¢; represents cost rate based
on the initial value, co represents the
cost rate of the recovery process, and
R, ; represents the recovery period of
the node v at the i-th time.

Therefore, the total cost for node v is de-
fined by

M, (1)

Sy(t) = Z [77\/ (Lv,i) +Cy (RVJ)] )

i=1

where M, (¢) represents number of infec-
tions occurred on the node v up to time ¢.
Furthermore, the company’s total cumula-
tive loss up to time ¢ is defined by

n
D 8u(0)
v=1

n Mv(t)

DD v (o) + € (Ry)]

v=1 i=1

S(1)

Subsequently, the premium charge is es-
timated using two premium principles,
namely standard deviation premium princi-
ple and exponential utility premium princi-
ple [6]. Estimated premium using the stan-
dard deviation premium principle will be
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denoted as Py, whereas estimated premium
using the exponential utility premium prin-
ciple will be denoted as P5. Premium P; is
defined by

P1(S) = E[S] + A - \[Var(s),

where S represents the cumulative loss ran-
dom variable, and A represents risk-loading
factor. Premium Pj is defined by

In {E [e]}

Py(S) = ————,
Y

where y represents the degree of risk aver-
sion. It should be noted that this principle is
the principle of equivalent utility using the
exponential utility function defined by

1-exp (~y-w)
u(w) = {w Y ,

Here is a cybersecurity insurance
contract simulation algorithm with a k days
contract period. Cybersecurity insurance
contracts are short-term contracts, which
generally use quarterly to annual periods
with a k value ranging from 90-365 days.

ify #0;
ify=0.

3. Simulation and Analysis

We assume the insured company’s
network system is depicted in Fig. [l. The
network system of the insured company and
the loss model parameters are taken from
Xu and Hua Model [[15]:

(a;Bscicrscaswy)
=(2:4;1073;1077;5 - 10°; USD1000),

where @ and B are Beta distribution’s pa-
rameters. Also, the parameters for the pre-
mium calculation are assumed to be

(4;7)

The chosen v is positive because insurance
companies tend to avoid risks so they do not

(0.2;0.5) .
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5 10

Fig. 1. A company’s computer network system.

go bankrupt. We also assume that the in-
fection processes follow Lognormal distri-
butions [[13], and the parameters are

2 e 2y e 2
(/1170'1,/.12,0'2,[1\,,0",)

= (1.1094;1;0.1931; 1;-0.5; 1),  (3.1)

where p; and (712 represent Lognormal
distribution’s parameters for times-to-
infection from neighbors, uo and 0'22
represent Lognormal distribution’s param-
eters for times-to-infection from outside
the network, and u, and o2 represent
Lognormal distribution’s parameters for
recovery periods.

The adjacency matrix is formed

based on equation Eq. (2.1]), as:

SO HrHr OO OO oo

0 01 1.0 01 01
0 061 00 1 011
11 0 01 1 1 0 1
10 0 00 00 0O
0 01 000 010
A=l0 1. 1.0 0 0 0 1 0
101 0 0 0 O0 1 0
0100 1 1 1 0 0
111 0 0 0 0 0 O
10 0 00 0 0 1 0

3.1 Expected number of infections
The Clayton copula parameters are
assumed to be #; = 2, which represents
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a moderate positive dependence, and 62
20, which indicates a much stronger pos-
itive dependence, roughly ten times the
strength of the dependence compared to 6;.
Using Eq. (2.59), the Kendall’s Tau coeffi-
cients for the Clayton copula are

1 10
= |=,—]. 2
(11, 72) (2, 11) (3.2)
By substituting Eq. (8.2) to Eq. (2.6) and
Eq. (2.7), the Gumbel and Frank copula pa-

rameters are obtained as follows.

(€1;€0;01;02) = (2;11;5.7363;42.2883) .

This Monte Carlo simulation is run & =
3000 times with a contract period of k
365 days (1 year). When the contract starts,
all nodes are in a secure state. Simulations
are carried out to estimate the premium in
the first year. For the following year, pre-
mium calculation is based on historical data
in the previous year based on risk selection,
the amount of claims submitted by the in-
sured company, and the frequency of claims
occurring in one period.

Table B shows the mean and stan-
dard deviation of the number of infections
that occur for the Kendall’s Tau coefficient
T % The copula parameters are 6;
2 for the Clayton copula, € = 2 for the
Gumbel copula, and 6; = 5.7363 for the

Frank copula. In Fig. , node 3 is the

Table 2. Table of the number of infections for

the three copulas with 7 = 3.

Number of Infections N

Clayton (6, = 2) Gumbel (¢; =2)
E[N] 'Var(N) E[N] Var(N)
76.44 6.79 76.34 6.57
6.70
6.67
6.73
6.58
6.69
6.80
6.70
6.56
6.69

Frank (3, = 5.7363)
E[N] Var(N)
76.32 6.68

Node

76.37
76.59
76.16
76.29
76.57
76.39
76.56
76.36
76.19

76.44
76.52
76.25
76.44
76.40
76.46
76.34
76.41
76.34

6.64
6.76
6.80
6.74
6.72
6.82
6.86
6.74
6.91

76.33
76.56
76.21
76.55
76.38
76.34
76.38
76.37
76.33

6.63
6.89
6.82
6.74
6.66
6.70
6.83
6.78
6.60

o I N )

1S

node with most neighbors, whereas node 4
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is the node with least neighbors. Therefore,
the expected number of infections that oc-
cur at node 3 is the most compared to other
nodes, while the expected number of infec-
tions that occur at node 4 is the least com-
pared to other nodes. The number of in-
fections in the other nodes is between the
number of infections of these two particu-
lar nodes. As the Clayton copula has strong
lower tail dependence, nodes with fewer
neighbors might show higher infections be-
cause the infections at their few neighboring
nodes are more likely to be correlated, es-
pecially in the early stages. Meanwhile, the
Gumbel copula has strong upper tail depen-
dence. At first, the infection spreads slowly
across the network as it originates from an
external source. However, its spread picks
up pace as it reaches nodes with more neigh-
bors, which are considered high-risk nodes.
The infection then accelerates as it contin-
ues to affect other high-risk nodes. On the
other hand, due to the Frank copula not pri-
oritizing the lower or upper tails, the in-
fection spreads more evenly across the net-
work.

From Table P, E[N] for node 3 is
76.59 for simulation using Clayton copula,
76.52 using Gumbel copula, and 76.56 uses
Frank copula. This number means that from
the 3000 simulations, the expected num-
ber of infections that occurred at node 3 is
about 77 times for the three copulas. Ta-
ble B shows the number of infections, N, for
the Kendall’s Tau coefficient 79 = i—(l). The
copula parameters are 65 = 20 for the Clay-
ton copula, e = 11 for the Gumbel cop-
ula, and 69 = 42.2883 for the Frank copula.
From Table [§, as in Table [, the expected
number of infections that occur at node 3
is the most compared to other nodes, and
vice versa for node 4. In addition, when
compared with Table P, the change in the
Kendall’s Tau coefficient affects the num-
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Table 3. Table of the number of infections for

the three copulas with 79 = %.

Table 5. Table of the company’s losses for the
three copulas with 7, = 12

11°

Number of Infections N

Company’s Losses § (USD)

Clayton (62 = 20) Gumbel (e = 11) Frank (62 = 42.2883)

Node

Clayton (62 = 20) Gumbel (e = 11) Frank (62 = 42.2883)

Node

E[N] 'Var(N) E[N] Var(N) E[N] y/Var(N) E[S] Var(S) E[S] 'Var(S) E[S] Var(S)

1 76.36 6.71 76.44 6.72 76.54 6.73 1 25.53 2.77 25.53 2.69 25.43 2.72
2 76.28 6.66 76.48 6.67 76.43 6.80 2 25.46 2.72 25.45 2.68 25.53 2.78
3 76.54 6.93 76.54 6.74 76.63 6.80 3 25.62 2.82 25.59 2.78 25.56 2.78
4 76.02 6.76 76.24 6.68 76.20 6.73 4 25.36 2.74 25.19 2.70 25.21 2.73
5 76.05 6.70 76.34 6.79 76.33 6.74 5 25.37 2.73 25.55 2.73 25.47 2.72
6 76.41 6.77 76.50 6.77 76.37 6.80 6 25.50 2.76 25.52 2.70 25.55 2.83
7 76.32 6.72 76.41 6.83 76.43 6.65 7 25.47 2.75 25.54 2.73 25.52 2.67
8 76.41 6.87 76.50 6.90 76.36 6.68 8 25.49 2.83 25.54 2.78 25.49 2.72
9 76.50 6.66 76.39 6.78 76.27 6.68 9 25.52 2.71 25.50 2.77 25.46 2.72
10 76.28 6.79 76.20 6.83 76.36 6.72 10 25.43 2.77 25.46 2.76 25.52 2.68

System 254.75 6.42 254.86 6.33 254.74 6.28

ber of infections, although insignificantly.
The higher Kendall’s Tau coefficient causes
the times-to-infections for expected number
of infections for 5 = % is less than 11 = %
for most nodes.

3.2 Predicted losses

Next, the mean and standard de-
viation of the company’s losses for the
Kendall’s Tau coefficient 71 % is shown
at Table . The expected loss for node 3 is

Table 4. Table of the company’s losses for the
three copulas with 7 = 1

3"

Company’s Losses S (USD)
Clayton (6, = 2) Gumbel (e; =2)

Frank (5, = 5.7363)

Node E[S] Var(s) B[S Nar(s)  EIS]
1 %5.57 275 2549 270 25.41 )
2 25.52 272 25.51 2.70 25.46 2,69
3 25.65 2,68 25.64 2,69 25.59 2,80
1 25.22 2.76 2528 2.77 25.40 2.74
5 25.46 267 25.49 274 25.5 276
6 25.52 2.72 25.47 2.70 25.51 2.69
7 25.50 274 25.57 273 25.44 273
8 25.60 2.74 25.50 2.78 25.48 2.79
9 25.48 2,66 25.52 270 25.48 2.79
10 25.43 2.72 25.49 2.85 25.43 2.65
System 954,03 6.27 25194 6.3 25182 6.40

higher than for other nodes, and vice versa
for node 4. From this, it can be concluded
that the dependency effect also affects the
cumulative loss. Table [ shows the com-
pany’s losses (S) for the Kendall’s Tau co-
efficient 1 %. As in Table E], the ex-
pected loss for node 3 is higher than for
other nodes, and vice versa for node 4. In
addition, when compared with Table [, the
higher Kendall’s Tau coefficient causes an
insignificant decrease in expected loss for
most nodes. However, this is not the case
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for node 4 as it is the only node with the
least number of neighboring nodes.

By comparing Tables } and [, it is
observed that the connection between in-
fection processes impacts how an infection
spreads and the losses it causes. A higher
Kendall’s Tau coefficient means stronger
positive dependence between infection pro-
cesses between nodes [[15]. This implies
that the waiting time to infection increases,
resulting in fewer nodes being infected
within the contract period. Fewer nodes in-
fected naturally leads to lower losses.

3.3 Estimation of premium charges

The premiums are calculated based
on two principles: P; for the standard de-
viation principle and P for the exponential
utility principle for the Kendall’s Tau co-
efficient 11 = From Table E, the esti-

3-

Table 6. Table of premium charge for the three
copulas with 7y = 3.

Clayton (6 = 2) Gumbel (€ = 2) Frank (61 = 5.7363)

Node  —5 77SD) ~ Pa(USD) Pi(USD) P3(USD) PL(USD) P,(USD)
1 26.12 2750 2603 2751 2598 2740
2 26.06 2738 26.05 2743 2599 27.33
3 26.18 2760 2618 215  27.65
4 2577 2717 2583 2724 2595 2725
5 25.99 2731 26.03 2748 2614 27.60
6 26.06 2749 2601 27.42 205 2738
7 2604 2745 2611 2753 2598 2145
8 26.15 27.61 2605 27.60 2604 2751
9 26.01 2727 26.06 2737 2604 27.44
1 2597 2743 2606 2756 2596  27.20

System 25618 26438 25621 20654 25609 26434

mated premiums for node 3 is more expen-
sive than for other nodes, and vice versa for
node 4. Therefore, it is concluded that the
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positive dependence also insignificantly af-
fects the premium charge. In the next table,
we compare estimated premiums P and Py
for the Kendall’s Tau coefficient 1o %.
From Table [f, the estimated premiums for

Table 7. Table of premium charge for the three
copulas with 7, = 10

11°

Clayton (62 = 20) Gumbel (e = 11) Frank (62 = 42.2883)
P1(USD) P,(USD) P(USD) P,(USD) P(USD) Py(USD)
1 26.08 27.42 26.06 27.35 25.97 27.43
26.01 27.39 25.98 27.39 26.08 27.53
26.18 27.67 26.14 27.66 26.11 27.57
25.90 27.11 25.73 27.22 25.76 27.32
25.92 27.30 26.09 27.43 26.01 27.55
26.05 27.51 26.06 27.42 26.11 27.49
26.02 27.49 26.09 27.52 26.05 27.33
26.05 27.64 26.10 27.51 26.04 27.38

9 26.07 27.41 26.06 27.65 26.01 27.40

10 25.99 27.61 26.02 27.47 26.06 27.42

System 256.03 264.29 256.13 265.60 255.99 264.29

Node

[ RN I N )

node 3 are more expensive than for other
nodes, and vice versa for node 4. In ad-
dition, when compared with Table [, the
higher Kendall’s Tau coefficient causes an
insignificant decrease in estimated premi-
ums most nodes.

Furthermore, in Tables [f and [], the
infection times modeled using the Gumbel
copula resulted in higher premium charge
than the other two copulas, calculated by
both principles, even though the differences
are not material. Therefore, the infection
times in the first year contract is modeled
using the Gumbel copula. After a year, con-
sidering the actual number of infections and
the actual loss, the insurance company gets
to decide whether or not to lower the pre-
mium. If the insurance company chooses
to lower the premium, the infection process
is modeled using the Clayton or Frank cop-
ula for the following year. The selection of
the Archimedean copula which tends to pro-
duce the highest premium charge is based
on the possibility that the insured company
is more interested in extending the policy
contract with the same or cheaper value.
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3.4 Analysis of changes in infection time
between neighboring nodes

The effects of the changes in infec-
tion process between nodes within the in-
ternal system, denoted by parameter u, are
also analyzed. Initially, due to the assump-
tion of infection processes follow the Log-
normal distributions with the w; and 0'12 pa-
rameters from Eq. (B.1)), the expected time
for node j to infect node v, denoted by
E[Y,, ;] withv,j € {1,2,...,10};v # j.

5.

0_2
E[Y,,;] = exp |1 + 71

Therefore, the expected infection time is
halved and doubled to examine its impact
on the simulation. Specifically, in the first
simulation, E[Y, ;] = 2.5, and in the sec-
ond simulation, E[Y, ;] = 10. The result-
ing parameter sets, incorporating the new
w1 values while keeping o2, ua, 03, pty, 02
constant, are

(/Jl; 0% p2; 05 s Cff)
—~ (0.4163:1;0.1931:1; =0.5; 1),

and

(M1;0'12;ll2;0'22,/1v;0'v2)
= (1.8026;1;0.1931;1;-0.5;1) .

The following table shows the percentage
of changes of the expected number of infec-
tions, E[ N], by calculating:

Change = Final value — Initial value,

Change

%Change = x 100%,

Initial value
using the initial values from Table P and the
final values from the simulations based on
the new set of parameters with Kendall’s
Tau coefficient of 71 = % From Table §, a
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Table 8. Table of percentage of changes of the
expected number of infections.

Table 9. Table of percentage of changes of ex-
pected loss.

Percentage of Changes of the Expected Number of Infections E[N] (%)

Percentage of Changes of Expected Loss E[S] (%)

Node 1 = 04163 11 = 1.8026 Node 1 = 04163 11 = 1.8026
Clayton Gumbel Frank Clayton Gumbel Frank Clayton Gumbel Frank Clayton Gumbel Frank
1 -0.61 -0.48 -0.38 -0.09 0.13 0.33 1 -0.65 -0.30 0.04 -0.25 0.11 0.49
2 -1.68 -0.51 -0.39 0.29 -0.07 0.07 2 —-0.26 -0.35 -0.31 0.09 -0.18 -0.02
3 -0.37 -0.34 —0.54 -0.13 0.27 0.25 3 —0.48 -0.33 —0.54 -0.07 0.24 0.07
4 -0.08 —-0.62 -0.18 0.38 0.20 0.30 4 —-0.04 —-0.61 —-0.14 0.31 0.07 0.25
5 -0.29 —-0.58 -1.07 0.19 0.05 -0.09 5 -0.15 -0.45 -1.05 0.23 0.25 -0.13
6 —-0.86 -0.32 —-0.68 -0.02 0.31 0.22 6 —-0.63 -0.28 -0.72 0.23 0.61 0.24
7 0.71 -0.67 -0.75 0.06 -0.03 0.15 7 -0.34 —-0.85 -0.59 0.21 -0.06 0.19
8 —-0.62 -0.40 -0.58 -0.13 0.02 -0.05 8 —-0.54 -0.49 -0.48 -0.18 -0.25 0.07
9 -0.34 -0.53 -0.37 -0.11 0.17 0.07 9 —-0.26 -0.50 -0.09 0.13 0.09 0.30
10 —0.51 —-0.58 —0.44 0.17 0.19 0.14 10 -0.39 —-0.51 —-0.51 0.08 0.25 0.25
System —0.37 -0.47 —0.44 0.08 0.11 0.17

decrease in y; causes a decrease in the ex-
0.17% for the Frank copula. From the

pected number of infections which can be
seen from the percentage of changes that are
negative, while an increase in u; causes an
increase in the expected number of infec-
tions which can be seen from the percentage
of changes that are positive. When p; is de-
creased, the overall expected number of in-
fections decreased by 0.46% for the Clayton
copula, 0.50% for the Gumbel copula, and
0.54% for the Frank copula. On the other
hand, when u; is increased, the overall ex-
pected number of infections increased by
0.06% for the Clayton copula, 0.12% for the
Gumbel copula, and 0.14% for the Frank
copula. From the small percentage values,
we conclude that the changes in y; does not
affect the expected number of infections. In
the next table, we observe the changes in 1
also affects the expected loss.

From Table [, a decrease in u; also
causes a decrease in the expected loss which
can be seen from the percentage of changes
that are negative, and vice versa for an in-
crease in p;. When y; is decreased, the
network system’s expected loss decreased
by 0.37% for the Clayton copula, 17.75%
for the Gumbel copula, and 0.47% for the
Frank copula.

On the other hand, when u; is in-
creased, the network system’s expected loss
increased by 0.08% for the Clayton cop-
ula, 0.11% for the Gumbel copula, and
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small percentage values, we conclude that
the changes in u; does not affect the ex-
pected loss. Next, we investigate whether
the changes in u; also affects the estimated
premium using the standard deviation prin-
ciple. From Table [I0, a decrease in s

Table 10. Table of percentage of changes of
premium P;.

Percentage of Changes of Py (%)

Node 1 = 04163 11 = 1.8026
Clayton Gumbel Frank Clayton Gumbel Frank

1 —0.66 -0.21 0.08 -0.24 0.13 0.49

2 -0.27 -0.30 -0.31 0.07 -0.17 0.03

3 —0.44 -0.28 —0.54 —0.04 0.26 0.00

4 —-0.04 -0.62 -0.12 0.26 0.04 0.29

5 -0.07 -0.42 -1.02 0.27 0.23 -0.15
6 —-0.60 -0.26 -0.70 0.24 0.60 0.27

7 -0.33 —-0.83 -0.58 0.21 -0.02 0.14
8 —0.56 -0.52 -0.52 -0.14 -0.28 0.03
9 -0.19 -0.49 -0.11 0.17 0.15 0.24
10 —0.34 —0.58 —0.41 0.07 0.19 0.27
System 0,37 —-0.46 —0.43 0.09 0.12 0.17

also causes a decrease in the estimated pre-
mium using the standard deviation princi-
ple which can be seen from the percentage
of changes that are negative, and vice versa
for an increase in u;. When u; is decreased,
the premium charge decreased by 0.37% for
the Clayton copula, 0.46% for the Gumbel
copula, and 0.43% for the Frank copula.
On the other hand, when u; is increased,
the premium charge increased by 0.09% for
the Clayton copula, 0.12% for the Gum-
bel copula, and 0.17% for the Frank cop-
ula. From the small percentage values, the
changes in 1 does not affect the estimated
premium using the standard deviation prin-
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ciple. Lastly, we will see if the changes in
uy also affects the estimated premium using
the exponential utility principle.

Table 11. Table of percentage of changes of pre-
mium Ps.

Percentage of Changes of P (%)

Node 11 = 04163 11 = 1.8026

Clayton ~ Gumbel Frank Clayton ~ Gumbel Frank
1 —-0.68 -0.17 0.55 -0.12 0.22 0.24
2 -0.35 0.15 0.06 0.52 0.54 0.47
3 0.01 -0.02 -0.60 0.56 111 —-0.36
4 0.11 —-0.39 0.29 0.37 0.06 0.59
5 0.21 -0.13 -0.74 0.56 0.38 -0.38
6 —0.58 —-0.64 -0.72 0.10 0.37 0.96
7 -0.09 -1.08 -0.95 0.40 0.35 -0.33
8 -0.70 -1.14 -0.63 —0.06 -0.66 -0.37
9 0.14 -0.36 0.12 0.70 0.36 0.08
10 0.27 -0.77 0.15 —-0.32 —-0.06 0.45

System —0,46 -0.72 —0.43 0.15 0.25 0.17

From Table , a decrease in u; also causes
a decrease in the estimated premium using
the exponential utility principle which can
be seen from the percentage of changes that
are negative, and vice versa for an increase
in u1. When y; is decreased, the premium
charge decreased by 0.46% for the Clayton
copula, 0.72% for the Gumbel copula, dan
0.43% for the Frank copula. On contrary,
when i is increased, the premium charge
increased by 0.15% for the Clayton copula,
0.25% for the Gumbel copula, and 0.17%
for the Frank copula. Due to the small per-
centage values, the changes in y; does not
affect the estimated premium using the ex-
ponential utility principle.

4. Conclusion

When taking dependencies into ac-
count in the cybersecurity insurance model,
nodes (representing devices) which con-
nected with a number of nodes are more
likely to be infected than a node connected
with fewer number of nodes. Also, an in-
crease in Kendall’s tau coefficient causes
a decrease in number of infections, losses,
and premium charge insignificantly. Mod-
eling infection times between nodes using
Gumbel copula function generates higher
premiums than other copula functions (even
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though the differences are not material), so
it is better to use Gumbel copula function
for modeling cybersecurity insurance in the
first contract period because insured com-
panies will be more interested in extend-
ing the contract if the next year’s premium
charge less than or equal to previous year’s
premium. In addition, changes in param-
eter of times-to-infections from neighbors
does not affect expected number of infec-
tions, expected losses, and premium charge.
For further research, we sug-
gest to use copula types other than the
Archimedean class to model the depen-
dence between nodes. Besides that, we also
suggest to analyze the sensitivity of the
simulation results and charged premiums.
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