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ABSTRACT
Cybersecurity systems face significant challenges in intrusion detection due to high

false alarm rates and the inability to accurately detect evolving attack patterns in large-scale
network traffic. To address this problem, this paper proposes an Optimal Intrusion Detection
System for Cybersecurity (OIDS-CS) based on a hybrid artificial intelligence framework.
The proposed OIDS-CS framework for DDoS detection consists of three main stages: pre-
processing, feature selection, and intrusion detection and classification. In the preprocessing
stage, the network traffic data are cleaned to remove noise and redundancy, improving the
quality of the input for subsequent analysis. In the feature selection stage, the extracted
features are optimized using the Improved Buzzard Optimization (IBO) algorithm, which
minimizes correlation among features and ensures that only the most significant and dis-
criminative features are retained for DDoS detection. Finally, the Residual Artificial Neural
Network (RANN) is employed for intrusion detection and classification. The optimized fea-
tures are used as input to the RANN, which predicts whether a DDoS attack is present or
not. The outputs are classified into two categories: DDoS present or DDoS not present. This
structured approach not only reduces computational complexity but also improves detection
accuracy and robustness against evolving DDoS attack patterns.

Keywords: Cyber security; Classification; DDoS; Detection; IDS; Intrusion

1. Introduction
In internet-connected systems, cy-

bersecurity refers to the set of practices

and technologies used to protect hardware,
software, networks, and data from cyberat-
tacks, damage, or unauthorized access. It
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focuses on safeguarding electronic systems
and digital information against threats such
as hacking, malware, viruses, and other ma-
licious activities [1]. Cybersecurity also ad-
dresses privacy and confidentiality issues
arising from the extensive use of digital
technologies and online platforms. In to-
day’s digital era, the rapid growth of inter-
net usage and interconnected systems has
significantly increased the frequency and
sophistication of cyberattacks and cyber-
crime [2].

Cybersecurity plays a vital role in
protecting sensitive and personal informa-
tion, including financial records, personal
identities, and confidential business data,
from unauthorized access, theft, or misuse.
Moreover, it helps secure critical infrastruc-
ture such as power grids, transportation sys-
tems, and communication networks against
cyber threats that may cause service disrup-
tion or physical damage [3]. Overall, cy-
bersecurity is essential to ensure the confi-
dentiality, integrity, and availability (CIA)
of information and systems in the presence
of evolving cyber threats.

Network security is a crucial subdo-
main of cybersecurity that focuses on pro-
tecting an organization’s information tech-
nology (IT) infrastructure and communi-
cation networks from unauthorized access,
misuse, damage, or disruption. It involves
the implementation of technical and admin-
istrative controls to prevent unauthorized
modification, disclosure, or destruction of
data and network resources. The primary
objective of network security is to preserve
the confidentiality, integrity, and availabil-
ity of organizational data while ensuring the
privacy and protection of legitimate users.

Intrusion in computer networks
refers to unauthorized access or malicious
activities performed within a network envi-
ronment [4]. Attackers may exploit various

techniques such as hacking, phishing,
malware injection, or social engineering
to compromise network security. Net-
work intrusions can result in data loss,
service disruption, system compromise,
or unauthorized disclosure of sensitive
information. Therefore, continuous moni-
toring and robust security mechanisms are
required to detect and prevent intrusion
attempts effectively [5].

A distributed denial-of-service
(DDoS) attack is a severe form of cy-
berattack aimed at disrupting the normal
operation of a network, server, or appli-
cation by overwhelming it with a massive
volume of traffic [6]. This malicious
traffic is typically generated using a large
number of compromised systems, com-
monly referred to as a botnet, with the
intention of exhausting network or system
resources and denying service to legitimate
users [7]. DDoS attacks can severely
impact organizational operations, causing
financial losses, reputational damage, and
service outages, making them a critical
cybersecurity concern [8].

Several approaches have been pro-
posed for detecting DDoS attacks, includ-
ing traffic analysis, packet inspection, be-
havioral analysis, signature-based detec-
tion, rate-limiting techniques, and artifi-
cial intelligence (AI) and machine learning-
based methods [9]. Combining multiple
detection strategies often improves detec-
tion accuracy and robustness [10]. How-
ever, many existing approaches suffer from
limitations such as high false-positive rates,
scalability issues, evasion by sophisticated
attacks, increased complexity, and limited
visibility in large-scale networks.

Intrusion Detection Systems (IDS)
[11]–[13] are widely used security mecha-
nisms designed to identify unauthorized ac-
cess, misuse, or malicious activities in com-
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puter systems and networks. IDS monitors
network traffic, system logs, and other rele-
vant data sources to detect abnormal or sus-
picious behavior. IDS can be classified as
host-based or network-based, and as rule-
based or anomaly-based systems. In re-
cent studies, IDS have been employed ex-
tensively for detecting DDoS attacks and
other network intrusions.

Several intelligent and hybrid intru-
sion detection approaches have been re-
ported in the literature to mitigate DDoS
attacks. For example, fuzzy logic and
Q-learning–based IDS frameworks provide
adaptive decision-making capabilities but
often suffer from increased computational
complexity and limited scalability in large-
scale networks [14]. Automated security ar-
chitectures improve responsiveness; how-
ever, they rely heavily on predefined poli-
cies and lack robustness against evolving at-
tack patterns [15]. Feature ranking and cu-
mulative ranking algorithms enhance cost-
effective traffic classification, but their per-
formance degrades when handling high-
dimensional or imbalanced datasets [16,
17]. Self-adaptive detection techniques
such as MM-CUSUM support protocol-
independent DDoS detection, yet they are
sensitive to threshold selection and may
generate higher false alarms under dy-
namic traffic conditions [18]. Endpoint
optimization-based SON solutions focus
on source-side mitigation of flooding at-
tacks; however, their effectiveness is lim-
ited in distributed environments and they
require extensive coordination among net-
work nodes [19]. Similarly, bio-inspired
anomaly-based approaches like BIFAD en-
able early detection of application-layer
DDoS attacks, but they depend on hand-
crafted features and exhibit reduced gener-
alization capability under diverse and large-
scale attack scenarios [20]. These limi-

tations motivate the need for a more ro-
bust, scalable, and feature-optimized intru-
sion detection framework, which the pro-
posed approach aims to address.

Our contributions. For further en-
hancement in cyber security, efficient op-
timal IDS technique is proposed for cyber
security using hybrid artificial intelligent
technique (OIDS-CS).

1. An improved buzzard optimization
(IBO) algorithm is used for feature
optimization which selects the opti-
mal best features to reduce the data
dimensionality issues.

2. Residual artificial neural network
(RANN) is introduced for the in-
trusion detection and classification
which present in the given traffic
traces.

3. Our proposed OIDS-CS technique
is validated by using the benchmark
datasets, such as DARPA1998,
DARPA LLS DDoS-1.0, CI-
CIDS2017, NSL-KDD, and KDD
cup, and the simulation results com-
pared with existing IDS systems to
validate the performance of proposed
OIDS-CS technique.

The remainder of this paper is orga-
nized as follows. Section II reviews related
IDS techniques for DDoS attack detection.
Section III describes the problem formula-
tion and system design. Section IV presents
the proposed OIDS-CS methodology. Sec-
tion V discusses the experimental results
and comparative analysis. Finally, Section
VI concludes the paper and outlines future
research directions.

2. Related Works
Recent studies have explored var-

ious IDS techniques for detecting Dis-
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tributed Denial of Service (DDoS) attacks
using machine learning, deep learning, and
optimization-based approaches. Hezavehi
et al. [21] introduced anomaly-based IDS
using a third-party auditor for cloud en-
vironments, achieving low computational
overhead and fast response time; however,
its dependence on external auditors’ limits
scalability. Dasari et al. [22] proposed a
meta-heuristic association scalewith a drift-
based ensemble classifier to handle feature
deviation in large-scale transactions, but
threshold selection remains sensitive to data
distribution changes. Daneshgadeh et al.
[23] developed an online DDoS detection
framework using statistical tests and kernel-
based learning, which effectively detects
zero-day attacks, though itsmulti-stage pro-
cessing increases computational complex-
ity.

Bhandari et al. [24] presented a D-
CAD framework deployed at the ISP level,
combining entropy and divergence mea-
sures to distinguish malicious traffic, but its
performance is constrained to SDN-based
environments. Gupta et al. [25] proposed a
two-layer LSTM-based IDS with improved
attack classification accuracy; nevertheless,
the use of oversampling increases training
time. Kushwah et al. [26] introduced a SaE-
ELM-based detection system optimized to
mitigate overfitting, achieving high accu-
racy across multiple datasets, though its
generalization to real-time traffic remains
unverified. Cil et al. [27] applied deep
neural networks for DDoS detection and
achieved high accuracy on CICDDoS2019,
but classification performance degraded for
minority attack classes.

Nascimento et al. [28] proposed a
non-intrusive DDoS detection approach us-
ing hardware performance counters, reduc-
ing reliance on external datasets, yet its ap-
plicability is limited to enterprise server en-

vironments. Correa et al. [29] evaluated
machine learning-based DDoS detection in
cloud–edge–fog environments and demon-
strated better performance than signature-
based IDS, though accuracy remained mod-
erate under bandwidth constraints. Almi-
ani et al. [30] introduced a Kalman back-
propagation neural network for IoT-based
5G networks, achieving low false alarm
rates; however, its adaptability to rapidly
evolving attack patterns is limited.

Although existing IDS approaches
demonstrate promising performance, most
suffer from high false alarm rates, scala-
bility issues, dataset dependency, or lim-
ited adaptability to evolving DDoS attacks.
These limitations motivate the development
of a robust, optimized, and scalable IDS
framework capable of improving detection
accuracy while reducing false positives and
computational overhead.

3. ProblemMethodology and System
Architecture
3.1 Problem methodology

Recent studies, such as Dora et al.
[31], have demonstrated that hybrid deep
learning models combined with optimiza-
tion algorithms can improve DDoS de-
tection accuracy. Their CP-GWO-based
CNN–OLSTM framework effectively se-
lects optimal features and mitigates overfit-
ting, achieving notable performance gains
on benchmark datasets. However, such
approaches remain limited by centralized
training, high false alarm rates, restricted
adaptability to evolving attack patterns,
and scalability issues when handling high-
dimensional and large-scale network traf-
fic.

In general, existing intrusion detec-
tion systems (IDS) for DDoS attacks suffer
from several key limitations: (i) high false
positive and false negative rates, (ii) re-
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liance on hand-crafted or static feature sets,
(iii) overfitting caused by high data dimen-
sionality, (iv) limited capability to adapt to
new and unseen attack behaviors, and (v)
high computational overhead that restricts
scalability in real-time and large-scale net-
work environments. Moreover, most ex-
isting methods are trained in a centralized
manner, making them unsuitable for dis-
tributed or privacy-sensitive environments.

To overcome these limitations, this
work proposes an Optimal Intrusion Detec-
tion System for Cybersecurity (OIDS-CS)
that differs from existing approaches in the
following aspects. First, the data are pre-
processed to remove noise and redundant
features, which helps improve model train-
ing and reduces overfitting. Second, an
improved buzzard optimization (IBO) al-
gorithm is introduced for feature optimiza-
tion, which effectively reduces dimension-
ality while minimizing overfitting and com-
putational cost. Third, a Residual Arti-
ficial Neural Network (RANN) is utilized
for intrusion detection and classification,
enabling deeper feature learning and im-
proved detection of complex and evolving
DDoS attack patterns. Unlike conventional
IDS models, the proposed OIDS-CS frame-
work is designed to adapt automatically to
changing traffic trends and handle multiple
subclasses of DDoS attacks with enhanced
accuracy and robustness.

Based on these motivations, the main
objectives of the proposed OIDS-CS frame-
work are summarized as follows:

• To develop a real-timemalicious traf-
fic prediction model capable of dis-
tinguishing normal and abnormal net-
work behavior.

• To improve DDoS detection accu-
racy using a hybrid deep learning and
optimization-based framework.

• To enable adaptive learning for
evolving network traffic and attack
patterns.

• To validate the proposed model
across multiple subclasses of DDoS
attacks.

• To evaluate the effectiveness of the
proposed system using comprehen-
sive error and quality performance
metrics.

3.2 System architecture of proposed
OIDS-CS technique

The proposed OIDS-CS technique
consists of a set of processes, which are
described in Fig. 1. Initially, various
datasets related to DDoS attacks are col-
lected, including DARPA1998, KDD cup,
CICID2017, NSL-KDD, and DARPA LLS
DDoS-1.0. After the data collection pro-
cess, pre-processing is applied. The pre-
processing, which includes data cleaning,
data normalization, and data integration to
deal with missing or irrelevant data, is
performed on the collected network traf-
fic traces. An improved bat optimization
(IBO) algorithm is used to select the opti-
mal features from the input. An IBO algo-
rithm is responsible for data dimensionality
reduction and solves the over-fitting prob-
lems with the help of standard feature opti-
mization. The selected features are trained
with the help of a standard layer architec-
ture in the IDS scheme; here, we need a
proper neural network to detect and classify
the exact status of the DDoS class. Here, we
utilized the Recurrent Artificial Neural Net-
work (RANN) for the detection and classi-
fication of DDoS attacks in the given traf-
fic flow. The selected optimal features are
used as inputs to the RANN to train either
”DDoS present” or ”DDoS not present” will
appear on the network’s output.
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Fig. 1. System architecture of proposed OIDS-CS.

4. Proposed Methodology
The proposed OIDS-CS framework

for DDoS detection consists of three main
stages: preprocessing, feature selection,
and intrusion detection and classification.
In the preprocessing stage, the network traf-
fic data are cleaned to remove noise and
redundancy, improving the quality of the
input for subsequent analysis. In the fea-
ture selection stage, the extracted features
are optimized using the Improved Buzzard
Optimization (IBO) algorithm, which min-
imizes correlation among features and en-
sures that only the most significant and dis-
criminative features are retained for DDoS
detection. Finally, the Residual Artifi-
cial Neural Network (RANN) is employed

for intrusion detection and classification.
The optimized features are used as input
to the RANN, which predicts whether a
DDoS attack is present or not. The outputs
are classified into two categories: DDoS
present or DDoS not present. This struc-
tured approach not only reduces computa-
tional complexity but also improves detec-
tion accuracy and robustness against evolv-
ing DDoS attack patterns.

4.1 Pre-processing
Preprocessing is a critical step in net-

work traffic classification, as it ensures that
raw data is cleaned, normalized, and trans-
formed into a suitable format for deep learn-
ing models. Proper preprocessing improves
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model performance by reducing noise, han-
dlingmissing values, and standardizing fea-
ture representations. During preprocess-
ing, the network traffic features are first
transformed using one-hot encoding and
then normalized to ensure consistent feature
scaling. Before pre-processing, the CIC-
IDS2017 dataset is divided into three mutu-
ally exclusive subsets: training, validation,
and testing. Specifically, 70% of the data
is used for training, 15% for validation, and
the remaining 15% for testing. The training
set is utilized to learn the model parameters,
while the validation set is employed for hy-
perparameter tuning and to prevent overfit-
ting. The test set is reserved exclusively for
final performance evaluation and is not used
during model training or optimization. This
data partitioning strategy ensures an unbi-
ased assessment of the proposed intrusion
detection framework.

4.1.1 One-hot processing
The dataset contains three symbolic

data types: flag, service, and protocol type.
These features are mapped into binary vec-
tors using one-hot encoding. The CIC-
IDS- 2017 dataset is transformed using the
one-hot encoding technique to convert nu-
merical features into symbolic characteris-
tics. For example, the second feature of the
CIC-IDS-2017 dataset sample represents a
protocol type. A type may consist of one
of three: tcp, udp, or icmp. The one-
hot encoding method converts categorical
data into binary vector representations that
a computer can handle, with TCP encoded
as [1,0,0], UDP as [0,1,0], and ICMP as
[0,0,1].

4.1.2 Resampling
To address the class imbalance

present in the CIC-IDS2017 dataset, a
data balancing strategy is applied during
preprocessing. Minority attack samples are

augmented using oversampling techniques
to ensure a more balanced class distri-
bution, thereby preventing bias toward
majority classes during model training.

4.1.3 Normalization processing
The original data’s value might be

excessively high, which results in issues
like ”large numbers to eat decimals,” un-
even weights, and data processing failures,
among others. We utilize a common Scaler
for classifying ongoing data into the [0, 1]
range. Normalization removes any effect of
the unit of measurement during practice, in-
creasing the reliance of the outcome on the
fundamental components of the data. The
equation is shown in Eq. (2.1).

𝐴𝑛𝑒𝑤 =
𝐴𝑐𝑢𝑟𝑟𝑒𝑛𝑡 − 𝐴𝑚𝑖𝑛

𝐴𝑚𝑎𝑥
, (4.1)

where 𝐴𝑛𝑒𝑤 represents the Normalized fea-
ture, 𝐴𝑐𝑢𝑟𝑟𝑒𝑛𝑡 represents the Current fea-
ture, 𝐴𝑚𝑖𝑛 represents the lowest possible
value feature for the relevant section and
𝐴𝑚𝑎𝑥 represents the highest possible value
feature for the relevant section.

4.2 Feature selection using the Im-
proved Buzzard Optimization algorithm

Feature selection plays a crucial role
in improving detection accuracy by reduc-
ing data dimensionality, minimizing over-
fitting, and enhancing model interpretabil-
ity. In this work, feature selection is per-
formed to identify the most discriminative
features for effective DDoS attack detec-
tion.

An Improved Buzzard Optimization
(IBO) algorithm is employed to select op-
timal features from the input dataset. Buz-
zard Optimization is a swarm intelligence–
based algorithm inspired by the collective
food-searching behavior of birds, where
candidate solutions iteratively update their
positions based on individual and global
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best solutions. To enhance convergence
efficiency and solution quality, the pro-
posed IBO introduces an improved bal-
ance between exploration and exploita-
tion, enabling faster convergence and better
search capability in high-dimensional fea-
ture spaces.

The IBO-based feature optimization
effectively selects salient feature points by
evaluating detector responses using a mov-
ing window mechanism, while maintain-
ing invariance to scale, rotation, and affine
transformations. This optimized feature
subset significantly reduces computational
complexity and improves the performance
of the subsequent intrusion detection and
classification stages. The conventional
nonlinear diffusion is characterized as,

𝜕𝑙

𝜕𝑠
= 𝐷𝑖𝑣(𝐶 (𝑦, 𝑥, 𝑠),∇𝑙). (4.2)

The conductivity, divergence denotes
as 𝐶 and 𝐷𝑖𝑣, respectively.

4.3 Solution initialization
Solution initialization is an important

process in all optimization algorithms. In
this stage, the input features are treated as
candidate solutions. The search space is as-
sumed to be large and is represented in a
D-dimensional space. Accordingly, the po-
sition vector of the 𝑗-th particle in the D-
dimensional search space is defined as fol-
lows:

𝑙 𝑗 = (𝐿 𝑗1, 𝐿 𝑗2, 𝐿 𝑗3, ..., 𝐿 𝑗𝐷). (4.3)

The ability vector known as the C-
vector is made up of the ability to taste and
smell particles. The 𝐶 𝑗 a definition of the
j-th particle’s vector:

𝐶 𝑗 = (𝐶 𝑗1, 𝐶 𝑗2, 𝐶 𝑗3, ..., 𝐶 𝑗𝐷). (4.4)

The following 𝐶∗
ℎ,𝑏𝑒𝑠𝑡 is a definition

of the ideal position for the 𝑖 particle:

𝐶∗
𝑗 ,𝑏𝑒𝑠𝑡 = (𝐶∗

𝑗1, 𝐶
∗
𝑗2, 𝐶

∗
𝑗3, ..., 𝐶

∗
𝑗𝑑). (4.5)

The position that is best throughout
the particle is𝐶∗

ℎ,𝑏𝑒𝑠𝑡 ; which appears as fol-
lows:

𝐶∗
ℎ,𝑏𝑒𝑠𝑡 = (𝐶∗

ℎ1, 𝐶
∗
ℎ2, 𝐶

∗
ℎ3, ..., 𝐶

∗
ℎ𝑑). (4.6)

The new position updating process
considers several iterations to reach the op-
timal solution, in the initial iteration (S = 1)
to obtain the optimal position for all parti-
cles.

𝐶∗
𝑗 ,𝑏𝑒𝑠𝑡 = 𝑙 𝑗 (𝑠) 𝑗 = 1, 2, 3, ..., 𝐷. (4.7)

Fitness calculation: Following the
initialization step, the proposed IBO algo-
rithm evaluates the quality of all candidate
solutions. Each generated solution is sub-
jected to a fitness evaluation process, where
the fitness value is computed based on the
classification accuracy achieved by the cor-
respondingmodel. Higher classification ac-
curacy indicates better fitness of the solu-
tion. Accordingly, the fitness function used
in the IBO framework is defined as follows:

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 = Max(𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦). (4.8)

4.4 Updating process
After fitness calculation, we update

the solution using IBO operations. Two
numbers, rand1 and rand2, are chosen at
random with a uniform distribution and a
value between 0 and 1. 𝐶 𝑗 (𝑠 − 1) denotes
the optimal solution for the vector to desire
termination and 𝐿 𝑗 (𝑠 − 1) in iteration (s 1),
is the Position vector. The following equa-
tion is used to update each particle’s ability
vector.

𝐶1(𝑠) =𝛼1𝑐(𝑠 − 1)
+ 𝛼∗2𝑟𝑎𝑛𝑑∗(𝐶∗

𝑗 ,𝑏𝑒𝑠𝑡 − 𝐿 𝑗 (𝑠 − 1)),
(4.9)

where 𝐶1(𝑠) by considering the problem,
𝛼1, 𝛼2, 𝛽, 𝛾 are experimentally determined.
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The 𝛼1, 𝛼2, 𝛽, 𝛾. Taking into account the is-
sue, experimental methods are used to de-
termine coefficients. However, in general,
1 ought to be less than one due to the di-
vergence and constant increase in 𝐶 (𝑠) at
higher values. Also, keep in mind that, al-
though theoretically, we compute the next
step solution through the following rule of
zero eliminated condition with 𝐶 (𝑠) fluc-
tuation. Problems will arise if the coeffi-
cient’s small value (1) is chosen due to the
fact that utilizing large values for these two
coefficients causes the particle to sharply
deviate from its own path; therefore, they
should not be considered to be very large.
A threshold for ability is calculated with the
help of the following sigmoidal function:

𝑇 (𝑐 𝑗 (𝑠) =
1

1 + 𝑒𝑥𝑝(−𝐶 𝑗 (𝑠))
. (4.10)

Lastly, the following could be used to
determine each particle’s binary position:

𝑙 𝑗 (𝑠) =
{

1, if 𝜌 𝑗 < 𝑡 (𝑐 𝑗 (𝑠));
0, if 𝜌 𝑗 ≥ 𝑡 (𝑐 𝑗 (𝑠)),

(4.11)

where, 𝜌 𝑗 is fixed as a common value
within the limit of 0 to 1. The proposed
IBO algorithm selects the optimal features
for a better detection rate. Those selected
features have been verified through the pre-
validation process, which is done by the
classifier. The particle’s length, which is a
random binary value, is the maximum num-
ber of features. Algorithm 2 describes the
working process of feature optimization us-
ing IBO.
Algorithm 2: Feature optimization using
IBO.

Input : Extracted features, termination condition
Output: Optimal selected features
1. Initialize the random population
2. Define standard nonlinear diffusion

𝜕𝑙
𝜕𝑠 = 𝐷𝑖𝑣 (𝐶 (𝑦, 𝑥, 𝑠) , ∇𝑙) .

3. Define 𝐶 𝑗 vector of the 𝑗-th particle
C 𝑗 = (𝐶 𝑗1, 𝐶 𝑗2, 𝐶 𝑗3, ..., 𝐶 𝑗𝐷 )

4. If 𝑗 = 0 and 𝑖 = 1
5. Compute optimal solution to update the 𝑖 particle is

𝐶∗
𝑗,𝑏𝑒𝑠𝑡 = (𝐶∗

𝑗1, 𝐶
∗
𝑗2, 𝐶

∗
𝑗3, ..., 𝐶

∗
𝑗𝑑 )

6 Compute binary position of each particle

𝑙 𝑗 (𝑠) =
{

1, if 𝜌 𝑗 < 𝑡 (𝑐 𝑗 (𝑠) );
0, if 𝜌 𝑗 ≥ 𝑡 (𝑐 𝑗 (𝑠) ) ,

7. Update the final best solution
8. End

4.5 Intrusion detection using a residual
artificial neural network

After feature selection, the selected
features are given to the input of the intru-
sion detection process. Intrusion detection
and classification aim to identify malicious
network activities, such as DDoS attacks,
by analyzing traffic patterns and assigning
them to either normal or attack classes. In
this work, a RANN is employed for effec-
tive intrusion detection.

RANN enhances the learning capa-
bility of conventional artificial neural net-
works by incorporating residual connec-
tions between hidden layers, which miti-
gate the vanishing gradient problem and
facilitate stable training of deep networks.
These connections allow feature representa-
tions from earlier layers to be directly prop-
agated to deeper layers, enabling the model
to learn complex and non-linear traffic pat-
terns more effectively.

Compared to traditional ANN-based
IDS models, RANN demonstrates im-
proved convergence speed, reduced overfit-
ting, and better generalization performance,
particularly in high-dimensional network
traffic data. The network is trained using
forward and backpropagation mechanisms
with consistent parameter configurations to
reduce computational complexity and im-
prove training efficiency. Continuous mon-
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itoring of network deviations further en-
hances detection accuracy and robustness
against evolving DDoS attack patterns. The
layer is designed as follows:

𝑥 ( 𝑗 ) = 𝑓 (𝑤, 𝑎, 𝑦 𝑗). (4.12)

The network’s weight matrices are
denoted as 𝑊 and 𝑏, where the variable
𝑗 ranges from 1 to 𝑀 . The cross-entropy
loss function 0 is employed during forward
propagation to assess the accuracy of the
predictions made for each batch of samples,
by comparing the predicted labels to the true
labels.

Γ(𝑤, 𝑎) = − 1
𝑀

𝑀∑
𝑗=1

(𝑥 ( 𝑗 ) ) log[𝑥 ( 𝑗 ) ]

+ 𝜇
∑

∥𝑤∥2. (4.13)

The regularization component for
the network’s weights is expressed as
𝜇
∑∥𝑤∥2, where 𝑄

∑∥𝑤∥2 is a coefficient
that determines the strength of the regular-
ization, and is the sum of squares of the
weight values. During the back propaga-
tion phase, an adaptive moment estimation
optimization algorithm is utilized to opti-
mize the RANN parameters. This optimiza-
tion approach is more effective compared
to the traditional stochastic gradient descent
algorithm, especially when handling large
datasets. As an illustration, let’s consider
the optimization of the weight 𝑤𝑙. In itera-
tions, the optimization process involves de-
termining the gradient of the loss function 0
with respect to 𝑤𝑙.

ℎ𝐿𝑠 =
𝜕Γ(𝑤, 𝑎)
𝜕𝑊𝐿

. (4.14)

Update the biased estimates of the
first and second raw moments.{

𝑀𝐿
𝑆 = 𝛽1 · 𝑀𝐿

𝑠−1 + (1 − 𝛽1) · ℎ𝑙𝑠
𝑉𝐿𝑆 = 𝛽2 · 𝑀𝐿

𝑠−2 + (1 − 𝛽2) · ℎ𝑙𝑠
(4.15)

Update the parameters

𝑊𝐿
𝑠+1 = 𝑊𝐿

𝑠 − 𝐿𝑟 · 𝑀
𝐿
𝑠√
𝑠𝐿𝑠
. (4.16)

The exponential decay rates are de-
fined as 1=0.9 and 2=0.999, while the learn-
ing rate is set at 𝐿𝑟=0.001. l represents the
layer number where the weight 𝑤𝑙 is situ-
ated. Upon completion of the training pro-
cess, the performance of the RANN model
is evaluated by calculating its accuracy rate
(AR). The AR metric indicates the model’s
prediction accuracy.

𝐵𝑟 =
𝐾

𝑁
× 100%, (4.17)

where 𝑛 is the total number of test sam-
ples and 𝑘 is the number of samples that
have been correctly identified. The analy-
sis reveals the following expression for the
RANN-based modulation recognition algo-
rithm because the computation process is
somewhat independent of the fitness func-
tions. The method starts by looking at small
random values before training the synaptic
weights. Estimating the total error 𝐸 can
be done with the RANN adaptive training
method.

𝐸𝑖 (𝑆) = 𝐷𝑖 (𝑆) − 𝑜𝑖 (𝑆). (4.18)

As observed, an additional input line
with a value of 1 is added to take the bias
into account. The following equation typi-
cally describes the unit transfer function F
as a logistic sigmoid:

𝐹 (𝑌 ) = 1
1 + 𝑒−𝑦 . (4.19)

Dynamic back-propagation is used to
train the network. The assumption that the
initial state of the network is independent
of its initial weights is the foundation of the
gradient descent learning algorithm.

𝐼 (𝑆 + 1) = [𝐸 (𝑆 + 1)]1/2. (4.20)
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The cumulative output error time for
all nodes in the current stack can be calcu-
lated by iterating through the nodes.

𝐸𝐾 =
𝑀𝑡𝑟∑
𝑗=1

𝑜 𝑗 − 𝑍𝐾 𝑗 . (4.21)

Here𝑍𝐾 𝑗 represents the obtained out-
put. Algorithm 3 describes theworking pro-
cess of intrusion detection and classification
using the RANN technique.
Algorithm 3: Intrusion detection and clas-
sification using RANN technique.
Input: optimal features, number of layers,

termination condition.
Output: DDoS present, DDoS not present
1. Initialize the random population
2. Define initial fitness 𝑥 ( 𝑗) is

𝑥 ( 𝑗) = 𝑓 (𝑤, 𝑎, 𝑦 𝑗 )
3. The gradient of loss function 0 with respect to w

ℎ𝐿𝑠 = 𝜕Γ (𝑤,𝑎)
𝜕𝑊𝐿 .

4. If 𝑗 = 0 and 𝑖 = 1
5. The compute accuracy rate (AR) is used to measure

performance 𝐵𝑟 = 𝐾
𝑁 × 100%

6 Compute the model independent of the initial
weights 𝐸 (𝑆 + 1) = 𝐷 (𝑆+1)

𝑥 (𝑆+1)
7. Find the best output solution
8. End

5. Results and Discussion
In this section, we talk about the re-

sults of the simulation and compare the
proposed and existing state-of-the-art IDS
techniques with respect to the different
benchmark datasets. Our OIDS-CS tech-
nique is implemented on the Google Co-
lab simulation with the Python program-
ming language. Our OIDS-CS technique is
validated through the benchmark datasets,
DARPA1998, DARPA LLS DDoS-1.0, CI-
CIDS2017, NSL-KDD, and KDD cup. The
simulation results of our OIDS-CS tech-
nique are compared with the existing IDS
techniques, GWO-O-LSTM [32], PSO-O-
LSTM [33], MFO-O-LSTM [34], WOA-O-
LSTM [35], and CP-GWO-O-LSTM [31],
with respect to accuracy, precision, recall,
specificity, F-measure, false positive rate

(FPR), and false negative rate (FNR). Ex-
perimental used hyper parameter is pre-
sented in Table 1.

Table 1. Hyper parameter values.

Parameter Suggested Value
Number of
hidden layers 5

Number of
neurons per layer 64

Activation
function

ReLU for hidden layers,
Softmax for output

Learning rate 0.001
Optimizer Adam
Batch size 32
Epochs 100

Dropout rate 0.2
Training 80%
Testing 20%

5.1 Dataset description
The results of the simulations show

that the proposed OID-CS method per-
forms better than the existing state-of-
the-art IDS techniques in terms of accu-
racy, precision, recall, F-measure, speci-
ficity, FPR, and FNR on the benchmark
datasets, DARPA1998, KDD cup, CI-
CID2017, NSL-KDD, and DARPA LLS
DDoS-1.0. The data concerning this are
summarized in Table 1. For each dataset,
the number of traffic flows used for train-
ing and testing is provided, as well as the
total number of traffic flows. These datasets
are used to evaluate and compare the perfor-
mance of different intrusion detection sys-
tems.

1. DARPA1998 is a benchmark dataset
that has been used to evaluate the per-
formance of intrusion detection sys-
tems (IDS). This dataset has been
created by the Defense Advanced
Research Projects Agency (DARPA)
and is commonly used in computer
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security research. The dataset con-
tains normal and abnormal (intrusive)
network traffic data that can be used
to evaluate the accuracy and perfor-
mance of IDS. The data collected in
the DARPA1998 dataset is collected
from a military network and repre-
sents a real-world scenario that can be
used to evaluate the performance of
different intrusion detection systems.

2. DARPA LLS DDoS-1.0 is a dataset
used for evaluating and comparing
the performance of DDoS attack de-
tection techniques. It was created by
DARPA for the purpose of advanc-
ing the state of the art in intrusion
detection. The dataset consists of
network traffic data collected from a
variety of sources and contains both
normal and attack traffic, allowing
researchers to evaluate and compare
the performance of different DDoS
detection techniques.

3. The CICID2017 dataset contains be-
nign network traffic, as well as
the latest common attacks, which
accurately reflect real-world data
(PCAPs). The analysis of the net-
work traffic was performed using the
CICFlowMeter tool, resulting in la-
beled flows based on time stamps,
source and destination IP addresses,
source and destination ports, proto-
cols, and attack type. The CSV ver-
sion of CICID2017 consists of 8 files
with a total of 2,830,743 rows, each
with 79 features. Each row of the
dataset is labeled as either ”Benign”
or one of 14 different attack types.

4. An enhanced version of the KDD’99
dataset, the NSL-KDD dataset, aims
to address some of the limitations of

the original dataset. Despite some re-
maining limitations, the NSL-KDD
dataset is widely used as a benchmark
for network-based IDS due to a lack
of publicly available datasets. Re-
searchers use this dataset to compare
the performance of different IDS.

5. The data set for the third interna-
tional knowledge discovery and data
mining tools competition is from the
DD cub mining tools competition,
which was held in conjunction with
KDD-99. The competition task was
to build a network intrusion detec-
tor, a predictive model capable of
distinguishing between ’bad’ connec-
tions, called intrusions or attacks, and
’good’ normal connections. A stan-
dard set of auditable data can be
found in this database, which simu-
lates a wide range of intrusions in a
military network environment.

Table 2. Summary of dataset description.
Dataset Number of traffic flows

Training Testing Total
DARPA1998 2466929 1099731 3566660
DARPA LLS DDoS-1.0 1024858 856457 1881315
CICID2017 2264594 566149 3566660
NSL-KDD 125973 22544 148517
KDD cup 1074992 311029 1386021

5.2 Comparative analysis
In this subsection, we describe the

comparative analysis of proposed and ex-
isting state-of-the-art IDS techniques for
the DARPA1998 for detecting DDoS at-
tacks. A comparison of IDS is presented
in Table 2. The measures used to eval-
uate the performance of these techniques
are accuracy, precision, recall, specificity,
F-measure, false positive rate (FPR), and
false negative rate (FNR). From the table, it
is evident that the proposed OID-CS tech-
nique outperforms the existing techniques
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in terms of accuracy, with a 98.967% ac-
curacy rate compared to the highest accu-
racy rate of 96.522% achieved by the CP-
GWO-O-LSTM technique. In terms of pre-
cision, the OID-CS technique has a preci-
sion rate of 0.453%, which is higher than
the precision rate of the existing techniques,
with the highest precision rate of 0.500%
achieved by the PSO-O-LSTM and MFO-
O-LSTM techniques. The recall rate of
the OID-CS technique is 98.978%, which
is higher than the recall rate of the exist-
ing techniques, with the highest recall rate
of 98.782% achieved by the CP-GWO-O-
LSTM technique. The specificity rate of
the OID-CS technique is 94.568%, which is
higher than the specificity rate of the exist-
ing techniques, with the highest specificity
rate of 51.613% achieved by the GWO-O-
LSTM technique. The F-measure of the
OID-CS technique is 98.812%, which is
higher than the F-measure of the existing
techniques, with the highest F-measure of
97.646% achieved by the PSO-O-LSTM
technique. In terms of FPR, the OID-CS
technique has an FPR of 0.011%, which is
lower than the FPR of the existing tech-
niques, with the lowest FPR of 0.012%
achieved by the CP-GWO-O-LSTM tech-
nique.

Finally, FNR of the OID-CS tech-
nique is 0.011%, which is lower than the
FNR of the existing techniques, with the
lowest FNR of 0.012% achieved by the
CP-GWO-O-LSTM technique. Overall, the
proposed OID-CS technique demonstrates
superior performance compared to the ex-
isting IDS techniques in terms of the F-
measure, FPR, and FNR, as well as accu-
racy, precision, recall, and specificity.

A comparison of various intrusion
detection system (IDS) techniques for the
DARPA LLS DDoS-1.0 dataset is shown in
Table 3. The evaluation measures are ac-

curacy, precision, recall, specificity, the F-
measure, the False Positive Rate (FPR), and
the False Negative Rate (FNR). The OID-
CS (proposed) method has the highest accu-
racy of 98.689%, followed by CP-GWO-O-
LSTM with 95.942%. The other IDS tech-
niques have accuracy values ranging from
94.928% to 95.652%. In terms of precision,
the OID-CS (proposed) method has the
highest value of 98.978%, followed by CP-
GWO-O-LSTM with 97.876%. The other
IDS techniques have precision values rang-
ing from 97.338% to 97.724%. The OID-
CS (proposed) method also has the highest
recall value of 98.879%, followed by CP-
GWO-O-LSTM with 98.323%. The other
IDS techniques have recall values ranging
from 97.117% to 97.872%. The speci-
ficity of the OID-CS (proposed) method is
97.564%, followed by CP-GWO-O-LSTM
with 50.000%. The other IDS techniques
have specificity values of 48.387% and
50.000%. The F-measure of the OID-CS
(proposed) method is 98.978%, followed
by CP-GWO-O-LSTM with 97.876%. The
other IDS techniques have F-measure val-
ues ranging from 97.338% to 97.724%. The
FPR of the OID-CS (proposed) method is
98.678%, followed by PSO-O-LSTM and
WOA-O-LSTM with 97.576%. The other
IDS techniques have FPR values ranging
from 97.432% to 97.727%. Finally, the
FNR of the OID-CS (proposed) method
is 0.015, followed by CP-GWO-O-LSTM
with 0.017. The other IDS techniques
have FNR values ranging from 0.021%
to 0.029%. Based on these results, we
can conclude that the OID-CS (proposed)
method outperforms the other IDS tech-
niques in terms of accuracy, precision, re-
call, specificity, F-measure, FPR, and FNR.

The data in Table 4 compares the per-
formance of different IDS techniques using
the CICID2017 dataset. The measures used
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Table 3. Comparative analysis of IDS techniques for DARPA1998 dataset.

IDS Measures (%) FPR FNR
techniques Accuracy Precision Recall Specificity F-measure

GWO-O-LSTM 95.072 97.710 97.117 51.613 97.412 0.484 0.029
PSO-O-LSTM 95.507 97.572 97.720 50.000 97.646 0.500 0.023
MFO-O-LSTM 95.217 97.565 97.416 50.000 97.490 0.500 0.026
WOA-O-LSTM 95.072 97.713 97.121 50.000 97.416 0.500 0.029
CP-GWO-O-LSTM 96.522 97.594 98.782 51.515 98.185 0.485 0.012
OIDS-CS (proposed) 98.967 98.647 98.978 94.568 98.812 0.453 0.011

to evaluate the techniques are accuracy, pre-
cision, recall, specificity, F-measure, FPR,
and FNR. In general, the proposed OID-
CS method has the highest accuracy with
98.771%, followed by CP-GWO-O-LSTM
with 96.522%. The WOA-O-LSTM and
PSO-O-LSTM techniques have similar ac-
curacy levels of 95.217% and 95.652% re-
spectively.

The GWO-O-LSTM and MFO-O-
LSTM techniques have the lowest accuracy
levels of 95.072% and 94.928%, respec-
tively. The OID-CS method also has the
highest recall rate with 98.799% and the
highest specificity rate with 97.356%. The
CP-GWO-O-LSTM method has the high-
est precision rate with 98.185%. In terms
of F-measure, the OID-CS method has the
highest score with 98.970, followed by CP-
GWO-O-LSTM with 98.185. The other
techniques have lower F-measure scores,
with the lowest score belonging to WOA-
O-LSTM with 97.727. The False Posi-
tive Rate (FPR) for OID-CS is 98.879%,
which is higher than CP-GWO-O-LSTM
with 97.594%. The False Negative Rate
(FNR) is the lowest for OID-CS with
98.799%, and the highest for MFO-O-
LSTM with 97.117%. In conclusion, the
OID-CS method has the best overall perfor-
mance among the IDS techniques compared
in the CICID2017 dataset.

In table 5, the performance of differ-
ent IDS techniques is evaluated using vari-

ous measures like accuracy, precision, re-
call, specificity, and F-measure on NSL-
KDD dataset. The results show that the
OID-CS technique has the highest accu-
racy with 98.548%. It also has the high-
est recall with 98.999% and highest pre-
cision with 98.396%. However, it has
the lowest specificity with 97.235% com-
pared to the other techniques. GWO-O-
LSTM has an accuracy of 95.072%, re-
call of 97.117%, precision of 97.412% and
specificity of 51.613%. PSO-O-LSTM
has an accuracy of 95.362%, a recall of
97.420%, a precision of 97.568%, and a
specificity of 51.613%. MFO-O-LSTM
has an accuracy of 95.217%, a recall of
97.273%, a precision of 97.494%, and a
specificity of 50%. WOA-O-LSTM has an
accuracy of 95.072%, a recall of 97.121%,
a precision of 97.416%, and a specificity
of 50%. CP-GWO-O-LSTM has an ac-
curacy of 96.377%, a recall of 98.630%,
a precision of 98.107% and a specificity
of 51.515%. Comparing the results of all
the techniques, OID-CS has the highest ac-
curacy, recall, and precision, but has the
lowest specificity. In terms of qualita-
tive analysis, the OID-CS (proposed) tech-
nique stands out among all the other tech-
niques with the highest accuracy, recall,
and precision. It also has the highest F-
measure of 0.011. The GWO-O-LSTM,
PSO-O-LSTM, MFO-O-LSTM, WOA-O-
LSTM, and CP-GWO-O-LSTM techniques
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Table 4. Comparative analysis of IDS techniques for DARPA LLS DDoS-1.0 dataset.
IDS Techniques Accuracy (%) Precision (%) Recall (%) Specificity (%) F1-score (%) FPR (%) FNR (%)

GWO-O-LSTM 95.652 97.576 97.872 50.000 97.724 50.000 2.128
PSO-O-LSTM 95.652 97.576 97.872 50.000 97.724 50.000 2.128
MFO-O-LSTM 94.928 97.561 97.117 48.387 97.339 51.613 2.883
WOA-O-LSTM 95.652 97.727 97.727 50.000 97.727 50.000 2.273
CP-GWO-O-LSTM 95.942 97.432 98.323 50.000 97.876 50.000 1.677
OIDS-CS (proposed) 98.689 98.678 98.879 97.564 98.678 2.436 1.121

yield similar results, with slight differences
in accuracy, recall, precision, and speci-
ficity. Overall, our proposed OID-CS is the
best-performing technique in terms of accu-
racy, recall, precision, and F-measure, but it
has the lowest specificity. The other tech-
niques have similar results with a slight dif-
ference in their performance.

The results in Table 6 show the com-
parison of different IDS techniques applied
to the KDD cup dataset. The measures used
are accuracy, precision, recall, specificity,
F-measure, FPR, and FNR. According to
the table, the proposed OID-CS method has
the highest accuracy at 98.978%, followed
by CP-GWO-O-LSTM with 96.377%. The
FPR and FNR for OID-CS are the lowest
compared to other methods, at 98.645% and
98.897%, respectively. In terms of pre-
cision, OID-CS has the highest value at
98.789%. In general, the results show that
the proposed OID-CS method outperforms
other techniques in terms of accuracy, pre-
cision, and FPR. This demonstrates the ef-
fectiveness of the OID-CS method in de-
tecting intrusion in the KDD cup dataset.
It appears that our proposed OID-CS tech-
nique consistently outperforms the other
IDS techniques across all the datasets in
terms of accuracy, precision, recall, speci-
ficity, and F-measure. The FPR and FNR
values of the OID-CS technique are also
lower compared to other IDS techniques,
which indicates that it has a lower rate of
false positives and false negatives. It is im-
portant to note that the results presented in
these tables should be taken with caution,

as the results of the analysis may be in-
fluenced by factors such as the size of the
datasets, the types of attacks included in the
datasets, and the method used for evaluat-
ing the IDS techniques. Further research
and experimentation may be necessary to
confirm the effectiveness of the OID-CS
technique in real-world applications. Ta-
ble 7 presents a comparative performance
evaluation of different IBO-based intrusion
detection techniques on three benchmark
datasets: CICIDS2017, NSL-KDD, and
DDoS-1.0. The models are evaluated using
standard classification metrics, namely ac-
curacy, precision, and recall. As observed,
the proposed RANN-IBO approach consis-
tently achieves superior performance across
all datasets, demonstrating improved de-
tection capability and better generalization
compared to traditional SVM, FLS, ANN,
and LSTM models optimized with IBO.

5.3 Discussion
The comparative analysis conducted

across multiple benchmark datasets—
including DARPA1998, DARPA LLS
DDoS-1.0, CICID2017, NSL-KDD, and
KDD Cup—demonstrates the consistent
superiority of the proposed OIDS-CS
framework over existing state-of-the-art
IDS techniques. Across all datasets, OIDS-
CS achieves higher accuracy, precision,
recall, specificity, and F-measure, while
simultaneously maintaining lower false
positive and false negative rates. These
results indicate that the proposed model
is more reliable in distinguishing mali-
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Table 5. Comparative analysis of IDS techniques for CICID2017dataset.
IDS Techniques Accuracy (%) Precision (%) Recall (%) Specificity (%) F1-score (%) FPR (%) FNR (%)

GWO-O-LSTM 95.217 97.713 97.269 51.613 97.491 48.387 2.731
PSO-O-LSTM 95.217 97.717 97.273 50.000 97.495 50.000 2.727
MFO-O-LSTM 95.072 97.561 97.264 50.000 97.412 50.000 2.736
WOA-O-LSTM 95.652 97.579 97.876 48.387 97.727 51.613 2.124
CP-GWO-O-LSTM 96.522 97.594 98.782 51.515 98.185 48.485 1.218
OIDS-CS (proposed) 98.771 98.879 98.799 97.356 98.767 2.644 1.201

Table 6. Comparative analysis of IDS techniques for NSL-KDD dataset.
IDS Techniques Accuracy (%) Precision (%) Recall (%) Specificity (%) F1-score (%) FPR (%) FNR (%)

GWO-O-LSTM 95.072 97.710 97.117 51.613 97.414 48.387 2.883
PSO-O-LSTM 95.362 97.717 97.420 51.613 97.569 48.387 2.580
MFO-O-LSTM 95.217 97.717 97.273 50.000 97.495 50.000 2.727
WOA-O-LSTM 95.072 97.713 97.121 50.000 97.416 50.000 2.879
CP-GWO-O-LSTM 96.377 97.590 98.630 51.515 98.107 48.485 1.370
OIDS-CS (proposed) 98.548 98.879 98.999 97.235 98.939 2.765 1.001

Table 7. Comparative analysis of IDS techniques for KDD cup dataset.
IDS Techniques Accuracy (%) Precision (%) Recall (%) Specificity (%) F1-score (%) FPR (%) FNR (%)

GWO-O-LSTM 95.217 97.717 97.273 50.000 97.494 50.000 2.727
PSO-O-LSTM 95.072 97.713 97.121 50.000 97.416 50.000 2.879
MFO-O-LSTM 95.072 97.561 97.264 50.000 97.412 50.000 2.736
WOA-O-LSTM 95.720 97.561 97.264 50.000 97.412 50.000 2.736
CP-GWO-O-LSTM 96.377 97.447 98.782 48.485 98.110 51.515 1.218
OIDS-CS (proposed) 98.978 98.645 98.897 97.379 98.771 2.621 1.103

Table 8. Comparative Performance Analysis of IBO-Based IDS Techniques on Benchmark Datasets.
Techniques CICID2017 NSL-KDD DDoS-1.0

Accuracy Precision Recall Accuracy Precision Recall Accuracy Precision Recall
SVM_IBO 94.12 95.38 94.97 92.84 94.10 93.52 93.26 94.72 94.18
FLS_IBO 95.03 96.41 95.86 93.91 95.22 94.67 94.38 95.61 95.07
ANN_IBO 95.72 97.05 96.48 94.63 96.01 95.44 95.16 96.34 95.82
LSTM_IBO 96.38 97.59 98.63 95.72 97.11 96.84 96.27 97.48 97.06
RANN + IBO (Proposed) 98.98 98.65 98.90 97.89 98.32 98.11 98.55 98.88 99.00

cious traffic from legitimate traffic and
significantly reduces false alarms, which
is a major limitation of traditional IDS
approaches.

The improved performance of OIDS-
CS can be attributed to its integrated design.
The multi-scale federated learning mech-
anism enables effective extraction of dis-
criminative features from distributed traffic
sources while preserving data privacy and
improving generalization. The Improved
Buzzard Optimization (IBO) algorithm fur-
ther enhances performance by selecting an
optimal subset of features, thereby reducing
data dimensionality, computational over-
head, and overfitting. Finally, the RANN
strengthens intrusion detection and classi-

fication by enabling deep feature learning
with stable convergence, making the model
robust to complex and evolving DDoS at-
tack patterns.

From a real-time deployment per-
spective, OIDS-CS is well-suited for prac-
tical cybersecurity environments. The op-
timized feature set minimizes processing
latency, while the residual learning struc-
ture accelerates inference and ensures stable
detection under high-volume traffic condi-
tions. In addition, the federated learning
framework allows the model to adapt con-
tinuously to changing network behaviors
without requiring centralized data collec-
tion, making it scalable for large and het-
erogeneous network infrastructures. These
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characteristics enable OIDS-CS to operate
effectively in real-time intrusion detection
scenarios, even under high-density DDoS
traffic.

Overall, the experimental results
confirm that the proposed OIDS-CS frame-
work not only achieves superior detection
accuracy across diverse datasets but also of-
fers enhanced robustness, scalability, and
real-time adaptability. These advantages
make OIDS-CS a promising and practical
solution for modern cybersecurity systems
facing increasingly sophisticated DDoS at-
tacks.

6. Conclusion
This work addressed key limitations

of existing intrusion detection systems, par-
ticularly high false alarm rates, poor scala-
bility, data dimensionality issues, and lim-
ited adaptability to evolving DDoS attack
patterns. Through this study, it is learned
that effective intrusion detection requires
not only powerful classifiers but also a well-
coordinated pipeline for feature extraction,
optimization, and classification.

The proposed OIDS-CS framework
demonstrates that combining multi-scale
federated learning with optimization-driven
feature selection significantly improves the
quality of learned representationswhile pre-
serving scalability and reducing redundant
information. The use of Improved Buz-
zard Optimization (IBO) highlights the im-
portance of intelligent feature optimiza-
tion in mitigating overfitting and reducing
computational complexity, which are com-
mon challenges in high-dimensional net-
work traffic data. Furthermore, the adop-
tion of a Residual Artificial Neural Net-
work (RANN) confirms that residual learn-
ing mechanisms are effective in stabilizing
deep model training and enhancing detec-
tion reliability for complex and non-linear

attack behaviors.
Another important lesson from this

research is that hybrid artificial intelligence
models, when properly integrated, can out-
perform single-technique IDS solutions by
balancing detection accuracy with robust-
ness and adaptability. The proposed ap-
proach also shows that privacy-aware and
distributed learning strategies, such as fed-
erated learning, are practical and beneficial
for modern cyber-security environments.

Overall, this study demonstrates that
addressing IDS challenges holistically—
through feature learning, optimization, and
robust classification—leads to more reli-
able and scalable intrusion detection sys-
tems. The proposed OIDS-CS framework
provides a solid foundation for future IDS
research and can be extended to handle
other attack types and real-world deploy-
ment scenarios.
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