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ABSTRACT

Predictive modelling of brain and critical care conditions requires accuracy, speed, and
privacy, yet sensitive clinical data and fragmented healthcare systems hinder Al implementa-
tion. Existing Federated Learning frameworks struggle to balance performance, scalability,
security, and privacy in real-world medical environments and deployment. This work pro-
poses a fully encrypted federated learning architecture integrating locally trained models,
enhanced by Adaptive Differential Privacy (ADP), with MIMIC-III/IV clinical datasets, en-
suring hospital-level data locality while maintaining model accuracy. Post-Quantum Secure
Communication is enabled through a Hybrid Obfuscated Quantum Key Distribution—Post-
Quantum Cryptography (QKD-PQC) system, providing secure key exchange, dynamic ob-
fuscation, and quantum-resistant encryption. Al-driven smart contracts on a Permissioned
Blockchain verify PQC signatures, monitor node reputation, coordinate aggregation, and re-
ward reliable participants. During global model synthesis, a Secure Aggregation Layer using
Multi-Party Computation (MPC) and Shamir’s Secret Sharing protects encrypted model up-
dates, ensuring privacy and immutability.
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1. Introduction

The rapid growth of digital health-
care has resulted in an exponential in-
crease in clinical data generated from wear-
able technology, medical imaging, remote
monitoring systems, and electronic health
records. Such data holds immense promise
for enhancing disease prediction, diagnosis,
treatment planning, and overall patient out-
comes if analyzed with state-of-the-art ar-
tificial intelligence algorithms [1, 2]. As
healthcare systems globally embrace data-
driven decision-making, there is an increas-
ing requirement for safe, dependable, and
compatible Al solutions. This shift has
raised demand for computational frame-
works that are capable of securely and eth-
ically leveraging the value drawn from dis-
tributed medical data [3-5].

Traditional consolidated learning
systems have several advantages, but they
pose significant risks when used in health-
care settings. The gathering of patient data
in centralized repositories creates potential
security breaches, illegal access, and mass
privacy violations. Stringent laws dictate
the exchange of data and the security of
patient data in healthcare organizations
[6-8]. These limitations weaken the scope
and quality of AI models developed on
isolated datasets and make it difficult for
effective collaboration among hospitals and
healthcare centers. There is an emerging
need for collaborative artificial intelligence
models among healthcare providers that
learn from diverse and geographically
dispersed datasets without the transfer
of sensitive data to meet contemporary
therapeutic requirements [9, 10].

Federated collaboration is one of the
most promising avenues, as this will allow
institutions to collaborate on shared learn-
ing without requiring them to share local
data. However, with the increasing vol-
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ume and value of healthcare data, partic-
ipant dependability, communication secu-
rity, and defense against sophisticated at-
tacks become a concern [11-13]. Real-
world adoption requires resilience, trust,
and transparency in such distributed con-
texts. Healthcare systems also need to be
prepared for the imminent future of quan-
tum computing, which poses serious threats
to traditional cryptographic techniques that
are widely used today to protect digital
communication [14, 15]. Long-term pri-
vacy of transmitted medical data is at risk
unless defenses are developed to prevent
adversaries with quantum capabilities from
breaking widely used encryption and signa-
ture systems [16].

This novel threat emphasizes the crit-
ical need for quantum-resistant measures to
provide security for healthcare data in the
present and the future. As such, the integra-
tion of distributed systems, secure commu-
nication frameworks, and Al must consider
quantum-era dangers. Blockchain technol-
ogy is gaining popularity in the healthcare
sector due to its capabilities in decentralized
trust, unchangeable records, and transpar-
ent processes for validation [17].

Permissioned versions allow only
recognized institutions to take part in it, thus
enabling clinical collaboration in a con-
trolled and tamper-resistant environment.
By mixing visibility with strong access con-
trol, blockchain can help improve confi-
dence between hospitals that do not have
full faith in each other. It becomes impera-
tive to uphold such trust in order to maintain
the integrity of the contributions and coop-
eration among various players in large-scale
medical ecosystems [18-20].

The fast growth of digital healthcare
has created an increased need for Al mod-
els that can learn from a variety of clinical
data without jeopardizing patient privacy
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or breaching legal restrictions. Traditional
centralized Al systems, especially with
quantum computing closing in on cracking
conventional cryptography, have sensitive
medical data at significant risk of breaches,
unauthorized entry, and long-term confi-
dentiality issues. Federated Learning in-
troduces a viable alternative by enabling
hospitals to collaboratively train models
while keeping data resident within their lo-
cal environments. However, it still requires
strong assurances that any shared model
updates cannot be intercepted, altered, or
deanonymized. It is blockchain’s contri-
bution of adding trust, transparency, and
tamper-resistance that guarantees only au-
thenticated players contribute to the learn-
ing process. Even with blockchain, how-
ever, the aggregation process must ensure
that no private model updates can be re-
constructed by anyone. In fact, it is the
strong defense afforded by quantum-secure
cryptographic and secure aggregation that
finally allows health organizations to col-
laborate securely and confidently. This in-
tegrated approach is necessary in creating
robust, future-proof Al systems in health-
care.

* A federated learning system that
leverages the MIMICIII/IV clinical
datasets in a manner that ensures full
data locality with strict compliance to
healthcare-related privacy laws.

* To establish a local training system
with enhanced Adaptive Differential
Privacy, so that the model accuracy-
privacy protection balance is dynam-
ically adapted at every participating
hospital.

* To protect the model updates against
current and future quantum-capable
adversaries, a hybrid obfuscated
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QKD-PQC system was integrated
into a proposed Post-Quantum
Secure Communication layer.

» Al-powered smart contracts were
combined with a Permissioned
Blockchain to handle incentive
distribution, coordination of aggre-
gation, reputation management, and
authentication in a way that is both
transparent and impenetrable.

» Designed a secure aggregation layer
which combines Shamir’s Secret
Sharing with MPC, enabling glob-
ally private and integrity-preserving
model updates without the disclosure
of any sensitive client parameters.

The remainder of this paper is orga-
nized as follows: Section 2 reviews the fun-
damental works on safe aggregation, feder-
ated learning, and cryptographic techniques
for healthcare systems. Section 3 describes
the proposed safe aggregation framework
on healthcare, which includes its architec-
ture, threat model, and the encryption tech-
niques used. Section 4 covers the ex-
perimental setup, the performance mea-
sures, and makes a comparison with exist-
ing methods. Finally, Section 5 summarizes
all the major contributions of the work and
presents directions for future work.

2. Related Work

Mijwil et al. [21] suggested a post-
quantum safe blockchain-based federated
learning system to improve the security of
smart grids in 2025. Their solution com-
bined quantum-resistant cryptography with
decentralized learning to assure the secu-
rity and integrity of grid data transferred be-
tween dispersed nodes. According to their
results, including PQC methods protects
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communication and reduces the vulnerabil-
ity of upcoming quantum attacks. How-
ever, there were limiting factors for this
work: the large computational burden and
scalability over larger smart grid infrastruc-
tures remain restricted.

Ar-Reyouchi et al. [22] presented
a secure-by-design framework for next-
generation IoMT systems based on a hybrid
quantum-blockchain and Al-based frame-
work suitable for 6G healthcare networks.
Encouraging outcomes were depicted for
future remote diagnostics and telemedicine.
However, this work faced issues in that
there was little empirical validation of sys-
tem functionality and no real-world imple-
mentation whatsoever.

Prajapat et al. [23] developed a
generative Al-enabled quantum encryption
technique for the protection of blockchain-
based loT-based healthcare applications.
Performance measures regarding IoT con-
texts showed enhanced encryption strength
with tolerable latency. Nevertheless, this
work faced the issue of excessive re-
source consumption by generative models
and their limited application in light-weight
health care Internet of Things devices.

Alandjani  [24] introduced a
quantum-secure, blockchain-based, and
MARL-federated framework to improve
trust leadership in IloT networks. This
paradigm showed promise for the improve-
ment of decision-making in large-scale
industrial ecosystems. However, the algo-
rithmic complexity and the long training
times of MARL systems in dynamic IloT
contexts were challenges to the work.

Ali et al. [25] developed a post-
quantum secure blockchain-based FL sys-
tem to enhance the cybersecurity of smart
grid infrastructures. Their work focused
on integrating decentralized model updates
with PQC algorithms to ensure long-term
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protection against quantum attacks. How-
ever, they faced challenges related to sig-
nificant communication overhead, network
latency, and dependence on sophisticated
cryptographic techniques. Table 1 shows
the related work comparison of existing
techniques.

Table 1. Related work comparison.

Author Techniques Advantages Dis-
advantages
Enhanced
security
against .
Mijwil PQC, quantum gc::agl}:;}l'
etal. [21] BFL adversaries cvalua
forsmart- is limited.
grid infra-
structure.
Limited
Enables empirical
Cross- throughput/
QKD ghp!
Ar-Reyouchi Al-based institutional latency
collabora- measure-
etal. [22] anomaly .
detection. tion menFs .
) with data on realistic
locality. 6G/IoMT
testbeds.
Provides
Generative- confiden- High
Al-driven tiality computa-
quantum- gains and tional
Prajapat resistant provenance/ cost on
et al. [23] encryption access resource-
integrated control constrained
with for IoT
Blockchain. healthcare devices.
IoT.
Multi-Agent Improved eidfg?rl;zgce
Alandjani Reinforcement robustness P .
) . evaluation at
[24] Learning to Byzantine industrial
(MARL) actors. u
scale.
Post- Provides
Quantum .
. compre- Limited
Signature hensi lorati
Schemes ensive exploration
. bench- of key-
combined . X
Al with marking rotation
etal. [25] Blockchain- of PQC policies
schemes under
backed .
for realistic
Federated L .
Learning signing operathnal
Aare ati(,m model constraints.
£eres updates.

optimizations.

While modern healthcare systems
generate large volumes of sensitive clin-
ical data, strict privacy laws and secu-
rity concerns prevent hospitals from shar-
ing this data for collaborative Al research.
Although adversarial manipulation is al-
ready a risk in current federated learning
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frameworks, long-term cryptographic risks
also pose great threats. Traditional central-
ized learning leaves patient records open
to breaches, while an urgent need exists
for quantum-resistant security in dispersed
medical environments due to the rise of
quantum computing, which puts conven-
tional encryption at far greater risk. Present
aggregation algorithms cannot offer confi-
dentiality when several untrusted nodes par-
ticipate, and trust management across insti-
tutions often lacks transparency. A safe,
privacy-preserving, and quantum-resilient
federated learning architecture is required
to enable trustworthy multi-hospital collab-
oration without risking the integrity or con-
fidentiality of patient data.

3. Proposed Methodology

First, the proposed methodology will
utilize MIMIC-III/IV health datasets that
contain real clinical data, including vital
signs, lab results, prescription drugs, and
critical care notes. For complete data lo-
calization and privacy requirements, each
participating hospital shall access only that
portion of this dataset allocated to it. Then,
each node separately performs local model
training using ADP. With dynamic vari-
ation injection into gradients or weights
based on training behavior and data sen-
sitivity, ADP enables each institution to
maintain tight anonymity while still gen-
erating high-quality model updates during
training. These are privacy-ensuring up-
grades, ready to be securely transmitted
across the federated learning environment.
Fig. 1 shows the architecture of the pro-
posed study.

It combines a Hybrid Obfuscated
QKD-PQC system that provides ultra-
secure key exchange with improved resis-
tance against new quantum threats with
PQC-based encryption and signatures to of-
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Local Training

» Adaptive Differential Privacy
(ADP) with MIMIC-111/1V Datsets

Post-Quantum Secure
Communication
® Hybrid Obfrscated QKD-PQC

Permissioned BlockChain
® Al-driven Smart Contracts

Secure Aggegation Layer

* Vulti-Party Computation (IVIPC)
& Shamir’s Secret Sharing

é@ Global Model Synthesis

Fig. 1. Proposed architecture..

fer a Post-Quantum Secure Communica-
tion layer that protects model updates dur-
ing transmission. The encrypted updates
are then sent to a Permissioned Blockchain
server where Al-driven smart contracts
govern node reputation, ensure authentic-
ity, manage aggregation, and fairly dis-
tribute rewards. Last but not least, a Se-
cure Aggregation Layer using Shamir’s Se-
cret Sharing and Multi-Party Computation
ensures that no single entity will recover
local parameter values while still enabling
the accurate global model synthesis. Put
together, these elements offer a trusted,
quantum-resilient, privacy-preserving fed-
erated learning system for modern health-
care environments.

3.1 Data collection

MIMIC-IV dataset: Medical Infor-
mation Mart for Intensive Care, version
4: MIMIC-IV is a freely available, de-
identified, large clinical dataset, which col-
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lects comprehensive health records of pa-
tients admitted to Beth Israel Deaconess
Medical Center between the years 2008
and 2019. It includes demographics, vi-
tal signs, lab measures, diagnoses, treat-
ments, prescription drugs, imaging reports,
and summaries of the ICU stay. Struc-
tured modules of the dataset-hosp (hospital-
level interactions), icu (ICU-level detailed
measures), and ed (emergency department
data)-enable researchers to examine a wide
array of clinical prediction tasks. Mortal-
ity prediction-alive vs. deceased-length-of-
stay classification, readmission risk, sepsis
detection (sepsis vs. non-sepsis), classifica-
tion of diseases like heart failure, pneumo-
nia, diabetes, intervention prediction cate-
gories such as the requirement for mechani-
cal ventilation or vasopressor use are all tar-
get classes derived.

3.2 Local model training with adaptive
differential privacy

In the proposed system, every hospi-
tal node uses private patient data to indepen-
dently train a local model, ensuring sensi-
tive clinical data never leaves the premises.
The model gradients go through Adaptive
Differential Privacy before being sent to
the federated learning server to ensure se-
crecy during training. ADP adds precisely
calibrated noise that dynamically changes
with the iteration of training, gradient mag-
nitude, and data sensitivity. This adaptive
method balances privacy and accuracy by
not allowing excessive noise addition while
ensuring robust privacy.

The updating of the gradient using
ADP has the following expression:

gt =gt + N(0,0°t]), 3.1

where ot is the adaptive noise scale and gt
is the raw gradient at iteration ¢.
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Thus, the ultimate local model up-
date is

W1 = Wy —NgL. 3.2)

This ensures that all nodes of the
federated learning network provide rele-
vant and privacy-preserving updates for
safe global aggregation.

3.3 Post-quantum secure communica-
tion

In particular, the proposed scheme
places strong emphasis on ensuring secure,
quantum-resistant communication in feder-
ated learning systems with [oT and health-
care applications. These are distributed sys-
tems where local model updates are ex-
changed between a central server and nodes
(e.g., hospitals or IoT devices). It is im-
portant to provide assurance over the con-
fidentiality, integrity, and validity of these
updates, especially against a threat model
contemplating quantum attack that could
render conventional cryptographic schemes
vulnerable. Our solution integrates QKD,
PQC, and advanced obfuscation and reac-
tive parameter-shifting mechanisms into a
robust multilayer security architecture.

3.3.1 Local model update and pre-
processing

Each node i has a private dataset Di
to train a local model Mi.AWi represents the
gradients or local model parameters which
are ready for safe transmission. To support
adjustable encryption strength, a normali-
sation and sensitivity evaluation is imple-
mented before encryption.

Si =T NAWY, j=1,2,..,n,  (3.3)

where n is the total number of parameters
and Si is the sensitivity of the model update
of the i-th node. Afterwards, the sensitivity
will determine the adaptive noise as well as
encryption parameters.
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3.3.2 Post-quantum cryptographic
encryption

First, every update in the model is
encrypted with a PQC system such as Ky-
ber for lattice-based key encapsulation or
Dilithium for lattice-based digital signature,
to prevent quantum attacks. The following
explains the encryption process:

Ci = PQC_ENCy;(AWi). (3.4)

In this case, C; represents the en-
crypted models update, and K; is the sym-
metric key obtained by PQC-based key ex-
change function f and a hybrid Quantum
Key Distribution. Model sensitivity is in-
tegrated into the adaptive key derivation in
order to improve resilience over targeted at-
tacks on extremely sensitive updates.

3.3.3 Hybrid QKD-PQC key ex-
change

Here, the New Hybrid Obfuscated
QKD-PQC system in order to improve key
distribution. In the proposed system, quan-
tum keys KQ are first generated through
QKD between the central server and the
node.

KQ = QKD (ALS), 3.5)
where S denotes the central server and Ai
denotes the node. QKD offers information-
theoretic security against eavesdropping.
Then, the quantum key is combined with
a PQC-derived key KP in order to enhance
the security for a longer term and thus pre-
vent side-channel attacks:

Ki = Hash(KQ ® KP). (3.6)

This hybrid key, Ki inherits the
advantages of both quantum and post-
quantum cryptography, enabling forward
secrecy and providing defense against
quantum and classical attacks.
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3.3.4 Obfuscation and adaptive pa-
rameter shifting

Both encryption and signing are
obfuscated and, in addition, adaptively
parameter-shifted to enhance the security.
Obfuscated PQC encryption with adaptive
parameters 6 = (61,62, ...,0m) is denoted
as E£6.

EO(AWi) = PQC_ENCy;(AWi + ().
(3.7)

We give a mathematical definition to
describe the obfuscation as follows: 7(8)
is a perturbation vector generated dynami-
cally from time, network state, and system
parameters. Adaptive parameter-shifting
can guarantee that cryptographic proce-
dures will change over time:

O(t+1)=06(t)+a-VF((r)). (3.8

In this case, F(6) represents a
feedback function assessing the security
strength of the current configuration, and a
is the learning rate controlling the adapta-
tion pace.

To ensure validity, each encrypted
model update is signed by a PQC-based dig-
ital signature system, like Dilithium. This
confirms that the updates are unmodified
from transmission and indeed were trans-
mitted from a valid node. Each node sends
the final secure payload to a central server.
Before running federated aggregation, the
server decrypts the structure version using
the hybrid key Ki and verifies the signature.

Z

where N is the total number of nodes par-
ticipating, and Di is the size of the local
dataset for weight aggregation. Therefore,
this strategy gives a robust, post-quantum

|Dl
2

(t+1)
global

AWi,  (3.9)
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safe interactions layer for FL, providing
protection to sensible dispersed data while
preserving system effectiveness.

The corrupt model is assumed to be
fixed in every training round, and the num-
ber of colluding nodes is assumed to be
less than the Shamir secret-sharing thresh-
old (T), which means that an update of any
model cannot be reconstructed from the col-
luding nodes. The federated server is hon-
ored but not trusted and it is up to the indi-
vidual clients to use secure aggregation to
prevent it from accessing any of their up-
dates; the federated server aggregates them
properly. Within the system, only hospi-
tals and blockchain validators with valid
authentication can be involved; and as in
a standard permissioned blockchain, there
is the assumption that blockchain valida-
tors will adhere to the consensus proto-
col, but a bounded fraction may be mali-
cious. Moreover, the adversary is supposed
to be able to use the communication chan-
nel, and it could try to intercept or replay an
attack, but hybrid QKD-PQC communica-
tion security and post-quantum digital sig-
natures are applied to prevent these attacks
for communication security and authentica-
tion/integrity. The model also assumes that
a future adversary might be quantum capa-
ble but that the primitives used in the post-
quantum cryptography and the mechanisms
based on QKD will be secure with respect to
their security assumptions, thus preventing
attacks on the model leakage, message tam-
pering, impersonation, and reconstruction
of individual updates without authorization.

3.4 Permissioned blockchain integra-
tion

It is suggested that the approach in-
tegrates a Permissioned Blockchain net-
work into the collaborative learning pro-
cess to provide safe, verified, and impen-
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etrable transmission of encrypted model
updates across approved healthcare facili-
ties. This approach improves the depend-
ability, equity, and auditability of coop-
erative model training by utilizing decen-
tralized trust mechanisms, Al-driven smart
contracts, and Post-Quantum Cryptography
signatures.

3.4.1 Secure transmission
PQC-protected model updates

Each participating hospital Hi, hav-
ing trained a local model on its own dataset,
receives a parameter update vector AWi. In
order to resist impersonation, replay crimes,
and quantum-enabled forgery attempts, up-
dates are digitally signed using PQC tech-
niques such as CRYSTALS-Dilithium and
encrypted with hybrid quantum-resistant
keys prior to transmission.

Ci = Ency; (AWI),
oi = PQC _Signsk;(Ci).

and

(3.10)
(3.11)

In this case, Ci is the encoded model up-
date, Ki is a symmetric key shared through
PQC-based key transfer, and o is the dig-
ital signature attesting to validity. To pre-
serve patient privacy and institutional iden-
tity, changes can only be submitted by ap-
proved hospitals in the permissioned net-
work.

3.4.2 Permissioned blockchain val-
idation and smart contract verification

Signed and encrypted updates are
then sent as transactions to the approved
blockchain, where a consensus is reached
by only reliable healthcare nodes. A smart
contract S powered by Al performs auto-
mated verification:

. ~ _ | 1, if PQC Verifypki(Ci,oi
S(Ci, oi, PKi) = { 0, Otherwise.
(3.12)
The changes included in the

blockchain ledger are only those that return
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1 (valid). Since the blockchain ensures all
the submissions are immutable, forensic
tracking is possible and model manipu-
lation is impossible. Since the network
is permissioned, consensus latency and
storage overhead are kept optimum for
real-time collaboration in healthcare.

Smart contracts ensure secure model
aggregation through the computation of a
blockchain-recorded global model and se-
lection of approved updates. In order to
ensure equity across hospitals, a weighted
contribution score is utilized,

N
(t+1) _ . .
ngobal— E ri.AWi,
i=1

(3.13)
where ri is a blockchain-maintained reputa-
tion value representing node dependability,
historical accuracy, and contribution con-
sistency.

Next come updates of reputation es-
timates:

r_(t+1) _
i

r + B.0OI, (3.14)

where § is a learning factor and Qi is
a quality metric obtained from anomaly
detection, gradient verification, or accu-
racy improvement. Furthermore, smart
contracts automate incentive allocation and
promote the occurrence of frequent high-
quality updates by the hospitals.  This
method encourages sincere involvement,
strengthens confidence across institutions,
and deters dishonest or careless inputs.
The proposed method will ensure quantum-
resilient, transparent, and fair federated
learning across healthcare institutions by in-
corporating PQC-secured update transmis-
sion, blockchain-facilitated authentication,
and Al-driven smart contracts for approval,
reputation, and incentives. This approach
ensures model updates are tamper-proof,
protects private clinical data, and fosters
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trustworthy collaboration in a secure, de-
centralized environment.

3.5 Secure aggregation

The Secure Aggregation Layer is
a fundamental privacy-preserving tech-
nique in Federated Learning where multi-
ple clients can jointly train a global model
without revealing their raw model updates
to anyone. This layer leverages Shamir’s
Secret Sharing along with the Novel Multi-
Party Computation protocol to keep sensi-
tive model parameters away f rom any sin-
gle aggregate node. Each client encrypts
its local modeling update AWi and splits it
into several secret shares before transmis-
sion. These shares are distributed among
a group of authorized aggregating nodes in
such a way that no single node can recover
the original update on its own. This ar-
chitecture ensures secrecy even if one or
more of these aggregating nodes get com-
promised. Fig. 2 shows the architecture of
secure aggregation.

3.5.1 Secret sharing by clients

First, each client, C; computes its lo-
cal modeling update, AWi. Instead of di-
rectly transmitting AWi, the client employs
Shamir’s Secret Sharing to divide its up-
date into N different shares or polynomi-
als, where N was the number of authorized
aggregate nodes. This guarantees that at
least an initial threshold of shares will be
needed to re-construct the update in its orig-
inal form AWi.

Shamir’s Secret Sharing (Polynomial
Generation): The secret, AWi, is the con-
stant term in a polynomial P;(x) of degree
T-1 generated by the client C;:

Pi(x) = AWi+aix + asx® + ..ap_1x’ 1.

(3.15)

Then the client evaluates the polyno-
mial in various places x; for every aggrega-
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Fig. 2. Architecture of secure aggregation.

tion node j = 1,..N, N to obtain Nshares.
This is the share s;; for node j.

SijIPi(Xj). (316)

These shares s;; are subsequently dis-
tributed to the NV aggregation nodes. Impor-
tantly, no single node knows enough to re-
construct the original updateAWi, since no
node possesses more than 7" shares.

3.5.2 Secure aggregation by nodes
(MPC)

The aggregation nodes receive shares
across all active clients. In every node, the
local sum of the shares that it received from
all clients can be computed without decrypt-
ing every single contribution individually
since summing shares equates to summing
the underlying secrets due to a Shamir’s Se-
cret Sharing characteristic. Let S; denote
the sum of shares that the aggregation node
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j received from all the M active clients:

M M
Sj:zsi-i =ZP,'(XJ'). (317)
i=1 i=1

3.5.3 Global model update

The aggregation nodes then jointly
aggregate their sums s;; to reconstruct the
aggregation global update 2%1 AWi. This
is done using the Lagrange Interpolation
formula, that is the reconstruction phase of
Shamir’s Secret Sharing, but applied on the
summed values s;. The ultimate aggre-
gation update,AWGlobal, is the constant
term of the patched polynomial Z,I-\;I 1 Pi(x),
which is equal to the sum of the original se-
crets:

M
AWGlobal = " AWi. (3.18)

i=1
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While the raw updates to the models (AWi)
are never exposed in plaintext to any one
entity, including the server and the aggre-
gation nodes, this whole process ensures the
correct computation of the global model up-
date. The confidentiality of the system is
preserved even when up to T — 1 aggrega-
tion nodes are compromised. Up to (7 — 1)
colluding aggregation nodes cannot recon-
struct an individual client update from their
available shares. If (T') or more aggregation
nodes collude, this confidentiality guaran-
tee no longer holds, which is an explicit lim-
itation of the proposed threshold-based de-
sign.

The Secure Aggregation Layer cre-
ates a strong, cryptographically protected
environment by which model contributions
stay confidential, unlawful reconstruction
is statistically infeasible, and collaborative
learning can take place without any di-
rect communication of information between
participants. Algorithm 1 shows the pro-
posed work flow:

4. Result and Discussion

The proposed approach shows better
decryption accuracy and computational
efficiency, with more entropy, and lower
key generation and latency in encryp-
tion/decryption, compared with AES-256,
ECDSA, Salsa20, ECC-256, and Twofish.
Also, compared with FedMA, FedAvgM,
FedOpt, FedPAQ, and FedBN, the pro-
posed model attains improved precision,
recall, accuracy, specificity, F1-score, and
MCC with minimized MSE, MAE, and
energy consumption in the evaluation of
federated learning. This enables safe and
effective distributed clinical intelligence.

Algoritm 1: The proposed work flow.

Input:

Output:

Local healthcare datasets, initial global model,
privacy parameters, QKD-PQC security parameters,
blockchain network, and aggregation threshold.
Updated global model M G

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.
25.

26.

217.

Initialize the global model M G and register

all authorized hospitals in the permissioned
blockchain network.

For each federated learning round r = 1, 2, ...R:
The central server distributes the current global
model to all participating hospitals.

For each participating hospital Hi:

o Keep the private healthcare dataset Di

within the hospital.

o Preprocess the local dataset and initialize

the local model using M G.

o Train the local model using the private

dataset.

o Calculate the local model gradients/update.

o Evaluate the gradient magnitude, training
stage, and data sensitivity.

o Determine the adaptive privacy level.

o Add calibrated differential-privacy noise

to the local update.

Evaluate the sensitivity to determine the Ui
required communication security level.

Generate a QKD key between hospital and the
central server.

Generate a post-quantum cryptographic key using
the selected PQC mechanism.

Combine the QKD and PQC keys to establish a
hybrid quantum-resistant session key.

Encrypt the privacy-preserving update using

the hybrid session key.

Apply the proposed obfuscation and adaptive
parameter-shifting mechanism to the encrypted
update.

Generate a post-quantum digital signature for the
protected update.

Transmit the encrypted and signed update to the
permissioned blockchain network.

The blockchain verifies the hospital identity and
validates the digital signature.

Reject updates from unauthorized, invalid, or
suspicious participants.

Record valid model updates as blockchain
transactions.

Use smart contracts to perform update verification,
contribution assessment, reputation management,
and incentive allocation.

Forward the approved model updates to the secure
aggregation layer.

Each participating hospital divides its approved
update into multiple secret shares using Shamir’s
Secret Sharing.

Distribute the secret shares among the authorized
aggregation nodes.

The aggregation nodes jointly process the received
shares using Multi-Party Computation (MPC)
without revealing individual hospital updates.
Combine the secret shares according to the
predefined aggregation threshold.

Reconstruct only the aggregated global update
without recovering any individual hospital update.
Update the global model using the securely
aggregated update.

End For

Check the global model performance against the
predefined stopping criterion.

If the stopping criterion is not satisfied, start the
next federated learning round.

Otherwise, return the final trained global model
MG.

End Algorithm
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4.1 Evaluation metrics

The proposed method is evaluated on
a number of measures that determine its ef-
fectiveness, including precision, accuracy,
sensitivity, RMSE, MSE, and MAE. Table
2 summarizes the effectiveness of the pro-
posed approach and also provides the rele-
vant evaluation results.

Table 2. Evaluation metrics.

Metrics Formula

— Tpo+The
Accuracy ACC = T o e
Sensitivity SENS = 75—
Precision PRE = Tpff(l;,,,,
Specificity SPEC = 72—
F1 score Fl1=2. _ﬁgg;lég%
MAE MAE = 5 577, x; - 4
MSE MSE = % ijl(xj —%)?

4.2 Performance analysis

The proposed framework is suitable
to provide safe, reliable, yet computa-
tionally efficient distributed clinical intel-
ligence for large-scale healthcare systems.
Fig. 3 shows the accuracy and loss val-
idation for the proposed study by varying
epoch value.

100

Fig. 3. Accuracy and Loss curve.

The figure shows the trend of accu-
racy and loss regarding the training perfor-
mance of a machine learning model over 30
epochs. The y-axis represents accuracy as a
percentage and loss values, while the x-axis
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shows the total number of training epochs.
During further training, the model’s ac-
curacy gradually increases from its initial
value of 73%. Accuracy reaches approx-
imately 95-96% toward the last epochs,
which constitutes efficient learning and im-
provement in the ability of a model to
make predictions. The prediction errors
are gradually reduced, as evidenced by the
loss curve simultaneously falling rapidly in
the early epochs and eventually stabilizing
close to zero. The increase in accuracy and
decrease in loss both show an inverse rela-
tionship, which indicates stable model con-
vergence. Altogether, there are no obvi-
ous indications of overfitting, and this fig-
ure shows successful training with steadily
improving performance. Fig. 4 shows the
confusion matrix for the proposed study.

—0.50

800

—0.25

Actual

0.0

0.5
Predicted

1.0

Fig. 4. Confusion matrix.

This figure shows a confusion matrix
used to evaluate the performance of a bi-
nary classification model. The y-axis rep-
resents actual class labels, while the x-axis
represents expected class labels. Accord-
ing to the color bar, each cell depicts the
number of samples that fell into a specific
actual-predicted pairing; darker shades re-
flect larger values. The top-left and bottom-
right cells, respectively, correspond to the
true negatives and true positives, reflecting
accurate predictions. The darkened bottom-
right cell reflects a large number of posi-
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tive samples classified correctly. The top-
right cell represents false positives, whereas
very few false negatives are reflected by the
light-colored cell in the bottom left. Strong
classification with high accuracy and little
misclassification is suggested in general by
the matrix. Fig. 5 shows various encryp-
tion techniques, focusing on latency mea-
surements.

AES256 ECDSA sal ECC256 Twofish

20 Proposed
Encryption Technique.

Fig. 5. Cryptographic performance.

This graph compares the crypto-
graphic performance of various encryption
techniques, focusing on latency measure-
ments. AES-256, ECDSA, Salsa20, ECC-
256, Twofish, and the proposed method
are some of the encryption techniques dis-
played along the x-axis, while latency in
milliseconds is displayed along the y-axis.
Three performance parameters are shown:
encryption latency, decryption latency, and
key generation latency. Salsa20 has the
lowest latency across all three categories,
indicating a high degree of computational
efficiency. On the contrary, because of their
higher computational complexity, ECDSA
and the proposed technique have higher key
generation latency. The proposed technique
presents moderate values for encryption and
decryption latencies, which remain rela-
tively similar across methods. The figure
shows how cryptographic algorithms trade
off computational efficiency against secu-
rity strength. Fig. 6 indicates entropy level
for proposed and existing studies.
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AES-256 ECDSA Salsa20 ECC-256 Twofish Proposed

Encryption Technique

Fig. 6. Entropy level.

The following figure presents a bar
chart showing the entropy level for some
encryption methods, namely AES-256,
ECDSA, Salsa20, ECC-256, Twofish, and
the proposed technique. Entropy is in bits
per pixel on the y-axis, and encryption tech-
niques are on the x-axis. In fact, all tech-
niques have entropy values very close to the
optimum value for encrypted data, which is
almost 8 bits per pixel. This indicates strong
resistance against statistical attacks, with a
high degree of randomness. The entropy
of the suggested technique is comparable to
well-established techniques, hence imply-
ing strong cryptography. Basically, the pic-
ture shows that all the evaluated methods—
including the proposed strategy—result in
secure, well randomized encryption outputs
suitable for sensitive data protection. Fig.
7 shows the correlation coefficients for the
existing and proposed method.

AES-256 ECDSA Salsa20 ECC-256 T

Encryption Technique

ofsh  Proposed

Fig. 7. Correlation coefficient.
The figure shows a bar chart rep-

resenting correlation coefficients for vari-
ous encryption methods such as AES-256,
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ECDSA, Salsa20, ECC-256, Twofish, and
the proposed approach. The y-axis repre-
sents values of the correlation coefficient,
while the x-axis represents the encryption
approaches. Since lower correlation de-
picts less statistical similarity between the
original and encrypted data, it is consid-
ered a sign of higher encryption quality.
The proposed strategy, among those tested,
has the lowest correlation coefficient, indi-
cating that it is more resistant to statistical
and differential attacks. Other techniques,
while still within reasonable bounds regard-
ing security, have somewhat higher corre-
lation values. In general, the graph depicts
an increase in decorrelation by the proposed
approach, enhancing the robustness of en-
cryption and data confidentiality. Fig. 8
shows the accuracy for various existing and
proposed encryption techniques.

101.0

100.5

100.0

98.0

AES-256 ECDSA Salsa20 ECC256 Twofish

Encryption Technique

Proposed

Fig. 8. Accuracy for encryption technique’s.

A bar graph is presented that com-
pares the correctness percentages of vari-
ous encryption methods, such as AES-256,
ECDSA, Salsa20, ECC-256, Twofish, and
the proposed approach. The x-axis repre-
sents the encryption methods and the y-axis
represents correctness percentage. Each ap-
proach yields 100% accuracy, which rep-
resents perfect or near-perfect performance
of the test under consideration. It means
that all the schemes are equally effective re-
garding the integrity of data and accuracy
in encryption and decryption. However,
consistency in accuracy level across the ap-
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proaches stipulates that measurements such
as latency, entropy, or correlation could
be more helpful regarding distinguishing
performance differences among these tech-
niques compared to accuracy alone. Fig.
9 indicates the throughput performance for
both existing and proposed techniques.

AES-256

ECDSA Salsa20 56

Eneryption Technique

Twofish Proposed

Fig. 9. Throughput.

The figure depicts a bar graph
representing throughput performance of
various encryption methods in terms of
MB/s. Different encryption techniques are
shown along the x-axis, including AES-
256, ECDSA, Salsa20, ECC-256, Twofish,
and the Proposed Method, while through-
put is shown on the y. Salsa20 achieves the
highest throughput, reflecting particularly
good processing speed and efficiency for
large quantities of data. Very high through-
put performance is also reflected in AES-
256 and Twofish, but ECC-256 and ECDSA
reveal slightly lower numbers due to their
higher computational overhead. The pro-
posed method strikes a balance between ef-
ficiency and security, recording a moder-
ate throughput. The depicts performance
trade-offs among encryption techniques for
high-throughput data environments. Fig.
10 shows the normalized score for federated
learning performance.

The graphical representation shows
a normalized bar chart of various feder-
ated learning algorithms such as FedMA,
FedAvgM, FedOpt, FedPAQ, FedBN, and
proposed algorithms. The X-axis shows
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Federated Learni

Fig. 10. Federated learning performance.

the different algorithms, while the y-axis
shows normalized scores of various evalu-
ation metrics such as MCC, precision, re-
call, specificity, and Fl-score. The exist-
ing algorithms are just mildly good; rather,
they are fluctuating because FedPAQ and
FedBN algorithms show a marked degra-
dation in performance. However, the pro-
posed algorithm shows peak points and ac-
quires maximum normalized scores for all
evaluation parameters, which represent su-
perb class performance. Hence, this graph
shows that this federated learning algorithm
is more reliable and effective than existing
algorithms. Fig. 11 shows performance
comparison of proposed and existing feder-
ated learning techniques.

Ten parameters are used to compare
the Proposed Federated Learning technique
with five existing methods, which are pre-
sented in bar charts. In nearly all parame-
ters concerning the efficacy and efficiency
of models, the proposed technique performs
outstandingly. For instance, all positive
parameters including Accuracy, Fl-score,
Precision, Recall, Specificity, and MCC
show the highest values for the proposed
technique. On the other hand, the worst per-
formances in negative parameters such as
RMSE with a value of approximately 0.035,
and Energy with a magnitude of approxi-
mately 250 J, indicate enhanced capability
in error minimization and energy usage, re-
spectively. Therefore, this thorough eval-
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uation confirms without doubts that Pro-
posed Federated Learning performs better
than existing methods in both efficacy and
efficiency. Fig. 12 shows the process-
ing time for both existing and proposed ap-
proaches.

The bar chart shows six Federated
Learning methods in relation to their run
times in seconds, with a total scale mea-
sured around 250-360 seconds. The lead-
ing player in this case is Proposed,” com-
pleting in approximately 250 seconds, mak-
ing it far more efficient than other meth-
ods. FedMA takes the longest time, approx-
imately 360 seconds. The next is FedOpt,
which takes about 350 seconds, followed by
FedAvgM with 340 seconds, then FedBN
with 330 seconds, all above 300 seconds.
FedPAQ takes approximately 300 seconds,
a moderate pace. In summary, the above
results show that ”Proposed” is the quick-
est technique among all tested benchmarks.
Table 3 shows the comparison analysis of
proposed and existing approaches. Fig. 13
shows the ROC curve comparison for the
proposed method.

The graph above shows an ROC
curve, which is a widely used technique
for assessing the performance of a two-
class classifier. ~ The blue solid curve
with a marked area corresponds to the
proposed model, which shows Sensitivity
against[TD2.1]. The ROC curve lies in the
top left corner, which is a representation of
a nearly perfect classifier. With an AUC of
0.999, the model is very efficient in classi-
fying a positive and negative class.

The following table gives a compar-
ison of current security solutions in dis-
tributed systems and healthcare systems
using quantum and post-quantum technol-
ogy. To improve the task of securing
aggregated data, this research work fo-
cuses on a solution using hybrid QKD-



S. H. etal. | Science & Technology Asia | Vol.31 No.3 July - September 2026

Aceuracy (%)
8 2
Energy ()
g B B

80

150

100
0

30
0 0

FedMA FedAvgM FedOpt FedPAQ FedB! FedOpt . FedPAQ FedBN Proposed
Federated Leaming Method Federated Leamning Method
100
80
g 60
i
=4
]
o
FedOpt FedPAQ FedBN
Federated Learning Method Federated Leaming Method

il

FedAveM FedOpt FedPAQ FedBN ' FedOpt FedPAQ FedBN Proposed
Federated Leaming Method Federated Leamning Method

Precision (%)
] 2
Recall (%)

HS

FedAvgM FedOpt FedPAQ FedBN Propased
Federated Leorning Method

Specificity (%)

FedMA FedAvgM FedOpt FedPAQ FedBN Proposed
Federated Leaming Method

FedOpt
Federated Leaming Method

Fig. 11. Performance comparison for both existing and proposed technique.

PQC encryption and multi-party computa- tains a high accuracy level of fake data iden-
tion. The existing research shows great effi- tification with fast detection speed of up to
ciency in performance: PQS-BFL, incorpo- 95%. QBSF, with the combination of QKD,
rating blockchain, federated learning, and blockchain, and deep reinforcement learn-
lightweight post-quantum cryptography, at- ing, substantially improves security scores
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Table 3. Comparison analysis of proposed and existing approaches.

Method FedMA FedAvgM FedOpt FedPAQ FedBN Proposed
Accuracy (%) 89 88 89 87 86 96
Energy (J) 340 320 330 300 310 250
F1-Score (%) 90 88 89 86 87 95
MAE 0.15 0.17 0.16 0.19 0.18 0.11
MCC 0.62 0.6 0.61 0.57 0.56 0.78
MSE 0.06 0.065 0.062 0.08 0.075 0.035
Precision (%) 90 88 89 85 86 94
Recall (%) 90 88 87 86 85 96
Time (s) 365 340 350 300 328 250
RMSE 0.245 0.255 0.25 0.28 0.27 0.185

350
30
250

2 200

150
100

50

FedMA  FedAvgM FedOpt

Federatex

dPAQ
Method

FedBN

Proposed

Fig. 12. Processing time.

ROC Curve

0.0 0.2 0.4 0.6

False Positive Rate

Fig. 13. ROC curve.

and decreases attack mistakes. Other re-
search on generative Al, MARL, and PQC
methods demonstrates great accuracy, pre-
cision, anomaly, and defense against poi-
sonous attacks. Table 4 shows the state-
of-art comparison for existing and proposed
techniques.

5. Conclusion
This study proposed a privacy-
preserving and quantum-resistant federated
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learning framework for critical health-
care and brain disease prediction by
integrating adaptive differential privacy,
MPC-based secure aggregation, permis-
sioned blockchain, and hybrid QKD-PQC
communication. The key lesson learned
is that secure healthcare Al requires a
multi-layered design where privacy, se-
curity, trust, and aggregation are jointly
addressed rather than independently op-
timized. In practice, keeping data local,
protecting model updates before transmis-
sion, and verifying participants through
blockchain, significantly improves system
reliability. ~ However, stronger security
inevitably introduces additional com-
putational, communication, and storage
overhead, highlighting an important trade-
off between performance and protection.
Therefore, careful configuration of privacy
levels and cryptographic mechanisms is
essential for real deployment. Overall,
the framework provides a scalable and
trustworthy foundation for collaborative
healthcare learning, with future work
focusing on efficiency optimization, edge
deployment, and clinical interpretability
for real-world adoption.
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