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Abstract

The Botnet is one of the major threats in Internet which attackers use it to make cybercrimes
such as DoS attacks, stealing sensitive data, or spam spreading. The Botnet constantly evolves
itself thus making it more difficult to detect. Command-and-Control (C&C) servers are basic
machines which contain bot script and are placed in Internet and waiting to be connected by
bot-infected machine via domain name system (DNS) query. Infected machines typically make a
likely random but systematic DNS query to connect to C&C server. This Domain Generation
Algorithms (DGAs) technique makes a difficulty for monitoring system to detect the C&C server.
In this paper, we present a methodology for detecting bot-infected machine using DNS traffic
log. Our technique can differentiate legal domains from DGAs domain from DNS log by applying

the combination of whitelist domain and Natural Language Processing (NLP) technique.

Keywords: Domain Generation Algorithm (DGAs), Natural Language Processing (NLP), Botnet

Detection, Anomaly Detection
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(1) (2) (3) (4):(5) (6) (7):(8) (9) (10) (11)/(12)/(13)
20-Feb-2020 11:06:38.203 RQ 192.168.4.5:57462 -> 8.8.8.8:53 UDP 53b www.gncxhawpotnsd.com/IN/A
20-Feb-2020 11:06:38.795 RR 192.168.4.5:57462 <- 8.8.8.8:53 UDP 41b www.gncxhawpotnsd.com/IN/A
20-Feb-2020 11:06:38.795 RQ 192.168.4.5:47512 -> 158.108.0.2:53 UDP 53b www.ku.ac.th/IN/A
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TunawIsasnadelawunuudiludadiu 30%

Tuina Accuracy | Precision Recall F1-Score
luunsu 0.882 0.794 0.916 0.850
Tnsuns 0.903 0.845 0.898 0.872
Tnsunsu 0.918 0.853 0.934 0.892

Tvhsiunsu 0.907 0.972 0.764 0.856
Fnunsu 0.858 0.984 0.617 0.758
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Tuna Accuracy | Precision Recall F1-Score
Tuunsu 0.884 0.795 0.917 0.852
Tasunsu 0.904 0.847 0.897 0.871
Tolsunsu 0.926 0.865 0.946 0.904

Tvhsiunsu 0915 0.974 0.791 0.873
Fnunsu 0.865 0.989 0.644 0.779
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%umu%%a%’w%aimLuuLLUUEjﬂué’mdau 50%

luna Accuracy | Precision Recall F1-Score
luunsu 0.886 0.797 0.917 0.853
Tasunsu 0.904 0.848 0.896 0.871
Tulsunsu 0.924 0.865 0.942 0.902

Ivhiunsy 0916 0.978 0.792 0.875

Fnunsu 0.858 0.988 0.624 0.765

= ° o Yo =g % ° -
A15199 6 urunnsuleduandlvludiiundssinnie

lawustaveyaduiu 100,000 vaya

Tawaa nanitly Gunil)
lunsu 6.557
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FwNTa 3.642

301

N
a

Time (Seconds)
N
1)

154

2

3

4
Number of Gram

5

3UN 3 Puuinsuwazialylunisseus



nsTue uavealy  ECTI-ARD T4 1 atudl 2 (2021): 244240

120

80

60

40

Memmory Usage (MB)

o

2 3 4 5 6
Number of Gram

E‘Uﬁ 4 FIUIULATULATIUINVBILULAR

5. Han1snagauIsuUu
NAURINTITHAILNILATERTUTA LU an uasdIundnfa

Nasﬂaﬁﬂ’ﬁ@@ﬂLLUUI@JQ@W]?U‘ESQJ'J@N& LS NAUDITEUU

5.1 Havasn1seanuuuluganisuszanana
n1seanuuulugalszitanainimageauaesyuiuuae
NAABUAIINLL UL UaznadauAluatuIsalunis

Usvanana lneiisieazidunnall

5.1.1. wamageuszuulugluuuvesauwiugl

n1sinuszdnsnnluguuuuvesainuusug1agviinis
nadaufunguueya 1000 froglnefdnsdnlamud
afreanduneuisaied slamuuvuguludndiu 30%,
40%, 50% ANEIFU TaeilnadnE LA IAN19T 3, 4

way 5

5.1.2. wamageauszuulugluuuveslsziniam

nalaadsdumaaintuludunswusiuunsuily
é’ﬁgﬂﬁ 3 LﬁaaﬁnﬂIuLﬂaLﬁuagﬂugUaﬂ%’uuﬁ Fannduun3lu
mmiwaauﬁmm%u%aumqLam (Time Complexity) a&jﬁ
0n) dususweslumanlysiouaiudunuuons iy
L%aamug"dﬁ 4 \iesanuunaunsufiiiudy 1 unsuazdes
Augduresiisiysenduninde 1 Snuse voyadadiutu
Husunuwinve s uuLnsufisn natilelunisTwun
UszLanuesd egnuinlusiuaunnsuditesninasglytian
WnnInTauLnsusanindesaniimsvinlundazads
FosutsdolamuiioUssiianasenifudiug unsuiives
ﬂ’iwzéfadﬂsgmawammdﬁLLﬂiuﬁmmdmg 1 50ULAND

Aauandlunsned 6 nveyatdaznuinlunainiaiiy

a1

'
1%

gnFedlazAIAzLULNTUggaWalydwINwATIWIIAY 4
sadulueandunlyluluganisussuranadadenlydiuau
wNIUAY 4 WesnszuulianudAgyiuaiaugnses

wnnImailalunsseuiiasiuiflelunisivlung

5.2 Navasssuu
NAANSUDITEUUILLUBLTUUTEANTAINUDISEUYU  haTNTN

o

Gulaanlylunisuaniua lnedissaziBunsal

5.2.1. Us2aNSnTnUa9ssuY

KanIsnaaeuvasszuuLansliiudanaiiveyandag 1y
deaglusaslugalussuy nafilugasusuteyaud
ﬁuﬁn%@yjaaﬂugmﬁnm 20.3 ’3mﬁ@famymﬂa 10,000
voya V3o 2 fadTunfl o 1 veua uarluganisUszaana
aeloanlunisviaudseana 0.16 Jundise 1 Gduaa;lja Taedl
swaziden famsedl 7 LLaﬂu@,amiLLamNa%ﬂ%naﬂu
mﬁﬁqﬂuazgamﬂgmszjyaagaﬂﬁzmm 0.17 Auvine 1 Gdua;gja
mﬂﬂjuaaﬂaé’nﬂéwﬂuwﬁu%mmmaqﬂié’w”hszjyayja 1 %a;gja%

Tyvanlumsvihaunarualuszuuyseunn 0.5 U

A15199 7 anfilylunisiauautuneunig 9 vesduga

MsUszananasieveya 1 vaya

s el
vunauneluluganisuszudana o
(iaquni)
fevayafidueanindatafinidsuanglusunsy
Y Y

. 8.334
AUUNYTBLAT
AsvaeuBalawuiuguveyatnyTun 7.831
Awimmauzy 7.554 x 107
nanUssinvvesveyaadlugiuveya 1.05 x 107

5.2.2. TuQan1sUEAINA

SulesdmiuuanseyaszuiseenduaudnumdnUsznoy
11Jﬁ"’;&JLquqﬁLﬁuﬁm%’mLamdﬁf’lmumyazﬂa WU latn
dmsuuansdndiuvesoya wasUsyinislsnuug iy
Iugﬂ‘ﬁ' 6 LULATUDSALARAININTIUTEUY LAY g"dﬁ 5 hang
ﬁi’mau%aa;ljaﬁ'LsﬂuwﬂuiwummaaﬂmLLamsgazﬂamﬂ%ﬁ

LSULBﬂﬁQﬁNW wagn5luh LSHL@ﬁLQW’IBﬁﬂ’m’J"]LfJuIW LZLIU?]:@J



nsTue uavealy  ECTI-ARD T4 1 atudl 2 (2021): 244240

uwufiladnlugudl 7 uana 5 Sufuusnvedlaudigngy
(DGAS) drugUil 8 wanwmsslseiinslyaudsiesa
Bueadeunduiiefiazvinliiguassuvanunsansiaaey
wazszyflrnululefiueninsadisriulunafiuansiuls

TngazaIn

-O- Total -O- Infected
3,500

3,000

2,500

# Queries

1500

0

2000 8 04:00

Time

o '

3UT 5 fagaunugilidy

Total Quaries o Queries Suspected (s rm 1P Suspoctod Lt sk Total Quaries (1 st
1,245 102 18 52,315

Quarios Suspocted (raemst 1P SUDECtRd (1wt
3,732 54

Queries oeerzn Saem > oewnmn sas e

Top Suspected Domain (v Top Suspected Destination IP ¢ o Top Suspected Source IP st x

iy

o '

35U 6 freghauarueindmiulaniveya

Top Suspected Domain (Last Hour)

eeoahxj.info
/3123 (27%)

@ eeoahxj.info 27%
mm xvegythoxtdjxp.pm 17.28%
irmgrdclr.org 14.94%

mm Odarchu3gd2z.net 13.07%

Other
3205(27.. TN\,

Odarchy... __» @ Other 27.71%
xveaythoxtdjxp.pm .
1512(13.. — TR TSRS "
irmgrdcir.org
1728 (14.94%)

@ Last Updated: Mon Jun 07 2021 17:48:05 GMT+0700 (Indochina Time)

sUN 7 fregnanaunilatn

Y U

6. aUna

sruuaTIvdeUaUnsalfifinueninaInveyavsashiued

o

Wanndulaglyveyaiiasisiveyadiduleaiisuiu AGDs

(%

f835 8 uNsy Tnelyan N = 4 waswlauseLnNe8Lnus

42

Faaanuad i o ulanrunisneaauii alileand

WINNEANNUNTHUIUSEN VDT ALY

Queries History
Source P Source Port Destinaton 1P Destination Port Timestamp Query Data
192.168.1.1 38323 158.108.0.2 53 2021-06-07 17:25:01.105 eeoahxj.info
192.168.1.1 51490 158.108.0.3 53 2021-06-07 17:25:01.105 eeoahxj.info
192.168.1.1 47081 158.108.0.2 53 2021-06-07 17:25:01.743 waw ku.ac.th
192.168.1.1 47845 158.108.0.3 53 2021-06-07 17:25:01.743 www ku.ac.th
192.168.1.1 60642 158.108.0.3 53 2021-06-07 17:25:01.743 www ku.ac.th
192.168.1.1 46538 158.108.0.2 53 2021-06-07 17:25:01.105 Jjzsqsq.net
192.168.1.1 34764 158.108.0.2 53 2021-06-07 17:25:01.743 www.ku.ac.th
192.168.1.1 36983 158.108.0.3 53 2021-06-07 17:25:02.013 ofipzfgevig.com
192.168.1.1 44639 158.108.0.2 53 2021-0607 17:25:02.013 ofipzfgevig.com
192.168.1.1 60540 158.108.0.3 53 2021-06-07 17:25:02.013 oflpzigevig.com
Rows per page: 0 v 1-10 of 383 >

U7 8 fregrwnuanUsyiRnisioseiiduea

7. NE1T91989

[1] A. K. Sood and S. Zeadally, "A Taxonomy of
Domain-Generation Algorithms," I[EEE Security &
Privacy, vol. 14, no. 4, pp. 46-53, 2016.

[2] Network Security Research Lab at 360. (8 November
2020). Netlab DGA Project. [Online] Available:
https://data.netlab.360.com/

[3] H. Choi, H. Lee, H. Lee, and H. Kim, "Botnet
Detection by Monitoring Group Activities in DNS
Traffic," in 7th IEEE International Conference on
Computer and Information Technology (CIT 2007), 16-
19 Oct. 2007, pp. 715-720.

[4] K. Alieyan, M. Anbar, A. Almomani, R. Abdullah, and
M. Alauthman, "Botnets Detecting Attack Based on DNS
Features," in International Arab Conference on
Information Technology , 28-30 Nov. 2018, pp. 1-4.

[5] S. Yadav, A. K K. Reddy, A. L. N. Reddy, and S. Ranjan,
"Detecting algorithmically generated malicious domain
names," in Proceedings of the 10th ACM SIGCOMM
conference on Internet measurement, Melbourne,

Australia, 2010: Association for Computing Machinery.




nsTue uavealy  ECTI-ARD T4 1 atudl 2 (2021): 244240

[6] T. Wang, X. Hu, J. Jang, S. Ji, M. Stoecklin, and T.
Taylor, "BotMeter: Charting DGA-Botnet Landscapes in
Large Networks," in IEEE 36th International Conference
on Distributed Computing Systems (ICDCS), 27-30 June
2016, pp. 334-343.

[7] M. Grill, I. Nikolaev, V. Valeros, and M. Rehak,
"Detecting DGA malware using NetFlow," in IFIP/IEEE
International Symposium on Integrated Network
Management, 11-15 May 2015, pp. 1304-1309.

[8] H. Choi, H. Lee, and H. Kim, "BotGAD: detecting
botnets by capturing group activities in network traffic,
in Proceedings of the 4th International ICST
Conference on COMmunication System softWAre and
middlewaRE, Dublin, Ireland, 2009: Association for
Computing Machinery.

[9] T.-S. Wang, H.-T. Lin, W.-T. Cheng, and C.-Y. Chen,
"DBod: Clustering and detecting DGA-based botnets
using DNS traffic analysis," Computers & Security, vol.
64, pp. 1-15, 1 Jan. 2017.

[10] L. Bilge, E. Kirda, C. Kruegel, and M. Balduzzi,
"EXPOSURE: Finding Malicious Domains Using Passive
DNS Analysis," in Ndss, 2011, pp. 1-17.

[11] L. Bilge, S. Sen, D. Balzarotti, E. Kirda, and C.
Kruegel, "Exposure: A Passive DNS Analysis Service to
Detect and Report Malicious Domains," ACM Trans. Inf.

Syst. Secur., vol. 16, no. 4, 2014.

a3

[12] X. D. Hoang and Q. C. Nguyen, "Botnet Detection
Based On Machine Learning Techniques Using DNS
Query Data," Future Internet, vol. 10, no. 5, p. 43,
2018.

[13] J. Mao, J. Zhang, Z. Tang, and Z. Gu, "DNS anti-
attack machine learning model for DGA domain name
detection," Physical Communication, vol. 40, 1 Jun.
2020.

[14] B. Rahbarinia, R. Perdisci, and M. Antonakakis,
"Segugio: Efficient Behavior-Based Tracking of Malware-
Control Domains in Large ISP Networks," in 45th
Annual IEEE/IFIP International Conference on
Dependable Systems and Networks, 22-25 June 2015,
pp. 403-414.

[15] B. Rahbarinia, R. Perdisci, and M. Antonakakis,
"Efficient and Accurate Behavior-Based Tracking of
Malware-Control Domains in Large ISP Networks," ACM
Trans. Priv. Secur., vol. 19, no. 2, p. Article 4, 2016.
[16] Alexa. Alexa's Top Sites [Online] Available:
https://s3.amazonaws.com/alexa-static/top-1m.csv.zip
[17] M. Kuhn and K. Johnson, Applied Predictive

Modeling, New York: Springer, 2013.



