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Abstract

This paper proposes a study and measurement of one of the most well-known Intrusion
Protection System called Suricata under real-time traffic protection of an enterprise network. The
challenge problem in IPS deployment is to assure the performance in multigigabit environment.
In this experiment, the testbed is tested under 10 Gbps network. Major goals are to find the
combination of Suricata parameters to optimize the overall performance. The experiments cover
both AF_PACKET and NFQ packet capture technique. The results show that AF_PACKET yields
better performance over NFQ. Moreover, Suricata worker thread should be placed on the same

CPU so that no communications overhead will not affect the overall performance.
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