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ABSTRACT

The objectives of this research were (1) to identify and assess risks; and (2) to develop a risk management
plan on Information Technology and Communications (ICTs) risks under the ISO 27001:2013 standard for an
aviation organization. This research applied a qualitative research methodology using questionnaires as a tool to
collect data. 137 officials, working at a case study organization, were participated. The descriptive statistics were
used to describe the data found in this research. The risk assessment was explained in the form of risk opportunities
and the projected impacts from those risks. The findings revealed that a case study organization had the high risks on
ICT in 6 areas, namely: (1) Information Security Policy, (2) Operations Security, (3) Information Security Aspects of
Business Continuity Management (BCM), (4) Human Resource (HR) Security, (5) Physical and Environmental
Security, and (6) Information Security Incident Management (ISIM). Finally, a risk management plan was developed
in 6 domains to guide the ICT risk management.
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