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Abstract—WI-FI probe monitoring is a passive
monitoring technique that collects information from
the smartphone’s probe request information, using
a sensor or sniffer, representing the monitored area’s
users. Nonetheless, as technologies developed, more
changes are applied to the smartphone, promoting
the user’s privacy protection and extending the
device’s functionality. At the same time, this caused
a shift in the smartphone device’s probing behavior,
which affects the effectiveness of WI-FI probe
monitoring. In this study, by reviewing different
factors that may affect smartphone WI-FI probe
monitoring effectiveness, it was found that developers
have adopted the MAC address randomization
process in response to the user’s privacy protection.
Although randomization caused noises in the data
and altered the study’s outcome while the smartphone
device is not connected to the internet, it is possible
to monitor the users connected to the internet with
the proper SSID and network structure setup.

Index Terms—WI-FI Sniffer, Passive Monitoring,
MAC Address Randomization, WI-FI Probe

1. INTRODUCTION

Understanding the behavior of facility users plays
a vital role in resource management and facility
assessments. Field surveying is used as a tool in collecting
information regarding user behaviors. However, field
surveys can be time-consuming and could affect the
users’ normal behaviors within the interested area.
Furthermore, the intrusion in daily activities could
cause an alteration of people’s behaviors to be different
from the regular basis.

With the internet of things (IoT), a microcontroller
or micro transceiver [1], becoming part of our daily
lives, it is possible to passively collect the data without
intruding daily personnel activities through users’
internet connection via cellular network (4G-LTE,
UMTS), and WI-FI. There are many types of wireless

technology. The common examples of wireless signals
are mobile signal, Bluetooth, WI-FI, Radio Frequency
Identification (RFID), and Global System Positioning
(GPS). All of these could be found in today’s
smartphones; used in different activities such as
communication, entertainment, data exchange, and
connection to smart accessories. Although there are
many types of wireless signals, each with a unique
range of signal frequencies and properties, this paper
focused on the WI-FI signal, which is commonly used
in internet connection and is an essential requirement to
utilize smartphone functions while lowering the cellular
network usage [2].

Even though WI-FI connections are common in
this digital era, there are only a few experimental
investigations, and the information regarding WI-FI
probing limitations is still lacking [3]. Hence, this paper
aims to identify smartphone WI-FI probe monitoring
limitations to find an alternative WI-FI monitoring
approach.

II. REVIEW OF LITERATURE

WI-FI sniffer or tracking used WI-FI signal from
the access point (AP) and router connection or probe
request to collect information such as timestamp and
media access control (MAC) address to identify the
users within the facility. In general, WI-FI MAC address
monitoring is used in counting and localizing the users
within the facility’s area. In addition to the localization
capability [4]-[6], the collected data can also analyze
users’ behavior while using the facility [4], the study
of pedestrians’ trajectories [6]-[7], and population
distribution [8]. However, as time progressed, new
technologies emerged with a new set of regulations.
Thus, to determine the future direction of WI-FI
tracking, it is important to understand the system’s
current limitation and the restriction of privacy control.

Note: In some contexts, the WI-FI probe is referred
to as the equipment used in monitoring WI-FI requests.
Whereas in this paper, the WI-FI probe is referred to
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internet device WI-FI request. Hence, from the next
section onward, sensors and sniffer will be used to
refer to the monitoring equipment to prevent any
overlaps of the WI-FI probe usage.

A. WI-FI Probe Monitoring

WI-FI (wireless fidelity) or IEEE 802.11 [9] is
a wireless signal which enabled the device such
as smartphone, laptop and other Internet of things
(IoT) to gain access to the internet or enabled any
network-based services and activities [10]. The
WI-FI probe is a broadcast signal by the WI-FI
enabled device requesting for AP connection, with the
basic coverage ranging from 150 feet to 300 feet —
approximately from 46 meters to around 91 meters
depending on the obstruction of the wireless signal
[10], [11]. The devices will broadcast the probe
request for as long as the user is required to connect
to the network and rebroadcast the signal again once
the current connection strength dropped [7]. Hence,
this process leave behind a unique finger print where
it can be used to represent the monitored subject [12].
There are two methods to obtain the WI-FI probe
signal information:

* Direct monitoring of the WLAN (wireless
local area network) controller, which collects
information from APs.

* Smartphone probe requests information
monitoring using WI-FI sniffer devices.

The first method is information extraction or
direct monitoring of the network structure through
the APs, as demonstrated by [13], using the structure
shown in Fig. 1. Nonetheless, this method requires
full access to the WLAN structure, requiring the
facility’s owner’s permission.

RTLS Server |—>I Location Server |

WLAN Controller

Fig. 1. WLAN controller monitoring setup for indoor localization
system, where C — client represent the users’ internet device
trying to connect to the nearby APs, and RTLS — real-time location
system [13].

The second method is to extract the probe signal
information through probe request monitoring via
sensor or sniffer device, using the model shown in
Fig. 2 and the setup as shown in Fig. 3. This method

will require either a commercialized technology such
as FogSenses [3], or turning an IoT device into
monitoring equipment using a WI-FI sniffer and
analyzer software such as WireShark, Tshark, and

Windump [14].
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Fig. 2. Probe request monitoring using a sensor or a sniffer with
compatible wireless antennas.
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Fig. 3. WI-FI probe monitoring setup

The information extracted by sniffer software and
sensor, as shown in Fig. 4, generally contains MAC
addresses, signal strengths, and timestamps which are
later used in the localization and trajectory analyses
[3], [13], [15]-[19]. The MAC address is used to
represent the internet device, the timestamp is the time
log when the WI-FI sniffer detects a probe request,
and signal strength is used to calculate the distance
between the sensors and the internet device. Using
MAC address information, it is possible to localize
and detect the presence of facility users within the
area and the trajectory of the users; hence, making
it the key information in WI-FI passive monitoring.
This monitoring technique removes the condition to
constantly survey the area for up-to-date information
since the WI-FI sniffer can be permanently deployed
in the study area. Therefore, simplify the field survey
work to only the maintenance of the sniffer devices.
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Fig. 4 Example of WI-FI sniffer extracted information [20]

B. Smartphone Functions and Probe Request

In the study of localization and trajectory
monitoring using WI-FI sniffing, the interested
MAC addresses must be non-stationary addresses that
of smartphone devices, one of the main equipment
carried by the users. Therefore, the smartphone’s
functions, system setting, and users’ privacy
protection must be considered to determine WI-FI

TABLE I
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i 354 65.318730 63.80.242.48 192.168.0.21 TCP 66 80 - 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3295534151 TSecr=4915195@3

i 355 65.321733 63.80.242.48 192.168.0.21 TCP 1514 [TCP segment of a reassembled PDU] v

< >

> Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) A

> Ethernet II, Src: Globalsc_@@:3b:8a (f@:ad:4e:00:3b:@a), Dst: Vizio_14:8a:el (©0:19:9d:14:8a:el)

> Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.21

> User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34036)

probe request monitoring effectiveness.
1) Modes of the Smartphone

There are three main modes in the smartphone
that could affect the WI-FI probing behavior: Sleep
Mode, Power Save Mode, and Airplane Mode. Each
mode activation results in behavioral change in the
device functions as described in Table 1.

DETAILS OF DIFFERENT MODES IN SMARTPHONE

Mode User interaction

System Default

Effects to the WI-FI probing behavior

Sleep Mode

version.

Automatically occur when the screen is turned off for a short
period [21], which vary between different models and system

Lesser probe request or no probe request
depending on the device setting.

Power Save Mode  Required user to enabled the function Disable by default Extends battery life by minimizing the device
background activities, including WI-FI activity.
Thus, reducing the probe request frequency.

Airplane Mode Required user to enabled the function Disable by default WI-FI disabled upon the mode activation, which

stopped the probe request

As shown in Table I, both sleep and airplane
modes disabled WI-FI by default, which stops the
smartphone’s probing request. On the other hand,
the power save mode will reduce the probe request
frequency. However, both sleep mode and airplane
mode contain additional settings, allowing users to
re-activate the WI-FI system. Furthermore, in most
cases, Airplane Mode is only used on some occasions
within designated places. Whereas the Sleep Mode
will occur regularly as the user turn-off the device’s
screen. Nonetheless, in Sleep Mode, users are allowed
to keep the WI-FI system enabled, to stay connected
to the internet, or sending a probe request at a fixed
interval to ready the connection, using the advance
setting, with respect to the type of OS and versions
[22]-[25].

2) Privacy Protection: MAC Address Randomization
As mentioned, smartphones are one of the
main equipment carried by people and are used
in many activities. Since many of these activities
required an internet connection; therefore, it very
common that the smartphone would leave behind
a fingerprint which WI-FI sniffer can detect and
collects information regarding the smartphone
users within different facilities. In response to privacy
protection’s rising concern, the developers must adopt
stronger privacy protection mechanisms [26]-[28].
Both Android and iOS smartphones have
adopted MAC address randomization. This protection
mechanism generates a random set of variables,
replacing the OUI (Organizationally Unique Identifier)
or NIC (Network Interface Controller), as shown in

Indexed in the Thai-Journal Citation Index (TCI 2)



INTERNATIONAL SCIENTIFIC JOURNAL OF ENGINEERING AND TECHNOLOGY, Vol. 5, No. 2 July-December 2021 63

Fig. 5, to be used in place of the device MAC address
during probe request.

The randomization process increased the number
of MAC addresses detected during the monitoring.
Therefore, increase the difficulty to tracks or monitor
the facilities’ users [29]. As mentioned, MAC address
randomization will generate a random variable to
create a new MAC address, used in place of the actual
unique MAC address during the WI-FI probing
process. These randomized MAC addresses are
considered short-lived and will not be matched any
vendor information, the OUI assigned by IEEE,
provided in WI-FI monitoring software [8].

The randomization process behaves differently
between different Android and iOS versions. In the
early stage of its implementation, the randomization
will only occur when the device is not connected to
any APs. Meaning that once the user is connected
to the internet, the device will revert to the actual
MAC address until the connection is discontinued.
Thus, allowing WI-FI sniffer to trace a specific MAC

TABLE II

address as long as the users are connected to the
internet using the APs within the facility. To counter
this flaw, the later version of both OS has enabled the
users to utilize randomized MAC address every time
they are connected to the different APs. The summary
of the MAC address randomization from the early
release till today is as shown in Table II below.

OUI NIC

S— A,, \ ,,,A —

01|:123|:/45|:|67|:/89|: AB

000000014 Upjcast /Multicast Bit

Universal/Local Bit
Fig. 5. 48-bit MAC address structure [28]

OS RELEASES AND MAC ADDRESS RANDOMIZATION [30]

Release OS and N . System Default / Enabled or
Year Version Randomization Behavior Disabled by Default References
2014 iOS 8 MAC address randomized during
probe request: Full randomization
Revert to globally unique MAC e [30]
address when connected to the AP ° g;}
L]
2017 Android 8 MAC address randomized during System default o [7]
probe request: Prefix randomization o [28]
Revert to globally unique MAC
address when connected to the AP
2018 Android 9 A.System default
MAC address full randomized for B. Disable by defaglt; Usefr can
enable the function which used
both: . o [33]
the randomized MAC address 34
A.Probe request for the connection session. * B4l
: B. Network connection / SSID e [31]
2019 Android 10 (network) A.System default
B. Enabled by default
2020 iOS 14 MAC address full randomized for A.System default 30
both: B. Enabled by default N [33]
A.Probe request N [29]
B. Network connection / SSID / o [29]
e [32]

24 hours

Note: SSID or service set identifier is the name of the WI-FI that appears in the WI-FI searching list; Full randomization is the process of
generating a new set of MAC address during probe request; Prefix randomization is the process of generating random Prefix (the OUI) [28]

during probe request.

III. MATERIAL METHODOLOGY AND DISCUSSION

Due to digitalization in our daily living, internet
connection has become a core requirement in any
form of activities that leave behind users’ WI-FI
fingerprints information. These fingerprints are
mainly used in monitoring the people within the
interested facility. In most cases, the monitoring
allows the facility owner to study the localization,

occupancy rate, and pedestrian movement [ 18], [35]-
[38] in the study area. Nonetheless, since most studies
involve smartphone monitoring, it is noted that there are
chances of the missing data to occur as the devices go
into different modes. However, it could be considered
a minor issue as compared to the privacy protection
problem. In response to the privacy protection,
developers adopted the MAC address randomization
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technique to help prevent the tracking and passive
monitoring from the 3" party by increasing the
number of MAC addresses detected by the sniffers.

However, these issues are rarely mentioned
because different modes of operation do not have
many effects on smartphone monitoring. Furthermore,
the randomization of MAC addresses still has a minor
impact due to the compatibility to the system during
the study period. Nevertheless, as technologies grow,
these changes begin to escalate to suit the users and
comply with the privacy protection policy. Hence,
online articles related to the smartphone’s OS and
MAC address randomization characteristics were
selected, based on the review of the related experiments,
to provide insight into the updated system in the
smartphone and its potential impact on WI-FI
passive monitoring.

A. Effects of Different Modes in Smartphone

In the context of WI-FI probing and an internet
connection, modes in smartphones have different
behavior depending on the OS and version. Nonetheless,
the basic characteristics of each mode still stand:

* Sleep Mode — reduce smartphone background
operation to extend the battery’s operation time
which includes WI-FI operation.

* Power Save Mode—extending battery’s operation
time by reducing background activities
depending on users’ activities.

* Adirplane Mode—disable wireless signal
operations, which disable the transmitter and
receiver of the device as per regulation during
the flight

In general, the easiest mode to occur is sleep
mode, which happens when users turn off the screen
for a few seconds, whereby all these mobile modes of
operations will disable the WI-FI activities by default.
But in the latest OS version, the users can reactivate
the feature or provide the users with connecting to the

2401

internet network setup to enhance user experiences
when using a smartphone. In any case, the impact
level of these modes’ activation depends on the users,
which required close monitoring to analyze the users’
smartphone activity level in the study area and
how often these modes are triggered. Although, in
passive monitoring, the goal is to extract the
information without disturbing the users. Thus,
missing data from modes of operation in a smartphone
could be considered a general case in passive mobile
monitoring. However, the important part is how
these modes can affect the randomization process,
which required close monitoring of the devices with
different OS and versions.

B. Effects of Randomization to WI-FI Monitoring

MAC address randomization generates new MAC
addresses to be used while searching for the internet
connection, hence increase the MAC addresses based
on the amount of probe burst. A probe burst is a group
of probe requests continuously sent over a period
that varies between OS and environment [2], [26],
as shown in Fig. 6.

As shown in Table I, both sleep and airplane
modes disabled WI-FI by default, which stops the
smartphone’s probing request. On the other hand,
the power save mode will reduce the probe request
frequency. However, both sleep mode and airplane
mode does allow additional setting which allows user
to re-activate WI-FI system. Furthermore, in most
cases, Airplane Mode is only used on some occasions
within designated places. Whereas the Sleep Mode
will occur regularly as the user turn-off the device’s
screen. Nonetheless, in Sleep Mode, users are allowed
to keep the WI-FI system enabled, to stay connected
to the internet, or sending a probe request at a fixed
interval to ready the connection, using the advance
setting, with respect to the type of OS and versions
[22]-[25].

40 . 40 40
® " Samsung S3 Android 4.4.2 %1 ¥Samsung S3 Android 4.4.2 % | ¥ Samsung 33 Android 44.2
- FiPhone 6105 8.1.3 " FiPhone 6i058.1.3 9 "iPhone 6i0S8.13
g . 2 i Xl 3
E - “Nexws 5 Android L5.0.1 E % Nexus 5 Android L 5.0 E | ONexss 5 Anckid L5,
g2 g0 )
] 0. I}
31 31 15
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Time between bursts Time between bursts Time between bursts
(a) 0 Known SSIDs (b) 4 Known SSIDs (c) 20 Known SSIDs

Fig. 6. Frequency of probe requests given the different known number of SSIDs [26]

information and altered the outcomes of different
analyses, as shown in Table III.

These probe bursts coupled with the randomization
generate noisy data, which resulted in missing
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EFFECTS OF MAC ADDRESS RANDOMIZATION

Cases Randomization effects

Results

Occupancy study

e The increasing number of MAC addresses

detected (noisy data).

Localization study

searching.

Pedestrian trips/behavior
monitoring

e Missing information as the smartphone
disconnect from the network, causing the
randomization to kick in during WI-FI

o The spike number of MAC addresses detected as the
monitoring period increase may result in an overfitting
model.

e The increasing number does not represent the true.

e population in the study area

e The results do not represent the true number of facility
users.

e The viable sampling collected by the sniffer may be too
small to represent the population.

e Missing trip information resulted in the alteration of trip
mapping and trip patterns in behavior study.

In short, the randomization process reduces the
effectiveness of WI-FI probe monitoring by generating
random MAC addresses, which cannot be used to
trace the users in the study area. Thus, researchers
must devise an alternative approach to monitor
the randomization sequence pattern for further
identification unless a direct attack on the user’s smart
device, such as the Karma attack [27]. Nonetheless,
according to the finding, the smart devices must use
a static MAC address to maintain the connection in
one SSID network, which can be classified as shown
in Fig.7 below.

MAC Address

Fig. 7. MAC address classification [7]

IV. CONCLUSION

It is important during observation to monitor the
population without interfering with their activities.
WI-FI probe monitoring technique collects smartphone
probe request information, representing the users
within the facility without affecting the users’ routine.
The literature reviews show that there are two main
factors that directly affect the smartphone’s probing
behavior: modes of the smartphone and MAC address
randomization. In different modes, smartphone WI-FI
probing behavior will change according to the system.
Whereby, in most cases, it resulted in the cease
function of the WI-FI feature.

Another factor, which occurs in response to
smartphone users’ privacy protection, is MAC address
randomization. This algorithm generates random
variables used in place of the actual MAC address

for APs scanning. This algorithm has evolved
throughout the years as technology changes to
strengthen security. As mentioned in section 3.1,
the randomization process altered the behavior of
the monitored users due to the missing data used in
the analyses. To further analyze the randomization,
the actual WI-FI sniffer’s detection range should be
considered to prevent the overlapping of the monitoring
zones, which further increases the detected MAC
addresses and causes an error in the localization
during the monitoring process.

Nevertheless, this does not mean that WI-FI probe
monitoring technique will be obsolete. Although
altering the MAC address helps protect the users’
privacy, the device requires a static MAC address
while connecting to one network SSID; hence, it
allows one to continue monitoring the facility’s users
as long as they are connected to the internet.

V. SUGGESTION

The implementation of MAC address randomization
creates a challenge in WI-FI probe passive monitoring
technique. Nonetheless, it is possible to continue
observing the facility users by limiting the sampling
group to those with long-lived MAC addresses,
assuming the sampling group used the latest OS, as
mentioned in Table II. Hence, it is essential to ensure
that the facility used the appropriate network setup,
using a single SSID network throughout the study
area to make WI-FI probe monitoring viable.

Another solution, other than a direct attack
method, is to analyze the embedded information
elements in each probe bursts generated by the
smartphone to create signatures specific to the device
to monitor them, as demonstrated in [39].

Lastly, the PDPA (Personal Data Protection Act)
should be considered before conducting the WI-FI
probe monitoring. Therefore, security and data
management control should be strengthened and
ensure the users’ consent before initiating the
monitoring process to comply with the PDPA and its
based regulation, GDPR (General Data Protection
Regulation) [40].
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