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	 Abstract—Financial fraud causes a major loss 
to a bank. The challenge of classifying fraud is a 
high true positive rate while keeping the number 
of false positives as low as possible. One difficulty 
is the unbalanced size of the labeled data which 
causes a low detection rate and a high false-positive  
rate. We present a method to sample the data to cope 
with the unbalance problem in the fraud detection 
problem. The location feature is applied to separate 
accounts into ‘local-only’ and ‘has-abroad’.  
The proposed feature extraction can separate 
many fraud transactions from legitimate 
transactions. To differentiate fraud from 
legitimate transactions, fraud can be considered 
an outlier. Transformation functions, deviation, 
risk, and probability features are applied in this 
work to both numeric and non-numeric features. 
The experimental result shows that the location-
based separation together with the proposed 
features achieves higher TRP and lower FPR than 
not dividing the group. It achieves a true positive 
rate of 75.00% for ‘local-only’ and 100% for  
‘has-abroad’. The lowest false positive rate is 
8.23% for ‘has-abroad’. Comparing the efficiency 
of the proposed features with the classification 
using an isolation forest, the true positive rate is 
improved from 56.25% to 75.00% and the false 
positive rate is increased from 2.47% to 28.02%.

	 Index Terms—ATM Fraud, Outlier Detection

I. INTRODUCTION

	 Bank fraud is a deceptive activity for monetary 
gain. Frauds involve many forms of complicated 
financial transactions depending on the tools that a 
fraudster is targeting. According to a survey by [1], 
23% of respondents in Thailand encountered fraud 
in 2016. An Automatic Teller Machine (ATM) is 
widely used for many purposes, i.e., withdrawing, 

transferring, and making bill payments. In addition, 
a credit card and a debit card can be used for 
withdrawing money from an ATM, which can be 
targeted by fraudsters. A skimming technique can be 
used to steal card information and duplicate it into 
white fake cards, to be used as an identification of the 
account for a cash withdrawal.
	 Fraud detection is implemented to identify  
a suspicious transaction, to prevent losses to the 
bank. Although machine learning has extensively 
been studied for credit card fraud detection, the 
prediction model cannot directly be implemented 
for an ATM because the channel of transactions 
affects the different fraud behaviors. Formerly, it was 
manually performed by fraud analysts. Each ATM 
transaction was inspected by rule-based software 
and the suspicious transactions were notified to the 
analyst. The fraud investigation was taken manually 
by making a phone call to the account’s owner for 
a confirmation of the transaction. As the number of 
transactions has increased extensively and many 
false-positive transactions were reported by the rule-
based software, such a method becomes unfeasible. 
Machine learning utilizes previously known fraud 
transactions to construct a model to predict a new 
transaction. The suspicious transaction can then be 
notified automatically.
	 The ATM fraud detection models can be 
summarized into three categories: (1) Aggregation  
[2]-[4], (2) Binary Classification [5]-[11], and (3) Outlier  
Detection [12], [13], [14]. The aggregation method 
extracts the pattern of transactions. The numeric 
features in a fixed period are aggregated to represent 
a normal behavior [4]. In addition, [3] defined the 
behavior pattern using non-numeric values such as 
point-of-sale terminals and type of transactions to 
define the risk of the transaction. The usage of a credit 
card was identified as a sequence of operations [2]. 
The relationship among the transactions is extracted 
using a neural network for defining the confidence of 
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the new transactions. Recently, [15] used an automatic 
deep learning-based feature extraction to represent 
each transaction using 200 detailed features. The 
model was able to reduce 54% of the false positives 
predicted by the traditional model.
	 The binary classification applies a machine learning 
technique to predict whether a transaction is a fraud. The 
detection model is trained with labeled transactions. 
Dorronsoro et al. [5] applied a Multi-Layer Perceptron  
(MLP), which can perform real-time fraud detection. A 
system called CardWatch [6]; applied a feed-forward  
MLP of three-layers architecture. The proposed 
architecture can detect 85% of fraudulent transactions. 
The difficulty of the binary classification method 
is unbalanced of the labeled data between frauds 
and non-fraud transactions, which results in the 
classification of the non-fraud cases rather than the 
fraud cases. In the credit scoring domain, research 
has mainly focused on features that represent the 
behavior to be utilized in the prediction models. 
The performance for the minority class decreases 
significantly as the imbalance ratio increases [16], 
[17]. However, only a few works have addressed the 
design solutions for unbalanced credit data sets [18]. 
In addition, extracting good features that are able to 
separate fraud from legitimate transactions plays an 
important role.
	 Abnormal behavior can be considered an 
outlier. It as a transaction with characteristics that 
significantly deviated from the characteristics of inlier 
transactions as a fraud [14]. Applied a graph-based  
method for anomaly detection for determining 
financial frauds in money laundering on transactions 
[12]. Wu et al. Applied a convolutional algorithm  
that defined the boundary between normal and 
abnormal transactions, to detect frauds in an 
Automated Banking Machine (ABM) [11]. Applied 
a probabilistic model to compare the features of 
previously known transactions to find outliers [13]. 
Detected fraud transactions using the aggregated 
features to define the boundary of normal behavior 
for each account. Any transactions that are outside the 
boundary are considered fraudulent transactions [14]. 
There are many adoptions of deep neural networks in 
fraud detection using graph-based anomaly detection 
[18], [19]. Since transactions can be considered as 
sequential data, that are many methods that apply 
a Long Short-Term Memory (LSTM) network for 
fraud detection [20], [21]. One limitation of applying 
time series credit card detection is a lack of consistent 
patterns due to a limitation of proper data labeling of 
the huge dataset. Deep Anomaly Detection (DAD) 
was proposed [22] to track the customer’s profile 

and usage behavior. 
	 To measure the efficiency of the prediction model: 
the True Positive Rate (TPR), False-Positive Rate 
(FPR), and True Negative Rate (TNR) are considered. 
TPR measures the efficiency that correctly identifies 
fraudulent transactions. In contrast, TNR measures 
the efficiency of correctly identifying legitimate 
transactions as non-fraud. Lastly, FPR shows 
the proportion of legitimate transactions that are 
incorrectly identified as fraud. Due to an extremely 
low number of known fraud transactions, a prediction 
model can correctly predict one of the two classes. 
For example, many transactions are predicted as 
fraud, while they are non-fraud cases and overlook 
fraud cases, creating losses to the bank. In this work, 
a high number of TPR with a low FPR is preferred 
for prediction. The consequence of a false positive is 
the cost of investigating the transaction.
	 Two problems are being considered in this work. 
The first problem is unbalanced of the dataset. The 
previous research of our companion paper of [24] 
reported that the ratio of ATM fraud transactions from 
a bank in Thailand is less than 0.0002 of the total 
transactions. Sampling methods such as under and  
over-sampling were applied, but the accuracy is low. 
The second problem is the features representing 
customer behavior. Since many machine learning 
algorithms use numeric values for constructing 
models, non-numeric features were excluded.
	 In this work, we present a feature-based account-
grouping method to cope with the unbalanced dataset 
problem. Also, the transformation functions are 
utilized for extracting numeric and non-numeric 
features. A descriptive analysis shows that the 
proposed features can separate suspicious transactions 
from normal transactions. Outlier detection methods, 
such as isolation forests and local outlier factors, are 
used to classify the frauds.
	 The experiments of the proposed methods are 
conducted on both supervised and unsupervised 
learning models. The results show that the proposed 
grouping method achieves higher TPR for both 
supervised and unsupervised methods. The FPR for 
the unsupervised methods is lower. Similarly, the 
proposed features achieve higher TPR.
	 The rest of this paper is organized as follows. 
Section 2 presents the result of a preliminary study 
and the previous works. Section 3 explains the data 
preprocessing. Section 4 presents the details of the 
feature extractions. Section 5 presents the feature-
based sampling. The experimental result and the 
discussion are in Section 6. The conclusion is in 
Section 7.
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II. PRELIMINARY STUDY AND PREVIOUS WORKS

A.	 Data Sampling

	 The popular sampling strategies for data consist 
of applying different forms of resampling to change 
the class distribution of the data. This can be done 
by either over-sampling the minority class or under-
sampling the majority class until both classes are 
approximately equally represented [23].
	 Over-sampling is the simplest strategy that 
increases the amount of data in the minority class. 
It is a non-heuristic method that balances the class 
distribution through the random replication of 
positive examples. The drawback of the oversampling 
method is the original class distribution since it is 
artificially altered. In contrast, an under-sampling 
method may result in throwing out useful information 
about the majority class by randomly removing data. 
Despite its simplicity, it has empirically been shown 
to be one of the most effective resampling methods. 
However, the major problem with this technique is 
that potentially important data may be discarded in 
the prediction process. The study of [23] reported that 
an over-sampling method called SMOTE (Synthetic 
Minority Over-sampling TEchnique) proposed 
by [25] outperformed other sampling methods. It 
generates artificial examples from the minority class 
by interpolating the existing instances.
	 In this work, achieving a high true positive rate 
while keeping the number of false-positive lows is 
being focused on. The preliminary results for the 
no-sampling, under-sampling, and over-sampling 
methods are shown in Table I.

TABLE I
PREDICTION RESULT USING 

DIFFERENT SAMPLING METHODS

Sampling 
Method Classifier TPR FPR TNR

No 
Sampling

Neural Network 0.00% 0.00% 100.00%

Random Forest 5.88% 0.00% 99.99%

Isolation Forest 56.25% 2.47% 97.52%

Overall 20.71% 0.82% 99.17%

Under-
Sampling

Neural Network 90.63% 47.04% 52.95%

Random Forest 56.25% 1.15% 98.84%

Isolation Forest 0.00% 0.67% 99.32%

Overall 48.96% 16.29% 83.71%

Over-
Sampling

Neural Network 90.63% 47.14% 52.85%

Random Forest 0.00% 0.14% 99.85%

Isolation Forest 12.50% 4.72% 95.27%

Overall 34.37% 17.34% 82.66%

	 Without sampling, the model only predicted the 
transactions as non-fraud. Therefore, the TNR of the 
three models was high which are 100.00%, 99.99%, 
and 97.52% for the neural network, random forest, 
and isolation forest, respectively. Comparing the 
over-sampling to the under-sampling, the under-
sampling using random forest achieved the best 
result which that was 56.25% TPR and 1.15% FPR. 
Although the TPR of the random forest is lower than 
the neural network, the false positive rate shows that 
the random forest performed better.
	 The overall performance is computed from the 
average true positive, false positive, false negative, 
and true negative of the three models for each 
sampling technique. The overall result shows that 
applying the sampling technique either an under-
sampling or over-sampling technique achieved a 
better true positive rate. From the preliminary result, 
we can conclude that utilizing a sampling technique 
can improve the performance of the prediction model, 
to achieve a high true-positive rate while keeping  
a low false-positive rate.
	 In our preliminary study in [24], there were 227 
fraud transactions, where 35 took place locally in 
Thailand and 192 were from abroad. The ratio of 
frauds, when compared to the total number of 
transactions in one year was 0.0033% for local 
transactions and 18.69% for abroad transactions. 
The transactions that took place abroad have a higher 
chance of being fraud, as shown in Fig. 1. In this way, 
utilizing a location feature can be used to separate the 
dataset.

B.	 Outlier Detection Methods

	 Many outlier detection methods were proposed to 
identify data points that do not conform to the normal 
characteristics by measuring distances or densities. 
	 The Isolation Forest algorithm presented in [26] 
constructs a binary search tree to isolate outliers. It 
isolates data points in each tree level by selecting 
features and splitting values of the majority points 
to differentiate a common range of features from the 
uncommon. Fig. 2 illustrates the partition of a data 
point denoted by a rectangular point. If a data point is 
an outlier (as shown in Fig. 2 (b)), it is distinguishable 
in early partitioning. In other words, the number of 
partitions for the observation is less, as compared 
to the partition of Fig. 2 (a). Isolation Forest is an 
algorithm with low time and space complexity. It 
also has the ability to deal with high-dimensional 
data with irrelevant attributes. To get more accurate 
partitioning, Isolation Forest constructs multiple 
trees and averages the distances from the root node 
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to each leaf node (an isolated node). The number of 
samples and features that are picked for partitioning 
are random and different for each tree. In this way, the 
distance from the root node to each isolated node is 

different in each tree. The isolated nodes that are far 
from other nodes are isolated, to be nearby the root 
nodes of every tree.

(a) Number of legitimate and fraudulent transactions in different countries

(b) Number of legitimate and fraudulent transactions in Thailand

Fig. 1. Percentages of frauds and non-frauds in different locations

	 The Local Outlier Factor (LOF) presented in [27] 
is a density-based method that employs a k-nearest 
neighbors search. Each data point is scored by 
comparing the local density of the point, denoted by 
An in Fig. 3, with the local densities of its neighbors, 
denoted by B. The local density of A is the average 
reachable distance of A from its k neighbors. The 
reachable distance from A is defined by the maximum 
distance from A to B and B to the other neighbors such 
as c. In Fig. 3, the reachable distance from A is the 
distance from A to B.
	 The degree of being an outlier is the reachable 
distance from A to its nearest neighbors and from 
a neighbor B to its neighbors. For every neighbor 
B of A, the local density is the average reachable 
distance with each k-nearest neighbor’s average 
reachable distance. If the average reachable distance 
is approximately equal to 1, the density of A is 
similar to its neighbor [28]. On the other hand, A is 
an inlier if the average reachable distance is less than 
1. Otherwise, it is an outlier. In Fig. 3, the average 
reachable distance of A is greater than 1, therefore, 
A is considered as an outlier.

  (a) Nominal Point                                    (b) Anomaly Point
Fig. 2.  (a) Partitions of a normal point. (b) Partitions of an anomaly 
point

Fig. 3.  An illustration of the local density of observation A to one 
of its k-nearest neighbors B

Fig. 4.  Example of the normal behavior of an account within a 
fixed period

C.	 Aggregated Features

	 The normal pattern of transactions was extracted 
by aggregating numeric features extracted from 
the previous transaction during a fixed period to 
summarize the account behavior. In [4], the normal 
behavior was represented using the mean value of 
the numeric features such as the transaction amount 
and the number of transactions per day, which are 
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defined as µx and µy in Fig. 4. To identify fraud 
using the previous transactions, normal behavior 
was defined using µx and µy by defining a boundary 
from (0,0) to (5µx,0) and from (0,0) to (0,5µy). For an 
aggregate transaction, denoted by t, it is identified as 
a normal behavior if t lies within the solid boundary. 
See transaction t1 in Fig. 4 for an illustration. The 
aggregated transactions of  day t2 are defined as fraud 
since it lies outside the solid boundary.

III. PREPROCESSING

A.	 ATM Transactions and Feature Selection

	 The ATM transactional data was obtained from 
a bank in Thailand. Due to the non-disclosure 
agreement, the name of the financial institution is 
omitted in this work. The ATM transactions were 
collected from 1/01/2017 to 31/12/2017. The number 
of transactions is 1,317,717. 
	 For each transaction, there are 14 features, in 
which 2 features are numeric and the remaining 12 
features are non-numeric values. The detail of each 
numeric feature is described below:

•		 Trans_Amnt: Amount of money in a transaction
•		 Fee_Amnt: Amount of fee, applied in a 

transaction
	 The detail of each non-numeric feature is 
described below:

•		 Card_No: Identification number of an ATM card
•		 Account_ID: Identification number of a bank 

account
•		 Trans_Date: Date of transaction
•		 Trans_Time: Time of transaction
•		 Service_Type: Service such as ATM, Account 

Setting, etc.
•		 Trans_Type: Transactions such as withdraw, 

deposit, etc.
•		 Trans_CD: Result of a transaction, e.g. success, 

failure, or rejection
•		 Trans_Reason: Reason for the response 

transaction
•		 Terminal_ID: Identification number of an ATM 

terminal
•		 Terminal_Bank: Owner of the ATM terminal
•		 Dest_Account_ID: Destination account number 

of the transaction
•		 Flag: Fraud label. For example, ‘False’ indicates 

a legitimate transaction.
	 In this work, behavior features of withdrawal 
transactions through an ATM are aggregated daily. 

Therefore, the non-numeric features, which are 
‘Service_Type’, ‘Trans_Time’, ‘Trans_Reason’, and 
‘Dest_Account ID’ are omitted and 10 raw features 
are used in this research.

B.	 Preprocessing

	 From the obtained data of 1,317,717 transactions, 
only withdrawal transactions, where the terminal 
country can be retrieved and the amount is greater 
than zero, are used. Therefore, 1,045,847 transactions 
are used, whereas 227 transactions of 43 accounts are 
frauds. The preprocessed features of each transaction 
that are used as input in this work are shown in Table II.
	 To represent the behavior of each account, 
features of ‘date of the month’ and ‘day of the week’ 
are derived from the ‘Trans Date’ feature. In addition, 
the location of the terminal ID is replaced with the 
corresponding coordinates.
	 In our preliminary study in [24], fraud transactions 
frequently took place abroad as shown in the 
descriptive analysis in Fig.1. Two new features, 
i.e. the ‘distance’ and the ‘velocity’ between the 
two consecutive transactions of each account are 
extracted. The intuition is the location of the two 
consecutive transactions should be varied to the 
interval between the transactions. Therefore, the 
latency of the two transactions in  different countries 
or provinces should not be too close.
	 Let 𝓣 = {T1, …, Tn} be a set of transactions of n  
accounts in the dataset. For each account i, let Ti 
be a set of k transactions, where Ti = {t1,...,tj,...,tk}. 
Each transaction tj is a set of features as shown 
in TABLE  II. The transaction tj is defined as tj = 
{tacc,tcard,tdate,tdom,tdow,tamt,tcd,ttype,tterID,tterBank,tloc,tflag}
	 Let dist(tj−1,tj) be the L1 distance between the 
two consecutive transactions, i.e. and it is defined as 
follows:

	 	 (1)

where  is the coordinates of the location where the 
transaction tj took place. Let velocity(tj−1, tj) be  
a latency between the two transactions. It is defined as 
the ratio of the distance to the number of days of the 
two consecutive transactions. It is defined as:

	 	 (2)

where dist(tj−1, tj) is the distance as defined in (1) 
and days(tj−1, tj) is the number of days between the 
transactions tj-1 and tj.
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TABLE II
DESCRIPTION OF 14 FEATURES BEING USED IN THIS WORK

Features Notation Description

Account ID tacc Account number of ATM card number.

Card No tcard Card number that was inserted.

Trans Date tdate Date of transaction.

Trans DOM tdom Date of month.

Trans DOW tdow Day of week.

Trans Amt tamt Amount of money in the transaction.

Trans CD tcd Result of the transaction.

Trans Type ttype Type of the transaction.

Terminal ID tterID ID of ATM terminal.

Bank tterBank Bank owner of the ATM terminal.

Location tloc Coordinate of a terminal’s location.

Flag tflag Flag indicating non-fraud (0) or fraud (1).

Distance dist Distance from the previous transaction.

Velocity velocity Latency of the previous transaction.

	 From the obtained 10 raw features, each 
transaction is transformed to find the distance and 
the velocity of the two consecutive transactions. 
Therefore, the features of the transaction tj become:
tj = {tacc, tcard, tdate, tdom, tdow, tamt,  tcd,ttype,tterID,tterBank,tloc,tflag, 
dist, velocity}. 

	 The details of the features being utilized in this 
work can be found in Table  II.

IV. BEHAVIOR FEATURE EXTRACTION

	 Given a set of transactions 𝓣 = {T1,...,Tn} on n 
accounts, the transactions of each account Ti are 
preprocessed. An ATM transaction tj ∈ Ti of each 
account i has 14 features as explained in Section III, 
which are 
tj = {tacc, tcard, tdate, tdom, tdow, tamt, tcd, ttype,  tterID, tterBank, tloc, 
tflag, dist, velocity}
	 The 14 features show the details of each 
transaction. To represent whether the transaction is 
consistent with the normal behavior of the account 
or likely the result of a fraudster, four transformation 
functions, which are ‘Normal Behavior’, ‘Deviation 
of Normal Behavior’, ‘Risk Value’, and ‘Probability’, 
are derived. Each function is denoted by g(f, i),  
c(f, j, i), r( ), and p( , i), respectively, where f is a 
feature with a numeric value and  is a non-numeric 
value in a transaction tj of an account i. The summary 
of the transformed features that are used in this work is 
summarized in Table  III. The details of each function  
are described in the following subsections.

TABLE III
SUMMARY OF THE DERIVED FEATURES OF A SET OF TRANSACTIONS TI OF AN ACCOUNT I

Features Description

c(tamt, i) Deviation from the average transaction amount

c(tterBank, i) Deviation from the average transaction amount of a bank

p(tterBank, i) Probability of using this bank

r(tterBank) A risk score of this bank

c(tterID, i) Deviation from the average amount of a terminal

p(tterID, i) Probability of using this terminal

r(tterID) A risk score of this terminal

c(tloc, i) Deviation from the average amount for a country

p(tloc, i) Probability of using this country

r(tloc) A risk score of this country

c(dist, i) Distance deviation from the average distance between consecutive transactions

c(velocity, i) Velocity deviation from average velocity between consecutive transactions. (m/day)

c(tdow, i) A number of days that deviate from the average day of the week

c(tdom, i) A number of days that deviate from the average day of the month
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A.	 Normal Behavior Value

	 To obtain normal behavior, only normal 
transactions are considered to characterize the 
normal behavior of each account. In other words, 
the transactions tj ∈ Ti in which tflag = 1 are excluded 
from the normal behavior computation.
	 Given a set of normal transactions Ti of an account 
i, where Ti = {t1 ,...,tj ,...,tk} and tj

f lag  = 0 for 1 ≤ j ≤ k, let 
g(f ,i) be an average value of a numeric feature f such 
as tj

amt of account i, which is defined as follows:	

			   g(f ,i)	 =	 	 (3)

where fj is a numeric feature value of a transaction j.
	 The non-numeric features are transformed into 
numerical values by aggregating the transaction 
amount that occurred with the non-numeric values. 
For example, 10 transactions took place in Bangkok. 
The total amount of those transactions was 12,000. 
The non-numeric value of tloc = Bangkok is 12000/10. 
Therefore, g( ) where x = Bangkok becomes 1200.
	 Let g( , i) be the average transaction amount 
of a non-numeric feature  of value equal x such as 
‘Bangkok’ for ‘Terminal Location’. It can be defined 
using the following equation:

		  g( , i)	 = 	 	 (4)

where k is the number of transactions such that  f ∈ Ti  
and = x.
	 In this paper, the normal behavior model of an 
account consists of aggregated features derived from 
tamt, dist, velocity, tdom, tdow, tterID, tterBank, and tloc. Only 
tamt, dist, and velocity, which are numeric values, are 
aggregated using g(f, i). The remaining features apply 
g( , i).

B. 	Deviation from Normal Behavior Value

	 The deviation from the normal behavior value 
considers all the transactions of each account, 
including both legitimate and fraud. To represent the 
variation of each transaction tj to the normal behavior 
of account i, a confidence value is computed using 
the normal behavior value to determine the deviation 
from the current transaction.
	 Let c(f, j, i) be the confidence on the value of 
feature f for each transaction tj ∈ Ti in an account i. It 
is defined as follows:	

		  c(f, j, i)	 = 	 	 (5)

where g(f, i) is the normal behavior value of the 
feature f as defined in (3). A non-numeric feature, 
such as the terminal location, is defined using g( , 
i), as defined in (4). The value of  is the transaction 
amount occurring with the value of the non-numeric 
feature.

	 The confidence value c(f, j, i) is computed for tamt, 
velocity, dist, tdom, tdow, tterID, tterBank, and tloc.

C.	 Risk Value
	 The risk value is the ratio of the total number of 
known fraudulent transactions to the total number of 
every transaction that occurred with the non-numeric 
feature . It is determined from all transactions in 
the training dataset that are associated with all the 
non-numeric feature  with a value x.
	 Let r( ) be the risk value for the feature , with  
a value of x. Let  be the set of all fraudulent 
transactions and let 𝓣 be a set of all transactions. 
The risk value is defined as follows:	

		  r( )	 =	 	 (6)

where, h( , , tl) is the total number of known 
fraudulent transactions in  associated with the value 
of the feature , and h(𝓣, , tl) is the number of all 
transactions in 𝓣 with the feature . 
	 The number of fraud transactions h( , , tl) is 
obtained using the following condition:

		  h( , , tl)	 =	  

	 The value of h(𝓣, , tl) can be obtained 
analogously using all transactions in 𝓣. 
	 For example, if  = ‘location’ and x = ‘Bangkok’. 
There are 10 transactions in in ‘Bangkok’, where 90 
are legitimate and 10 are fraudulent transactions. The 
risk value of the of ‘location’ = ‘Bangkok’ is 0.1. The 
risk values are determined for non-numeric value , 
of tterID, tterBank, and tloc. 

D. 	Probability

	 A probability feature shows how likely the 
account i will complete the transaction tj regarding 
to the non-numeric feature  of a value x.
	 Given a set of transactions Ti of the account i, a 
probability is a ratio of the number of transactions 
tj ∈ Ti that has the feature =x to the total number 
of transactions of Ti. Since fraud transaction is rare, 
the number of legitimate transactions that occurred 
with  should be larger. In this way, the probability 
of a normal transaction is higher than fraud. The 
probability is defined as follows.	

		  p( , i) 	 =	 	 (7)

where,
		  h(Ti, , tl)	 = 	

	 The probabilities are computed for non-numeric 
values, i.e.,  of tterID, tterBank, and tloc.
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V. FEATURE-BASED DATA GROUPING

	 To achieve a high true positive rate while keeping 
the false positive rate as low as possible, accounts are 
separated into ‘local-only’ and ‘has-abroad’ groups 
based on the location feature, tloc. 
	 Given a set of transactions Ti of an account i and 
Ti ∈ 𝓣, all transactions tj ∈ Ti is assigned to the ‘has-
abroad’ group if there is a transaction tj such that the 
location tj

loc is not in Thailand. Otherwise, they are 
assigned to the ‘local-only’ group.
	 The number of transactions in the ‘local-only’ 
group is 1,025,216, where 16 transactions are frauds 
and the rest are legitimate transactions. For the ‘has-
abroad’ group, there are 16,330 transactions, where 
16 transactions are frauds and the rest are legitimate 
transactions.

A.	 Analysis: Behavior Features and Data Grouping

	 To visualize the performance of the features in 
identifying fraud, a two-dimensional scatter plot of 
ATM transactions for terminal risk score and country 
risk score features is shown in Fig. 5(a). The frauds are 
in red and the normal transactions are in blue. From 
the graph, the transactions with a terminal risk score 
of 1 are frauds. However, there are some frauds whose 
feature values are close to the legitimate transactions 
that are depicted in Fig. 5(b). From the figure, it can 
be concluded that the separation between normal and 
fraudulent transactions is hard to be defined.  
	 A plot of the country and the terminal risk scores 
of transactions in the ‘has-abroad’ group is shown in 
Fig. 6(a). Compared to the plot in Fig. 5(b), the fraud 
transactions in Fig. 6(a) can be separated. Using the 
other derived features such as the deviation from the 
average amount of a country and the terminal’s risk 
score, the fraud transactions can also be separated as 
depicted in Fig. 6(b).

VI. EXPERIMENT

	 The ATM transactional data from 1/01/2017 to 
31/12/2017 were obtained from a bank in Thailand. 
Due to the nondisclosure agreement, the name of the 
bank cannot be given. The objective of this work is 
to effectively detect fraud transactions while keeping 
a low number of false positives. The true positive 
rate (TPR), the false positive rate (FPR), and the true 
negative rate (TNR) are used to show the efficiency 
of the model.

(a) Labeled ATM transactions of terminal risk score and 
country risk score.

(b) The points in the lower-left shaded area of Fig. 5(a)

Fig. 5. Examples of fraud transactions (red) that are similar to 
legitimate transactions (blue).

(a) The transactions in the has-abroad group in the lower-left
thevshaded area of Fig. 5(a)

(b) The transactions in the has-abroad account group with 
the terminal risk and deviation amount.

Fig. 6 Effects of the proposed risk score features for separating 
fraud transactions
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	 Only withdrawal transactions, where the terminal 
country is known and the amount is greater than zero, 
are used. The total number of transactions in the 
experiment is 1,045,847. They are separated into the 
training and the testing sets. The training set contains 
the transactions from 01/01/2017 to 30/09/2017. 
	 The transactions in the testing set of each account 
are transformed using the same functions. They are 
used to compare the result of the prediction model 
and the label assigned by the fraud investigators.
	 The testing set is the transactions from 01/10/2017 
to 31/12/2017. The performance of the proposed 
features, the grouping using location-based features, 
and the classifiers including an outlier detection are 
being studied. Three patterns of the data grouping, 
i.e., ‘no-grouping’, ‘local-only’, and ‘has-abroad’ are 
used. In ‘no-grouping’, all the 1,045,847 transactions 
are used, where 790,984 (75.63%) transactions are for 
training and 254,863 (24.37%) are for testing. The 
735,865 (71.77%) transactions in ‘local-only’ group 
are for developing a model and 289,351 (28.23%) 
are for testing. Among the testing transactions, 16 
transactions were identified as frauds and confirmed 
by the bank. The 12,939 (79.23%) transactions in 

‘has-abroad’ are for model development; 3,391 
(20.77%) are for testing where 16 were identified as 
frauds by the bank.
	 Two outlier detection models: Local Outlier 
Factor (LOF) and Isolation Forest (IF) are employed. 
The two models are available in SciKit-Learn library 
[29]. Each model requires different parameters. 
LOF utilizes two parameters which are the number 
of neighbors and the contamination. The former 
parameter is the minimum number of k-nearest 
neighbors of each transaction required to classify the 
transaction as normal, while the latter is the estimated 
ratio of frauds in the population, which can be set 
between 0 and 0.5. IF requires three parameters. 
The first one is maximum number of samples for 
constructing each tree. The second is the maximum 
number of features to be used for each tree. Lastly, 
the contamination parameter is the ratio of fraud in the 
data set. In addition to the outlier detection methods, 
two binary classification models based on the artificial 
neural network (ANN) and Random Forest (RF) are 
employed. parameters settings for each experiment 
are in TABLE IV.

TABLE IV
PARAMETER SETTINGS FOR ATM FRAUD DETECTION

Model
Tuning Parameters

Local-Only Has-Aboard No grouping

LOF n neighbors = 8, contamination = 0.1 n neighbors = 3, contamination = 0.4 n neighbors = 4, contamination = 0.5

IF max samples = 1000, max features = 12,
contamination = 0.045

max samples = 320, max features = 15,
contamination = 0.0145

max samples = 1000, max features = 15,
contamination = 0.0125

ANN hidden layer size = 40, 20, 10, 10 hidden layer size = 40, 20, 10, 10 hidden layer size = 40, 20, 10, 10

RF maximal depth=10, number of trees=10 maximal depth=10, number of trees=10 maximal depth=10, number of trees=10

TABLE V
CONFUSION MATRIX FOR FRAUD DETECTION

Predicted

Fraud Not Fraud

Actual
Fraud TP FN

Not Fraud FP TN

	 The classified result can be decomposed using 
a confusion matrix for fraud detection as shown in 
TABLE V. True Positive (TP) outcome occurs when 
a fraud transaction (positive) is correctly classified 
as a fraudulent transaction. A False Positive (FP) 
occurs when a non-fraudulent transaction (negative) 
is incorrectly identified as a fraudulent transaction. A 
False Negative (FN) occurs when a fraud transaction 
(positive) is incorrectly identified as a non-fraudulent 
transaction (negative). Lastly, a True Negative (TN) 
outcome occurs when a non-fraudulent transaction 
(negative) is correctly identified as a non-fraudulent 
transaction (negative).

The overall performance measures are true positive 
rate (TPR), false-positive rate (FPR), and accuracy. 
TPR is a ratio of the number of correctly classified as 
fraud transactions to the total number of transactions 
that are actually a fraud. It can be calculated as follow:

				    TPR	

FPR is a ratio between the number of not fraud  
transactions that are wrongly classified as fraud and 
the total number of actual ‘not fraud’ transactions.  
It can be calculated as follow: 

				    FPR	

Accuracy is a ratio of the correctly classified  
transaction to the total number of transactions. It can 
be calculated as follow:
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A.	 Performance of the Sampling Methods

	 The results shown in Table VI are from the 
parameters settings of each model in Table IV. The 
binary classifier, the ANN, cannot detect any fraud 
transactions. In other words, every transaction is 
predicted as a legitimate transaction.
	 For the ‘local-only’ sampling method, the RF 
achieves 62.5% for detecting fraud, while the IF 
achieves a higher TPR of 75%. Comparing the false 
positive rate, IF is better than RF. However, the LOF 
obtains a lower FPR but it can correctly detect less 
than half of the fraud transactions.
	 For the ‘has-abroad’ sampling method, the IF can 
correctly detect all fraud transactions while the RF 
cannot detect any frauds. The IF can also achieve a 
low FPR of 8.23% that is lower than the LOF.
	 Table VII shows the confusion matrix of the IF 
classifier for detecting the fraud in the ‘has-abroad’ 
group. The result shows that it can correctly detect 
all 16 fraud transactions, while incorrectly detecting 
278 normal transactions as frauds. The false-positive 
rate is 8.23%. The LOF detects 9 out of 16 fraud 
transactions but incorrectly detects 1,251 normal 
transactions as frauds.
	 Table VIII shows the confusion matrix of the 
IF for detecting the fraud in the ‘local-only’ group. 
It can detect 12 fraudulent transactions out of 16 
transactions. However, 81,077 normal transactions 
are incorrectly detected as frauds, which results in 
28.02% false-positive rate. The LOF model detects 7 
out of 16 frauds and incorrectly detects 39,530 normal 
transactions.

TABLE VI
COMPARISON OF PERFORMANCE OF THE ATM FRAUD 

DETECTION MODEL OF ‘LOCAL-ONLY’ AND ‘HAS-ABROAD’

Model
Local-Only

TPR FPR TNR

LOF 43.75% 13.66% 86.33%

IF 75.00% 28.02% 71.97%

ANN 0.00% 0.00% 100.00%

RF 62.50% 35.84% 64.15%

Model
Has-Aboard

TPR FPR TNR

LOF 56.25% 37.07% 62.93%

IF 100.00% 8.23% 91.76%

ANN 0.00% 0.00% 100.00%

RF 0.00% 1.30% 98.69%

TABLE VII
CONFUSION MATRIX OF ISOLATION FOREST (IF) FOR 

THE ‘HAS-ABROAD’ ACCOUNT GROUP

Predicted

Fraud Not Fraud

Actual
Fraud 16 0

Not Fraud 278 3,097

TABLE VIII
CONFUSION MATRIX OF ISOLATION FOREST FOR 

‘LOCAL-ONLY’ ACCOUNT GROUP

Predicted

Fraud Not Fraud

Actual
Fraud 12 4

Not Fraud 81,077 208,258

TABLE IX
CONFUSION MATRIX OF ISOLATION FOREST FOR 

‘NO-GROUPING’ ACCOUNT GROUP

Predicted

Fraud Not Fraud

Actual
Fraud 24 8

Not Fraud 32,172 260,538

	 Table IX shows the confusion matrix of the IF 
with ‘no-grouping’ transactions. The IF detects 24 
out of 32 fraud transactions. However, it incorrectly 
detects 32,172 normal transactions as frauds, which 
results in a 10.99% false-positive rate.
	 The overall result of the proposed sampling 
method is compared with a method that does not 
apply any grouping. The average of the prediction 
result in the confusion matrix for true positive, 
false positive, false negative, and true negative of 
the ‘local-only’ and the ‘has-abroad’ groups of each 
model are computed. The result is shown as the 
average of two sampling methods in Table X.
	 The result shows that utilizing the proposed 
sampling method achieves better TPR for the IF of 
87.50% and the false positive rate is 27.98%. The 
false-positive rate of the proposed grouping methods 
is higher than ‘no-grouping’, but the true positive rate 
is better. It can be concluded from the result that the 
proposed method is effective for the accounts that 
have transactions abroad.

TABLE X
COMPARISON OF PERFORMANCE OF THE AVERAGE OF 

THE ‘LOCAL-ONLY’ AND THE ‘HAS-ABROAD’ GROUPS WITH 
‘NO-GROUPING’

Model
‘Local-Only’ And ‘Has-Abroad’

TPR FPR TNR

LOF 50.00% 13.93% 86.06%

IF 87.50% 27.98% 72.21%

ANN 0.00% 0.00% 100.00%

RF 31.25% 35.44% 64.55%

Model
No Grouping

TPR FPR TNR

LOF 31.25% 5.21% 94.78%

IF 75.00% 10.99% 89.00%

ANN 0.00% 0.00% 99.99%

RF 6.25% 5.31% 94.69%
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TABLE XI
COMPARISON OF PERFORMANCE OF RAW FEATURES AND 

THE PROPOSED FEATURE EXTRACTION

Features Classifier TPR FPR TNR

Raw

ANN 0.00% 0.00% 100.00%

RF 5.88% 0.00% 99.99%

IF 56.25% 2.47% 97.52%

Proposed 
Feature

ANN 0.00% 0.00% 99.99%

RF 6.25% 5.31% 94.69%

IF 75.00% 10.99% 89.00%

B.	 Performance of Feature Extraction

	 The performance of the proposed feature extraction 
is compared using ‘no-grouping’. Comparing ‘no-
sampling’ with the raw feature is shown in Table XI. 
The proposed feature, applied with the IF, can detect 
75.00% TPR and 10.99% FPR. Although the false-
positive rate of the proposed feature is higher than 
using the raw feature, the performance for directly 
detecting fraud transactions correctly is much better.

C.	 Analysis

	 The experimental results show that the IF 
outperforms the other models. To identify an outlier, 
the IF looks through every tree and computes the 
average path length from the root to the isolation 
node. If the average path length of the observation 
is shorter than the average path length of a normal 
transaction, the observation is identified as an outlier. 
A fraud transaction as in Fig. 6 (a) is not located at the 
bottom of the tree. Apart from selecting the country 
and the terminal risk scores as the features, it selects 
the terminal amount deviation and the terminal risk 
scores features, as shown in Fig. 6 (a), in the other 
trees. Using these features, a fraud transaction is 
separated from normal transactions.
	 The LOF reports an outlier using the density of 
an observation and its k-nearest neighbors. From Fig. 
6(b), the average density of the fraud transaction to 
its k-nearest neighbors is close to one. Therefore, it 
could not detect 350,195 transactions as fraud.
	 Comparing our behavior features to the previous 
work in credit card fraud [3], the proposed method 
requires transactions of one account owner for a 
longer period than the previous work that utilized 
only 7 days. This limitation is caused by the number 
of transactions of ATM being lower than the credit 
card one card owner may have many cards but only 
a few accounts are owned by the same customer. 

VII. CONCLUSION

	 Three features: the deviation, the risk, and the 
probability features for both numeric and non-
numeric values are presented. The proposed features 
can separate legitimate transactions from frauds. The 
accounts are separated into two groups depending 
on the location of the previous transactions, which 
are ‘local-only’ and ‘has-abroad’ groups. The 
experimental result shows that the ‘has-abroad’ group 
can improve the true positive rate of detecting fraud 
from 75% to 100% TPR when applying the isolation 
forest outlier detection method. Moreover, the false 
positive rate is 8.23%.
	 From the experimental result, the proposed features 
and the location-based grouping is performed well on 
the transaction that occurred abroad. Compare to the 
previous research on fraud detection, the proposed 
location-based grouping extracts the behavior features 
of the accounts in the same group, while the previous 
works use the behavior of every account or credit 
card. To improve the performance of the transactions 
that occurred locally, like in Thailand, finer details of 
the location should be mentioned such as a place with 
many tourists or an isolation location of the ATMs. 
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