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An Intelligent Intrusion Detection System and Tracking

with Image Processing
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ABSTRACT

Current crimes and residential burglary occurred frequently which some of them are
often caused by inadequate security causing the loss of a large number of assets. When the theft
occurred, it takes a long time to track the criminals due to a lack of sufficient evidence for
operation. Residential uses of CCTV systems may not be sufficient to maintain the current
security in shelters because a CCTV system cannot prevent the attacker. It can only record the
data. This research aims to create a residential security system using image processing technology
from CCTV camera in combination with a security robot that can track movement and record
intruders. The system is connected to the internet and phone system to alert the intruder to the
owner or agency security. This will cause the system to maintain the safety of the residential area
and track the offender more effectively.
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N5UsTUIANANINAINDA
1. Motion Detection
Background Subtraction fie n1sugningfifinnsiadeuiioonainainvds Insnsauannmuds
shemsthnwaeasy a vnaafelunaniisety svhnsauiu safinisadeudidunvesingluam
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2. sTuUATIRdBUAMUUADASBUATATIATUNMTIARBUT (Security and tracking)

SPUUATINARUANNUADASRAYASIITUNISIARET (Security and tracking) feedves
waluladfianusaandszgndneiuidld 1iud ssuundensastie ffduneuitnmatunisedoud
Mndnvazvimswesyanaieglundesesadnlusifivy Barndumaedeuiitnguaintu sufifugu
91NMIAT9TU Maedeuiiinguunmadeulnidies Hidden Makov [1] wagldfinisfaununeeig
seiiies (2] sudunniaiitedn Approximate Bayesian [3] Inefinnsusunalaly vhewldigdusess
Matching Key Points [4] Wisananududeulunisiuinuas ﬁﬂﬁiwuﬁauiﬁmﬁ’uﬁ’mqﬁmné’fw VED)
Strong Prior Knowledge Lﬁaé’l’ué’ﬂwmsmiﬁnLﬁumamuwélﬁuﬁu (5] Favar i laTin1sanansonsas
Funsindeulmvesywdlasdumsiadeulmndeufiemnauaznnsyn ¢1u35 Bayesian Lioieulswey
2008 [6]

g T 1 200
(4] 0:00.9000 (1) 0:000020 b 0:d0.00.21 | view: {Mstion Tracker posees,
s v@esen o BDIDS !
A 8 C

Al 2 weluladasasunisiedsulm (Motion Capture System) [71,[8]
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3. Tassvreuszamiiey
lassneUszamidion vise YenuUszamiiey (artificial neural network) fe Tunanis
ANAAIANSNTBLULAANIIABUNILADSA NS UUTLUIANAATAUNARIENITATWILUUABULUATY Tad
(connectionist) uwAni3uuresmadailfinannsdnulasseluiidanin (bioelectric network)
Tuaues Ssusznouse lwadUszam (neurons) uar nUszauUszam (synapses) nalanaail d1eau
UszanmiAnanmaifeusesevinaaduszam suduedeneihamusamiu
4. Pixy (CMUcamb) Tugaussurananmdmiululasreulnsaiaas
Pixy (CMUcam5) ulugauszanananmdmiululasaaulnsaass lnanelulugaiinioe
UszananafiansnsaUsssnanatoyannamlyd aunsadensedulilasneulnsiaeslalonse amil 3 uans
nmadeselugaiululnsaoulnsaiass

A 3 mw‘?ﬁawiaimaa Pixy (CMUcam5) fiululasaeulnsaiass (Zineng Zhou et. AL2006)

doansiululasmeulnsaiaaseng q k1um1e UART serial, SPI, 12C, USB, digital, analog

- @anna (track) TnQdsie 9 W gnuea gnidaes vivednandan 9

- @9 track vasldmieusunanstentu

- yhnuiinnui 50 Hz Susunndmiuasivhlfuazsaiidaly

- fvundidesnsli track ldiemndenisielulinihndeaudinaduliandil

- #io USB ifleuansnalunoufninesuiousiusiionteyaiu (raw data) 990 sensor 3nUszanana
13Ul PC

- andad (color code) Llespysumisvieviinvesdswesienisulzansdfiunnsrsiul U
A9v0619 1

walulagaiuay
1. ssuusnanailedn
SruvaNeINails (embedded system) Aeszuudszananaiildlilasinswaisesiivanuwuy
wnlngtame Huszuuneuiamesunadndilslilugunsal insedddlulih uazindeadudidnnsetindsing 9
deriiuaruaana msannselitugunsainanturiugeiuadsinssuulssinana
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2. lulasnaulnsaiaas

lulasnevlnsaiaed Ao gunsnifianunsnasrsszuumunuld Tnsgunsaiifouadn uandu
gUnsalUszianansfsdiifidnssuerilsddunisiausneg iludiuies felidnvazadiofy
ADUNILMDS Gﬁﬂuﬁﬁwmaﬁqqﬂﬂiﬁjﬂwﬂuﬁﬂisﬂauﬁw wieUszanananats, wesalunisideurewuy
#7499

dnlszneuiiluvedilasroulvsaiaes

1. itheUszanananan (Control Processing Unit)

2. wiheAnus@eUsenausie RAM (Random Access Memory) wag EEPROM / EPROM /
PROM / ROM (Eraseable Programable Read Only Memory)

3. mhedu wazuanssatoya (Input / Output) FsiinesnuensuuuruuLazoynsy

4. ftiunan (Timer)

5. MEAIUANNIBUMBSIU (Interrupt Controller)

dulszneumaniifudfissdszneuiiuguvedlulaseeulnsanes lilasreulnsamosiudsd

dulsznevedvBudnifleiniuarmarsoiuegiululasaoulnsaae sutasiueddae W A/D (Analog
to Digital), PWM (Pulse Width Modulator) tJugu

nswaunszuuidafounazAnmudynsnaneluiiinende
mMaimunszuuLafounazAnmudunsnaeluiiinends sglinisuszsananadeyaninanndes
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findoulmanamduiyngnvidelal douil 2 Aeszuvdnmudyninlnglivusudianansaindeudiluds
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