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Abstract. Cyber threats remain a major concern for network security and data integrity, often causing serious consequences
through unauthorized access, data breaches, and malware attacks. Intrusion detection systems are essential for countering
these risks by continuously monitoring and classifying network activities. This study investigates the use of multilayer percep-
trons (MLPs) to optimize firewall log file classification and improve the identification of network events. Four activation functions
(Linear, Sigmoid, Tanh, and ReLU) were examined to determine the optimal configuration. The MLP model consistently achieved
high performance, with accuracy exceeding 99%, and the ReLU activation function demonstrated superior effectiveness. The syn-
thetic minority oversampling technique was applied to handle class imbalance in the firewall log dataset, improving the detection
accuracy of the minority reset-both class. Moreover, feature selection using XGBoost reduced the input set from eleven to five key
attributes, achieving 99.84% accuracy and improving computational efficiency. Experimental evaluations confirmed that the pro-
posed model effectively recognizes complex nonlinear relationships in network data. These results demonstrate the potential of
MLPs to enhance the accuracy, efficiency, and robustness of firewall log file classification for modern intrusion detection systems.

Keywords: cybersecurity, feature selection, firewall log file, imbalanced data, intrusion detection systems, multilayer perceptron,
neural network, multiclass classification

1 Introduction
Modern firewalls are primarily built on predefined signatures and rule-based logging mechanisms, which often fail to detect zero-
day threats or advanced anomalies [1]. In recent years, machine learning techniques have been increasingly applied to classify
firewall log actions with greater flexibility [2] and to integrate neural networks with oversampling strategies such as synthetic
minority oversampling technique (SMOTE) for improved packet classification [3]. However, challenges persist in firewall log
analysis, including excessive false positives and limited adaptability, even when ensemble learning approaches are adopted [4].

Modern firewall platforms, including next-generation firewalls (NGFWs), integrate log inspection, application awareness,
and heuristic filtering capabilities. However, these systems still rely on predefined policies and signature databases, which limits
adaptability to new or unseen attack behaviors [3]. Performance also tends to decline when NGFWs process large-scale or
complex traffic data, and static rule-based mechanisms struggle with class imbalance, often resulting in reduced classification
accuracy. In contrast, the proposed multilayer perceptron (MLP) framework uses a learning-based mechanism that captures
complex feature interactions within firewall log data. The integration of oversampling and feature selection techniques enhances
both robustness and efficiency, addressing adaptability and imbalance limitations typically observed in NGFW implementations.

Although substantial progress has been made, network security remains a critical concern as organizations continue to face
evolving and increasingly sophisticated cyber threats. With the growing ubiquity of internet-based transactions and data ex-
changes, cyberattacks are becoming more frequent and diverse, employing advanced methods to evade detection. Firewalls
alone cannot provide comprehensive protection against these threats [5]. Intrusion detection systems (IDS) have therefore been
developed to complement firewalls by monitoring network activity and distinguishing between normal and malicious behaviors
[6, 7].

Intrusion detection can be broadly categorized into misuse detection and anomaly detection. Misuse detection identifies
attacks by matching events against known patterns, whereas anomaly detection focuses on deviations from established normal
behavior [8]. The latter is particularly important for detecting emerging or previously unseen threats. Machine learning and deep
learning models, including MLPs, have been widely applied to improve detection accuracy and reduce false positives [7, 9].

Despite the growing adoption of learning-based techniques, important research gaps remain. Most existing studies focus
on traditional classifiers such as support vector machines, decision trees, and ensemble models, while MLP architectures have
received limited attention in the analysis of firewall log files. Prior research has rarely examined the effects of activation func-
tion selection, feature reduction, and data imbalance handling on MLP performance. The present study addresses these gaps
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by developing an optimized MLP classification framework that systematically evaluates activation functions, applies synthetic
oversampling, and integrates feature selection to improve both accuracy and computational efficiency.

Recent studies have explored advanced paradigms such as unsupervised learning, reinforcement learning, and generative ad-
versarial networks for intrusion detection. However, these models often demand extensive computational resources and complex
parameter tuning, which hinder real-time deployment [10, 11, 12]. Moreover, scalability, interpretability, and resource utilization
remain ongoing challenges in operational environments [1, 12, 13]. In comparison, MLP-based architectures offer a balanced
trade-off between simplicity, adaptability, and predictive performance, making them a strong foundation for scalable and efficient
intrusion detection systems [12, 14].

This study investigates the use of an optimized MLP network for detecting anomalous activities within firewall log data. The
contributions of this research are summarized as follows:

• Optimized neural architecture for firewall-based intrusion detection: An optimized MLP architecture achieves higher
performance than other classifiers on the firewall log dataset and demonstrates the capability of the model to learn complex
patterns inherent in network behavior.

• Comparative analysis of activation functions to address non-linearity: A comparative study of linear, sigmoid, hyperbolic
tangnt (Tanh), and rectified linear unit (ReLU) functions is conducted to model non-linearity in firewall log data effectively.

• Feature selection and class-imbalance management: Correlation analysis and feature-importance ranking from random
forest and XGBoost are used to identify pattern inputs, while the synthetic minority oversampling technique (SMOTE)
ensures balanced class representation. These strategies collectively enhance generalization and interpretability.

2 Related Work
This section reviews machine learning approaches to intrusion detection, with particular emphasis on firewall log analysis and
network anomaly classification.

Ertam and Kaya [15] proposed a classification method for firewall log analysis using a support vector machine (SVM) with
multiple kernel functions: linear, polynomial, sigmoid, and radial basis function (RBF), for firewall log operation classification.
Utilizing a dataset from Firat University containing 65,532 records with 11 features, they identified four salient attributes through
systematic feature selection: port numbers, byte counts, packet volumes, and temporal information. The RBF kernel achieved an
optimal precision-recall balance with an F1-score of 76.4%, while the sigmoid kernel, despite superior recall (98.5%), exhibited
lower precision, yielding an F1 of 74.8%. These results demonstrate the importance of kernel selection in achieving balanced
classification performance.

Roempluk and Surinta [16] investigated distributed denial-of-service (DDoS) attack classification using KNN, MLP, and
SVM on two benchmark datasets: KDD CUP 1999 and NSL-KDD. Duplicate instances were removed before model training
to ensure data quality. After removing duplicate instances, the datasets contained approximately 529,655 and 12,354 instances,
respectively. Experimental results revealed that the KNN model achieved accuracies of 99.984% and 99.087% on the KDD CUP
1999 and NSL-KDD datasets, respectively, outperforming both the SVM and MLP models.

Al-Behadili [17] conducted a comprehensive comparative evaluation of seven algorithms: decision tree, SVM, OneR, ZeroR,
artificial neural network (ANN), particle swarm optimization, and multi-class classifier. Employing an 11-feature representation
consistent with Ertam and Kaya [15], the study demonstrated that decision trees achieved the highest accuracy of 99.839%, where
as the ZeroR model obtained the lowest accuracy of 57.437%. This notable improvement over Ertam and Kaya’s F1 suggests
that tree-based methods may better capture the hierarchical decision structures inherent in firewall operations.

Aljabri et al. [18] conducted an experiment on a large-scale firewall log dataset containing 1,048,576 instances collected from
a private organization. The dataset included 25 attributes and was divided into four classes: allow, deny, drop, and reset-both.
To manage imbalance in the dataset, an undersampling technique was applied, reducing the dataset to 112,532 instances. Two
feature subsets were then created, consisting of 11 and 13 attributes, respectively. The random forest algorithm achieved the
highest accuracy, outperforming ANN, K-Nearest neighbor (KNN), J48, and Naı̈ve Bayes classifiers. Specifically, the random
forest achieved accuracy scores of 99.11% and 99.64% on the first and second feature subsets, respectively.

While the reviewed studies demonstrate the effectiveness of traditional machine learning for intrusion detection, several
critical limitations remain, including insufficient exploration of learning architectures, inadequate handling of class imbalance
and limited optimization strategies. This study addresses these issues by: (1) developing an optimized MLP architecture with
systematic hyperparameter tuning specifically designed for firewall log classification; (2) conducting a comprehensive analysis of
activation functions to identify effective non-linear modeling strategies; and (3) integrating feature selection with SMOTE-based
class balancing to enhance model generalization.
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3 Background and Theoretical Framework
This section establishes the foundational concepts and theoretical principles underlying the proposed firewall log classification
methodology. We first provide essential background on firewall operations and intrusion detection integration (Section 3.1), then
present the MLP architecture employed in this study (Section 3.2).

3.1 Firewall Operations and Intrusion Detection Integration
Firewalls function as the primary perimeter defense mechanism in network security architectures, establishing a controlled
boundary between trusted internal networks and untrusted external environments [19]. Operating at various layers of the OSI
model, firewalls examine network traffic against predefined rule sets and make filtering decisions such as typically allow, deny,
or drop, based on packet attributes including source/destination IP addresses, port numbers, protocols, and connection states.

Each filtering decision is recorded in firewall logs, which constitute structured event records containing critical metadata:
timestamps, source and destination endpoints, protocol types, port numbers, packet/byte counts, and the action taken (al-
low/deny/drop/reset). These logs provide a comprehensive audit trail of network perimeter activity and serve as the primary
data source for security analysis. In contrast to raw network traffic captures, firewall logs provide pre-filtered and aggregated
information that balances granularity with computational tractability, making them particularly suitable for machine learning
analysis.

Firewall efficacy depends critically on proper configuration; misconfigured rule sets can create security gaps or generate ex-
cessive false alarms [19, 20]. Moreover, traditional stateless firewalls and even next-generation firewalls (NGFWs) with advanced
features such as deep packet inspection and application control [20] cannot detect all attack patterns, particularly those involving
temporal correlations, multi-stage attacks, or subtle behavioral anomalies. This constraints motivates the application of ma-
chine learning to firewall log analysis, which enables pattern recognition beyond explicit rule-based filtering through automated
learning from historical data.

Figure 1: Schematic of network firewall connection.

Fig 1 illustrates the connection of the firewall within the network system, specifically highlighting the untrusted internet zone.
The untrusted zone encompasses areas where data can freely enter and exit through global connections. In contrast, the trusted
zone is confined within the organization, with access restricted to internal users. The demilitarized zone (DMZ) acts as a buffer
for network servers providing public services, with certain parts accessible and others restricted, as controlled by the firewall
[21].

To enhance firewall-based security, IDS provide an additional monitoring layer, available as hardware or software, designed
to detect malicious activities and alert security personnel in real-time [22]. IDS can be classified into two main types: network-
based IDS (NIDS), which monitors network traffic for suspicious behavior, and host-based IDS (HIDS), which tracks activities on
individual devices [23]. Detection methodologies encompass signature-based approaches that match traffic against known attack
patterns and anomaly-based techniques that identify deviations from baseline behavior [24]. While signature-based detection
performs well at recognizing documented threats, anomaly-based detection proves more effective for novel or zero-day attacks.
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Machine learning techniques have emerged as powerful tools for anomaly-based IDS, with algorithms including KNN, ANN,
SVM, decision trees, random forest, and Naı̈ve Bayes demonstrating enhanced detection accuracy by learning normal usage
patterns and identifying abnormal activities [15, 16, 17, 18, 25]. This study integrates fundamental IDS concepts with firewall log
analysis by employing machine learning to recognize patterns beyond explicit rule-based filtering. Our approach automatically
learns from historical firewall events, combining efficient firewall log data with adaptable anomaly detection. This creates a
scalable framework for identifying complex and evolving attack behaviors in network environments.

3.2 Multilayer Perceptron (MLP) Architecture
Firewall log classification can be formulated as a supervised multi-class learning problem. Let the dataset be denoted as

D = {(xi, yi)}Ni=1 (1)

where xi ∈ Rd represents the feature vector extracted from the ith log entry, and yi ∈ {1, 2, . . . ,K} denotes the corresponding
class label (e.g., allow, deny, drop, suspicious). The goal is to learn a mapping function f : Rd → {1, 2, . . . ,K} that minimizes
the classification error on unseen data.

Statistical learning theory states that the ability of a model to generalize depends on model capacity, the characteristics of
the training data, and the effectiveness of optimization in balancing empirical and structural risk [26, 27]. Firewall log data often
contain highly non-linear attack patterns, including temporal dependencies and correlated features, which are difficult for linear
classifiers to capture.

Neural networks address this limitation through the universal approximation theorem, which asserts that a feedforward net-
work with sufficient hidden neurons and non-linear activation functions can approximate any continuous function [28, 29]. This
theoretical guarantee makes neural networks particularly suitable for modeling the intricate relationships present in firewall log
patterns, where the discriminative boundary between benign and malicious activities is rarely linear in the original feature space.

MLPs, a specific type of feedforward neural network, leverage one or more hidden layers to capture these complex patterns.
Through backpropagation and gradient descent, MLPs iteratively adjust connection weights to minimize classification error and
optimize performance [30]. This adaptability has proven effective across diverse domains, including chemical engineering [31],
agriculture [32], and bioinformatics [33].

Furthermore, optimizing a neural network involves various strategies to enhance model performance, including hyperparam-
eter tuning (such as adjusting learning rate, batch size, and selecting optimization algorithms), weight initialization, and applying
regularization techniques (such as dropout, L2 regularization, and early stopping). Additionally, batch normalization and se-
lecting suitable activation functions (such as linear, sigmoid, ReLU, and Tanh) are essential for effective training. Combining
activation functions with dropout can help prevent overfitting and improve overall model performance [34, 35].

The MLP architecture consists of an input layer, hidden layer(s), and an output layer. Each neuron in layer l computes:

z(l) = W (l)x(l−1) + b(l) (2)

where z(l) is the weighted sum in layer l, W (l) is the weight matrix for layer l, x(l−1) is the output from the previous layer l− 1,
and b(l) is the bias vector for layer l.

Next, the activation function is applied to the result in each layer, as described in Equation (3):

x(l) = f
(
z(l)

)
(3)

where x(l) is the output (or activation) of the neuron in layer l, f(·) represents the activation function, and z(l) is the weighted
sum of inputs to the neuron at layer l. In this study, the activation functions used include linear, sigmoid, Tanh, and ReLU
[36, 37].

The structure of a neuron and the activation function in a perceptron is shown in Fig. 2. This figure illustrates the perceptron,
a fundamental unit in neural networks, which receives multiple inputs, each assigned a weight that reflects its importance. The
weighted inputs are summed, with a bias term added to adjust the activation threshold. This sum is then passed through an
activation function, introducing non-linearity and enabling the perceptron to model complex patterns. Finally, the output is
generated and either passed to subsequent layers or used for classification, depending on the position of the perceptron within
the network.

This research primarily examines activation functions, which allow neural networks to learn complex relationships and non-
linear patterns by transforming raw inputs into outputs that can be effectively processed, supporting the development of robust
and efficient models. The output characteristics of the activation functions are illustrated in Fig. 3. This manuscript evaluates
four activation functions, described below.
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Figure 2: Structure of a neuron and activation function in a perceptron.

3.2.1 Linear Activation Function

The linear function, also known as the identity function, is the simplest activation function used in neural networks. It is a purely
linear function, allowing the model to address problems where the relationship between inputs and outputs is strictly linear. The
linear activation function is represented by Equation (4):

f(z) = z (4)

3.2.2 Sigmoid Activation Function

The sigmoid function transforms inputs into values between 0 and 1, making it interpretable as a probability. The computation
of the sigmoid function is shown in Equation (5):

f(z) =
1

1 + e−z
(5)

3.2.3 Hyperbolic Tangent (Tanh) Function

The Tanh function maps input values to a range between -1 and 1, offering advantages during training, particularly for handling
negative input values. It is symmetric around the origin, making it effective for learning balanced data. The Tanh function is
represented by Equation (6):

f(z) =
ez − e−z

ez + e−z
(6)

where z is the input to the neuron and e is Euler’s number, approximately equal to 2.718.

3.2.4 Rectified Linear Unit (ReLU) Function

The ReLU function outputs the input directly if it is positive; otherwise, it outputs zero. This activation selectively activates neu-
rons with positive inputs while deactivating those with negative inputs, making the network sparse and enhancing computational
efficiency [38]. The ReLU function is represented by Equation (7):

f(z) = max(0, z) (7)

where z is the input to the neuron. If z > 0, the output is z; otherwise, if z ≤ 0, the output is 0.

4 Experimental Results

4.1 Firewall Log File Dataset
In 2018, Ertam and Kaya [15] collected firewall log data using a Palo Alto 5020 Firewall device installed at Firat University. The
dataset comprised 65,532 records, logged every 30 seconds, and categorized into four classes: allow, deny, drop, and reset-both.
Each record included essential information such as port, packet, byte, and time data, totaling 11 features. Detailed feature and
class descriptions are presented in Table 1 and Table 2, while Table 2 also visualizes the number of records by class.
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(a) (b)

(c) (d)

Figure 3: Comparison of activation functions: (a) Linear, (b) Sigmoid, (c) Tanh, and (d) ReLU.

Table 2 provides a summary of firewall operation data, categorizing actions taken by the firewall during network activity into
four distinct classes: allow, drop, deny, and reset-both. The Allow class, representing approved data transmissions, is the most
frequent, with 37,640 records. The drop class, where data transmission is blocked, accounts for 14,987 records. The deny class,
involving TCP resets without a response, includes 12,851 records. Finally, the reset-both class, where TCP is reset while data is
sent to both client and server, is the least frequent with only 54 records.

4.2 Experimental Settings
This study aims to identify the optimal parameters for model construction and to evaluate the performance of neural network
models. The MLP framework was implemented on Google Colab and developed in Python, utilizing the scikit-learn machine
learning library.

In this framework, the Firewall Log File dataset was split into training and test sets in a 7:3 ratio. The training set was used
to build the model, and the test set was employed to evaluate its performance. The research framework is illustrated in Fig. 4.

To determine optimal parameters, the model was trained using the Adam optimizer, chosen for its low memory requirements.
Experiments were conducted with a learning rate of 0.001, a momentum of 0.9, and a dropout rate of 0.25. Various numbers of
neurons in the hidden layer were tested, including 10, 20, 50, 100, 200, 500, and 1,000.

As illustrated in Fig. 5, the proposed MLP model comprises three layers: input, hidden, and output. The input layer has 11
nodes (∈ R11), the output layer has four nodes (∈ R4), and the hidden layer contains N nodes (∈ RN ), with N varying based on
the experimental setup.
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Table 1: Characteristics of the Firewall Log File Dataset
Feature Description
Source port Client source port
Destination port Client destination port
NAT source port Network address translation source port
NAT destination port Network address translation destination port
Elapsed time Elapsed time for flow
Bytes Total bytes
Bytes sent Number of bytes sent
Bytes received Number of bytes received
Packets Total packets
Packets sent Number of packets sent
Packets received Number of packets received

Table 2: Firewall Operation Classes
Class Description Records
Allow Allow data transmission 37,640
Drop Block data transmission 14,987
Deny Reset TCP with no response 12,851
Reset-both Reset TCP with sending data to client servers 54

4.3 t-Distributed Stochastic Neighbor Embedding (t-SNE) Visualization
In this study, t-SNE was used as a dimensionality reduction technique and an effective tool for visualizing high-dimensional
data into to two dimensions [39]. Through t-SNE, the firewall log file dataset, containing 11 features, was represented in a two-
dimensional space. As shown in Fig. 6, anomalies were detected, including clusters of deny class records appearing within the
allow class. Additionally, some instances of the reset-both class were observed within the deny class, presenting challenges for
accurate classification.

4.4 Imbalanced Data Preprocessing
We observed that the Firewall Log File dataset is imbalanced. As shown in Fig. 7, the distribution of firewall operations reveals
that most actions allow data transmission, while fewer instances involve resetting connections (reset-both class) or blocking
transmissions (deny and drop classes).

After dividing the dataset into training and test sets, a significant class imbalance was observed. The reset-both class contained
only 39 records in the training set, whereas the deny and drop classes had 10,021 and 10,502 records, respectively. Additionally,
the allow class had approximately 670 times more data than the reset-both class.

To address this imbalance, we applied the SMOTE [40, 41, 42], an oversampling method that generates synthetic samples to
balance minority classes with majority classes. In this study, we aimed to increase the Reset-both class to 1,052 records without
fully matching the levels of the major classes (around 10,000 records). Consequently, we randomly selected 1,050 records from
the deny class, 902 from the drop class, and 1,052 from the allow class, totaling 3,004 records. After applying SMOTE, the
reset-both class was expanded to 1,052 records, which were then added to the training set.

The t-SNE visualization in Fig. 8(b) illustrates the increased data distribution in the reset-both class after applying the SMOTE
technique.

4.5 Evaluation Metrics
We evaluated the performance of the MLP models for firewall log file classification using several metrics, including accuracy,
precision, recall, and F1-score [16, 35, 37, 43, 44]. A brief description of these evaluation metrics is provided below:

Accuracy refers to the ratio of correctly classified instances to the total number of instances in the dataset. It provides an
overall measure of model performance.

Precision focuses on the proportion of positive classifications that are actually correct, reflecting the quality of positive
predictions.

Recall measures how well the model identifies positive instances, emphasizing the model’s ability to detect true positives.
F1 is used to evaluate the performance of a classification model, particularly in cases of imbalanced datasets. It is especially

useful when both precision and recall are critical to the model’s effectiveness.
The equations for the metrics are as follows:
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Figure 4: Framework of the MLP for firewall log file classification.

Figure 5: The proposed MLP model for firewall log file classification.

Accuracy =
TP + TN

TP + TN + FP + FN
(8)

Precision =
TP

TP + FP
(9)

Recall =
TP

TP + FN
(10)

F1 =
2 · (Precision · Recall)

Precision + Recall
(11)

where TP, TN,FP, and FN represent true positives, true negatives, false positives, and false negatives, respectively.
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Figure 6: Visualization of the Firewall Log File dataset using t-SNE for dimensionality reduction.

Table 3: Classification performance of MLP models on the Firewall Log File dataset, showing average accuracy (%) on the
validation set, ± standard deviation, and test accuracy (%). Bold numbers indicate the best model performance

Activation Functions
Hidden Nodes Linear Sigmoid ReLU Tanh

Validation Test Validation Test Validation Test Validation Test
10 92.43 ± 0.01212 94.95 95.85 ± 0.00042 97.82 96.21 ± 0.00529 98.01 88.47 ± 0.10321 97.36
20 95.42 ± 0.01061 97.93 95.73 ± 0.00554 97.10 96.50 ± 0.01278 99.44 92.22 ± 0.04729 98.02
50 94.06 ± 0.01534 95.76 95.97 ± 0.00307 98.33 97.68 ± 0.00501 99.75 95.59 ± 0.00541 96.98
100 96.06 ± 0.00622 98.34 95.97 ± 0.00202 97.82 97.56 ± 0.01037 99.79 96.03 ± 0.00266 97.76
200 96.29 ± 0.00123 98.28 96.91 ± 0.00335 98.36 97.78 ± 0.00407 99.81 95.77 ± 0.00468 97.68
500 95.66 ± 0.01489 95.55 95.81 ± 0.00766 98.16 97.98 ± 0.00112 99.49 95.15 ± 0.01149 97.98
1000 95.77 ± 0.00831 98.52 96.12 ± 0.00246 98.12 97.76 ± 0.00276 99.66 95.43 ± 0.00985 98.25

Average 95.09 97.08 96.85 97.96 97.35 99.42 94.09 97.72

4.6 Experimental Results
4.6.1 Experiments on Optimizing Multilayer Perceptron Models

This research focused on optimizing of MLP models through the implementation of four activation functions: linear, sigmoid,
Tanh, and ReLU. The evaluation process utilized the Firewall Log File dataset. The dataset exhibited class imbalance across four
output classes: allow (37,640 instances), deny (14,987 instances), drop (12,851 instances), and reset-both (54 instances). The
experimental evaluation analyzed multiple parameters of the MLP model, emphasizing hidden node configurations and activation
functions.

Table 3 presents a comparative analysis of accuracy (%) results for the MLP model. The evaluation utilized the hold-out
method with three experimental iterations on the training (validation ± standard deviation) and test sets across seven hidden
node configurations (10, 20, 50, 100, 200, 500, and 1,000) and four activation functions: linear, sigmoid, ReLU, and Tanh.

The experimental results indicate that the MLP model implementing the ReLU activation function demonstrated superior
performance compared to alternative activation functions (linear, sigmoid, and Tanh) across seven hidden node configurations
for both validation and test sets.

In configurations with ten hidden nodes, ReLU achieved the highest test accuracy (98.01%), while the Linear function ex-
hibited the lowest performance (94.95%). As the number of hidden nodes increased, ReLU maintained consistent superior
performance, achieving maximum accuracy of 99.81% with 200 hidden nodes. In contrast, linear function demonstrated rela-
tively lower performance, achieving 96.29% accuracy with the same node configuration. The sigmoid, Tanh, and linear functions
exhibited comparable performance patterns, maintain average test accuracies consistently approximately 97%.
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Figure 7: Visualization of firewall operation distribution by class.

Table 4: Classification performance (precision, recall, F1) of MLP with different activation functions using 200 hidden nodes
Activation Function Class Precision (%) Recall (%) F1 (%)

Linear

Allow 99.70 99.67 99.68
Deny 99.69 80.40 89.01
Drop 94.56 100.00 97.20
Reset-both 0.30 13.33 0.58

Sigmoid

Allow 99.95 98.98 99.46
Deny 99.03 94.15 96.54
Drop 91.80 100.00 95.72
Reset-both 0.00 0.00 0.00

ReLU

Allow 99.93 99.95 99.94
Deny 99.68 97.01 98.33
Drop 98.79 100.00 99.39
Reset-both 5.81 33.33 9.90

Tanh

Allow 99.91 98.78 99.34
Deny 98.74 93.17 95.88
Drop 90.60 100.00 95.07
Reset-both 0.00 0.00 0.00

The comparative analysis established ReLU as the most effective activation function for this classification task, particularly
in configurations with 200 hidden nodes. The performance ranking of activation functions, based on accuracy metrics, positioned
sigmoid, Tanh, and linear in descending order of effectiveness.

The confusion matrices shown in Fig. 9 provide an in-depth analysis of firewall operation classification for each MLP model
with different activation functions. The confusion matrix for the ReLU activation function (see Fig. 9(d)) demonstrates accurate
classification across all classes. The model correctly classified 11,325 instances of allow, 4,464 of deny, and 3,830 of drop.

Although the training set included only a few records of the reset-both class, the MLP model with the ReLU function was
still able to learn the pattern and correctly classify three records. Misclassifications were minimal, with only a few errors in the
deny and reset-both classes, indicating a high level of classification accuracy.

Table 4 presents a comparative analysis of the classification performance, measured by precision, recall, and F1, for a MLP
model employing four distinct activation functions. The results indicate that the ReLU function achieved the highest performance
for the allow, deny, and drop classes, with precision and recall exceeding 98% and an F1 reaching 99.94% for allow class.
However, the reset-both class exhibited significantly lower performance across all activation functions, with ReLU achieving a
slightly higher F1 of 9.90% compared to near-zero values for the other functions. In conclusion, the ReLU function provided the
best classification performance, particularly for the major classes.
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(a) (b)

Figure 8: Visualization of the reset-both class data (a) before and (b) after applying the SMOTE technique using t-SNE.

4.6.2 Experiments on Feature Selection Techniques

We conducted experiments evaluating three feature selection methods: correlation analysis and feature importance (via random
forest and XGBoost).

For the correlation analysis, we generated a triangle correlation heatmap to visualize the pairwise correlation coefficients
between variables in the Firewall Log File dataset. As illustrated in Fig. 10, the heatmap revealed strong positive correlations
(indicated by lighter colors) between several features, including bytes, bytes sent, bytes received, packets, packets sent, and
packets received.

Additionally, we employed the random forest and XGBoost feature importance methods to compute relevance scores for
each feature. The resulting importance scores are presented in Fig. 11(a) and Fig. 11(b), respectively. Based on these scores, the
random forest approach selected eight features, while the XGBoost method identified five relevant features.

Table 5: Comparison of features selected by different feature selection methods
Feature Correlation Random Forest XGBoost
Source port ✓
Destination port ✓ ✓
NAT source port ✓ ✓
NAT destination port ✓
Elapsed time ✓ ✓
Bytes ✓ ✓ ✓
Bytes sent ✓ ✓
Bytes received ✓ ✓ ✓
Packets ✓
Packets sent ✓
Packets received ✓

Table 5 summarizes the features identified through correlation analysis and feature importance evaluation using random
forest and XGBoost methods. The MLP models were subsequently trained with these selected features. Each model employed
200 hidden nodes and the ReLU activation function, following the configuration determined in earlier experiments. Utilizing
XGBoost-based feature selection reduced the feature set from eleven to five attributes while maintaining comparable accuracy,
confirming that the reduced subset preserved sufficient discriminative information for effective firewall log classification.

The experimental results, as shown in Table 6, indicate that the feature selection method utilizing the XGBoost algorithm
achieved an accuracy of 99.84% on the Firewall Log File dataset. In contrast, the correlation-based feature selection approach
yielded a comparatively lower accuracy of 75%.
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(c) (d)

Figure 9: Confusion matrices for four activation functions: (a) Linear, (b) Sigmoid, (c) ReLU, and (d) Tanh.

4.6.3 Comparison with Existing Methods on the Firewall Log File Dataset

In this section, a comparative analysis is presented between the optimized MLP model configuration (200 hidden nodes and
ReLU activation) and three existing machine learning methods: decision tree, random forest, and SVM.

As shown in Table 7, the comparative evaluation was conducted on the Firewall Log File dataset. The MLP model, with
its optimal configuration identified in previous experiments, achieved an accuracy of 99.84%. In contrast, the decision tree and
random forest algorithms demonstrated accuracies of 99.839% and 99.7%, respectively, while the SVM obtained 98.5% accuracy.
These results indicate that the optimized MLP model outperformed the other existing techniques in classifying the firewall log
data.

The optimized MLP architecture achieved accuracy levels comparable to intrusion detection models [2, 15, 17] while demon-
strating measurable operational improvements. Consistent performance under varied hyperparameter configurations, in con-
junction with effective mitigation of class imbalance through SMOTE-based oversampling, demonstrates strong generalization
capability. Dimensionality reduction using XGBoost feature importance analysis decreased the feature space from eleven to five
attributes with less than 0.5% difference in accuracy.

5 Discussion
Our study demonstrated that MLP models consistently achieved accuracy above 99% across four activation functions. Addi-
tionally, we monitored for potential overfitting and found that the models successfully addressed these challenges, even with
imbalanced data. The detailed findings are presented below.
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Figure 10: Feature selection using triangle correlation. Lighter colors indicate features with higher correlation.

(a) (b)

Figure 11: Feature selection with (a) random forest and (b) XGBoost methods.

5.1 Comparison with Conventional Firewall Capabilities
Existing firewalls, including NGFWs, provide essential log inspection and traffic classification functions based on predefined
rules and signature-based detection. Although effective for identifying known attack patterns, these systems demonstrate reduced
accuracy when analyzing complex or high-dimensional network data and lack adaptive mechanisms for addressing imbalanced
log distributions. The proposed MLP framework addresses these limitations by modeling nonlinear feature interactions within
firewall log data to support adaptive classification of majority and minority traffic classes. The incorporation of SMOTE balances
class distributions, thereby improving detection accuracy for less frequent firewall log classes.

5.2 Imbalanced Data Problem
In this case, the imbalance in the Firewall Log File dataset is evident, with the reset-both class containing only 54 instances (see
Fig. 6), approximately 267 and 697 times fewer than the drop and allow classes, respectively. In the test set (see Fig. 9(c)), only
3 out of 15 reset-both instances were correctly classified, with 12 misclassified as deny class.

The confusion matrix demonstrates that the proposed method addresses class imbalance effectively, achieving high true
positive rates across all classes, including minority classes such as deny and reset-both. Despite the imbalance, the model
maintains a low misclassification rate, as indicated by minimal off-diagonal values. The results indicate that the model accurately
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Table 6: Model performance with different feature selection methods using the ReLU activation function
Feature Selection Method Accuracy (%)
Correlation 75.11
Random Forest 99.57
XGBoost 99.84

Table 7: Classification performance on the Firewall Log File dataset compared with existing methods
Reference Method Accuracy (%)
[17] Decision Tree 99.839
[2] Random Forest 99.70
[15] Support Vector Machine 98.50
Our Proposed MLP (200 hidden nodes and ReLU) 99.84

identifies instances of minority classes (deny and drop) without defaulting heavily to the majority class (allow) when adequate
instances are available. To address this, we used SMOTE to increase the reset-both class from 29 to 1,052 records. However, the
model struggled with imbalance when the minority class contained very few records.

The balanced distribution of correct predictions across classes suggests that the model achieves strong precision and recall
for each class. Techniques such as class weighting, resampling, or specialized algorithms for imbalanced data appear to have
contributed to this robust performance, reducing bias toward the more frequent classes.

5.3 Convergence and Overfitting Problem
The accuracy and loss graphs in Fig. 12 illustrate model performance over 200 epochs for both training and test sets. The accuracy
graph (Fig. 12(a)) indicates rapid improvement during the initial epochs, surpassing 98% around epoch 25 and approaching 99%
thereafter, signaling stable performance with minimal overfitting. Similarly, the loss graph (Fig. 12(b)) shows a sharp decline
in the early epochs, stabilizing near zero for both sets, which reflects effective error minimization. The close alignment and
convergence of training and test curves in both graphs suggests strong generalization, indicating that the model effectively
balances learning from training data while maintaining performance on unseen data.

(a) (b)

Figure 12: Illustration of (a) accuracy and (b) loss graphs over epochs during training with the ReLU activation function.

5.4 Optimize the Activation Function for Multilayer Perceptron Model
In our study, we optimized the proposed MLP model by experimenting with four activation functions. The ReLU activation func-
tion, as illustrated in Fig. 13, consistently achieved the highest accuracy across various hidden node configurations, frequently
surpassing 99%. This performance emphasizes the effectiveness of ReLU in handling complex, non-linear patterns within the
data. Additionally, ReLU enables the model to converge more rapidly and effectively during training. In contrast, the linear
activation function exhibits significant fluctuations, particularly a marked drop in accuracy at 500 hidden nodes. This instability
suggests that the Linear function struggles to capture non-linear relationships, limiting its reliability in this context.
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Figure 13: Accuracy comparison of four activation functions (Linear, Sigmoid, ReLU, and Tanh) for different hidden layer sizes.

6 Conclusion
This study examined the effectiveness of multilayer perceptron (MLP) neural networks for classifying firewall log data, empha-
sizing activation function selection, feature optimization, and data imbalance reduction. The optimized MLP model consistently
achieved high performance, with accuracy exceeding 99% across configurations, while the ReLU activation function produced
the most reliable results for major traffic classes. Applying the synthetic minority oversampling technique enhanced the classifi-
cation accuracy of the reset-both class and improved overall model balance, a challenge commonly observed in traditional firewall
systems. Moreover, employing XGBoost-based feature selection reduced the feature set from eleven to five attributes, achieving
99.84% accuracy while improving computational efficiency. Evaluation metrics, including precision, recall, and F1, confirmed
the robustness of the proposed approach in capturing complex, nonlinear traffic behaviors. The MLP-based framework demon-
strates significant advantages over conventional rule-based firewalls by providing higher classification accuracy, better handling
of imbalanced data.

Future work may focus on advanced optimization techniques, alternative oversampling methods to achieve better class bal-
ance, and validation on diverse datasets to enhance model generalizability. Integrating the MLP with ensemble learning could
further improve robustness, while adaptive modeling approaches may increase responsiveness to evolving cyber threats in real-
time network environments. Although this study primarily employed the Firewall Log File dataset, the proposed MLP architec-
ture has strong potential for generalization to other intrusion detection contexts. Benchmark datasets such as NSL-KDD [45] and
CIC-IDS2017 [46] contain similar log structures and feature representations, making them suitable for future testing to assess
robustness under varied network conditions. From an implementation perspective, the framework could also be incorporated into
next-generation firewalls [47] or security information and event management (SIEM) [48] systems to enable real-time anomaly
detection and classification in operational settings.
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