Sci & Tech.J.NKRAFA.[2022] 18(1), 15 - 25

Y] d o o Y
msnanldsunsuilszgnalumsdnmanajasassuazananiuaiudivesdlys QR Code
4 a o 4' d' d't:l a A o/
armnatiamssmsslummiemsaemsnilszansmulunesineims
The Application Development in Security and Privacy of QR Code Users Using

Steganography Techniques for Efficient Communication in the Royal Air Force

1*_Aaw  d 2# d = v
AWas aanane waz “szasn dszaiananis
2 099msAnk 1590581118599 1MAUITUNNEAT 1531

1*Phummipat Daungklang and " Prasong Praneetpolgrang

"2 Faculty of Academic, Navaminda Kasatriyadhiraj Royal Air Force Academy

*phummipat_d@rtaf.mi.th, #prasong - pr@rtaf.mi.th

UNAALD

& 2 { v o {3 v
Quick Response Code 30 QR Code 1Hu113 Iaalugunumaeniaie 2 ianiluwadniainns

c’

P Y A Y R Y Y 3 ~ G Y
llﬂﬁﬂﬂl@ﬂ31uﬁlﬂ@§1u§ﬂuﬂﬂﬂWWVlﬁﬁJ"IiﬂLGlJWOQ"lﬂQ'IEI LLa%iﬁﬂlﬁ’JNWHq‘ﬂﬂimWﬂW’l Nﬂi$18°ﬁﬂ“ﬂi‘lﬂlﬂuﬂ1i
H v r
m%yjaﬁﬁmmmwﬁjau Ltﬁ$81ﬂ(§l@ﬂ'l§i]ﬂfﬁ'l AdUU QR Code %Q"lﬁ’ﬁllﬂ'ﬂlluﬂﬂi%}ﬁ'lﬂiﬂﬂ'ﬁﬂﬂﬁﬂﬁ@ﬁ'ﬁ

- 9 [l o [l < 9 Ll ] ] [ g A Y
uazuamﬂaﬂumagmnmﬂuﬂ%ﬂqnu @EJ'Nll'iﬂﬁ'lﬁJ ﬁ”IﬂGl‘If QR Code @EJ'NlliJ'i$Nﬂigﬂﬂﬂ1iﬂlﬂuﬂﬂliﬂﬁuﬂlﬂﬂ
~ A o Y a ~ 1 [l A a I 1 o Y o g’z Y v KR Y o
ﬂ')"lllLﬁUQﬂﬂWiWLﬂﬂﬂ’NNLﬁﬂﬁ]ﬂ@f)TTu’JEJ\‘]”Iuﬁ'if)Qﬂ@%Lllﬂﬂ’ﬂlllﬂuﬁ’Ju@’J"lﬂ ANUU N’Jfﬂﬂfﬂ\?llﬂwquiZ‘Uﬂ

LY

a )

M1381M3 1 QR Code Tunn Tagldinaiinnisdmsndeyalinamineavesnimuuy daiedagiosiga

(Least Significant Bit: LSB) tiatin/sz@niainlumsindedoa15a28 QR Code Iiiauilanans
1 4 o A o o v @ J

Azl 1FeN o HAGNT N IAAENIMHAINITBINT I QR Code HANUARIOATINUNMNAURTDIUINADMILONILDE

) S = LY, a 1 A A ' Y o A
ﬂ’)f]fnﬂﬁ']in{ﬂﬂ %Qﬁ”liﬂiﬂ%ﬂl!ﬂﬁ@ﬂﬁﬂﬁﬂﬁ”ﬁ lla3LlaﬂﬁJaf]u"ln’Jﬁ'lﬁllﬂf]fn\iﬂaf]ﬂﬂﬂbluigﬂﬂlﬂiam']ﬂ

9

oo W 0 v oa e A o o ‘ Received : March 29, 2021
MmmAy: Mmidmsideya, saaos lna, dadeddgieeiya v .

Revised : March 14, 2022

Accepted : March 31, 2022

Abstract

A QR Code (Quick Response Code) is a 2D square barcode that is a result from conversion of text into
an image format, which can be quickly and easily accessed via mobile devices. They can be used as a substitute
for transmitting complex and difficult-to-remember information, so QR codes are popular today for communicating
and exchanging information. However, if QR codes are used carelessly, they can cause damage to organization
or breach of privacy. Therefore, the researcher has developed a system for concealing the QR Code in an image
by using the Least Significant Bit (LSB) pixel value masking technique in order to increase the efficiency of communication
with QR Code safely and reliable. The result is that the image after QR code “camouflage” is so similar to original image
that it is difficult to be distinguished by human eyes. It can be used for communication and information exchange

securely in the network.
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def make secrete_qrcode image(base image,qr_image):
rows,cols = qr_image.shape
for row in range(rows):
for col in range(cols):
if qr_image[row,col] >0 :
base_image[row,col,0] = base_image[row,col,0]+1

return base_image

@ 1

5 daneosnulSumagameussnndmiusou QR Code

=h.

1

dmSunszuIudau QR Code wiflunszuumsdounduvosnszuiumssima Ui 6) Tasaziinaan
1 Pixel Tummwadns i 18910n1561m3 199030 (The Embedded QR Image) Tl uiavgus eravdiiothunaraiy
QR Code (317 7) Helunsdifien Pixel 15 uiavgaziimualia Pixel ¥9991M QR Code 1511 0 Tuvaizdia Pixel
Fumuazimualia Pixel ¥0an M QR Code 15l 1 Tnonadn i IqAon M QR Code fioglugiuunluufiamse

ulauiudeanulidsuasannsadhlald

Embedded QR Image Binary Plain Text

iy
<l |::> = |:> [0066843943985]

sUfi 6 nszuIUMIHAY QR Code

def qrcode_decode(the_secret_image,rows,cols):
result = np.zeros([rows,cols])
pixels = np.array(the_secret_image)
for row in range(rows):
for col in range(cols):
if pixels[row,c0l,0] % 2 =0 :
result[row,col] = 1

return result

@

7 dane3iuaine QR Code
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5.2 daulsunsusInga QR Code (QR Steganography Client)
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5.2.1 Generate QR Code 32111 1uM5a3139 QR Code (@nugﬂﬁ' 9)
5.2.2 Encode QR Code 32711mM35U5212a1anN1581W519 QR Code 5IUAUNIN (mugﬂﬁ 10)

5.2.3 Decode QR Code Hludiuiing149au QR Code 7 1dsm519 13 lumw (muz1i 11)
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@ CS NKRAFA QRCode Steganography
User Login | Generate ORCode | Encode ORCode | Decode ORCode

Message Hello World

7+
I

Save |

Status . QRCode generated

' v

5UN 9 dma$13 QR Code

@ Cs NKRAFA QRCode Steganography

User Login | Generats GRCode | Encods QRCods | Desods GRCods |
Select sources

1.0RCode File  |o:test/greode payg
2.Image File C:itestfimage png
Process

]

Status :  The secrete image encoded
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