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Abstract

This study aims to study and analyze 1) the problems of cybersecurity in Rajabhat University, 2)
obstacles affecting the development of personnel cybersecurity competency, 3) personnel readiness in
cybersecurity of Rajabhat University and 4) to develop a model for cybersecurity readiness. A qualitative
research method was performed in this study. Twenty-five experts were selected for in-depth semi-structured
interview, including a focus group that approach to achieve cybersecurity problems, obstacles and cybersecurity
readiness index of Rajabhat University, prior to the content analysis was done. The analysis of results concluded
that the cybersecurity problems of Rajabhat University include: problems with cybersecurity measures,
determination of organizational policy, personnel problems, and attack problems. The obstacles affected to
develop personal’s competencies of Rajabhat University are as follows: executive policy, knowledge skill,
organizational culture and instability of network systems. In terms of readiness condition and cybersecurity
readiness index of Rajabhat University, this study introduced a cybersecurity readiness model which comprised
of system standard, infrastructure adjustment, digital technology utilization, personnel potential development,
cybersecurity competency and cybersecurity transformation. In addition, the cybersecurity readiness index,

contained 7 main factors and 24 sub-factors.

Keywords: Cybersecurity, Cybersecurity Readiness, Cybersecurity Index
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