nswalandaaunsaldmiuunuudaesgnsnieleiuaivainasiinainia

The Development of the Simulated Situations for RTAF Cyber Range
wadw Auu’ waz wduvey AW’
Payap Sirinam®” and Chalermkwan Siripanth?
meneeuiawed naensinw 1seeuwneiieoinawiliunngnsendsyl?

Computer Department Academic Faculty Navaminda Kasatriyadhiraj Royal Thai Air Force Academy2

E-Mail: payap_siri@rtaf.mi.th?", chalermkwan_s@rtaf.mi.th?

UNANEYD

nsiduadsiiinqusrasdiile 1) Anvisuuuulandanumsaidmivuusiaosgmsmlsives
AINANABINITVRINBINDINIA 2) MwInINsaslandanunisaldmiuiuuinassgnsmaluiues
AUAUABINTTVBILY 3) UsziliuaduianelalunisiiesArnuidmiunisadrdandantunisal
nguimeveInsUsziiugu 16 aulszneuluse 1) nqudidennyanaudleeinesineinia 3
\dumihgeuiizuinveundndunnusiuasasadslaiueussnasine1niasuan 6 au Lag 2) ngu
Fldauinly YszneumedniSeumneiieeimavusileues uazursnmsimaluladansaumaveamie
$1uau 10 au Inglduuulssiiunanuiiovelalunsussdusansldnu anfuadAildlunsinszi feo
Anade dndoauunnsgiu

nan1533emudn 1) JUuuunisimuilandaniunisaldmivuuudriassgminilaiuesid
ANUMIzaNiuNaineINAAsUsENaumglandd miuiniinwen1slaufsyuuiaglanddmiulniinue
n1stlesiuszuy 2) nsasralandaniunisaldmivuuudtassegnsnigdaiues amisanniunisniu
ﬂWsﬁmsmﬁﬂdmuamsﬁgumaumsﬂﬁﬁamsmaimua%tﬁaa%ﬁﬂﬁqmume%umaumsa%ﬂwéamumsd
dmiunuudtassgninisleiues Feid1ursanuazaIn wazantesintameinugvesgaiisland
anunsalld 3) nansusediuanuiianelanistiesianuinisasidlandanunsalluldnuass wuimwa
nsuszdiuanuiisnelalagsnagluseiuuin (X = 4.48, SD. = 0.49) uaznan1sUseiiiuszauaIuia
walasaanuansatunisuuwsidandanunisal wudwanisuszliuanuianelalagsivegluseduunn
(X =4.29,S.D. = 0.53) uenanil wamsé’umwaﬂmnQL%aa%wszﬁaLLaNmLmeaTumsﬁ@uu’muﬁ%’a
wuinAdedananamisaiandeseaiotlultlunmsfauaideiifedestunsiamaus

Pavsgnsmelgiuasifielniun1animms nswlasnuddelugnisdanisesdanuiiiienisimewnssialy

AdRey: Anusiupsasnsielaues, landanunisainidleiues, nsdtaesgmsvisluues

ABSTRACT
The objectives of this research were to 1) study situational problems for the RTAF cyber
range that are in line with the needs of the Royal Thai Air Force (RTAF), 2) explore a guideline to

create a cyber range according to the RTAF requirements and 3) perform an assessment of
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satisfaction in applying knowledge for creating a situational problem for a cyber range. The
researchers evaluated a target group of 16 people consisting of 1) a group of 6 experts from the
RTAF Cyber Center, which is the main agency responsible for the cybersecurity of the RTAF, 10
people and 2) a group of 10 general users consisting of cyber club’s air cadets and information
technology officers of the RTAF units, evaluating by the satisfaction assessment form to evaluate
the usage. The statistics used in the analysis were the average and the standard deviation.

The research findings showed that 1) a pattern for developing a situation problem for a
cyber warfare model suitable for the RTAF required the inclusion of problems for practicing
offensive skills and problems for practicing defensive skills 2) creating a flow of creations for a cyber
range helped facilitate and reduced the skill gaps of situation problem creators. 3) satisfaction
assessment result of practically applying the knowledge showed that the overall score was at a
high level (X = 4.48, S.D. = 0.49). Moreover, the satisfaction assessment results on the ability to
customize the situation problem revealed that the overall score was at a high level (& =4.29, S.D.
= 0.53). In addition, the results of interviews with experts to seek guidelines for research
development revealed that the research can be further developed and used for a higher level of
cyber range for military training and be transformed into knowledge management for further

dissemination.

Keywords: Cybersecurity, Cyber Situational Problems, Cyber Range
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wanITunauUNISUHUR (Flow of Actions) @111508aleriu 5 TunaUBINTIIRIZIEULEE19E38555U oy

v '
a va o o =

Aidedunadn TumeuRnseideaunsanausinduneuiiaiinaudesonnudilalindeiiies 3
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A 2 fasuuansdunaunsufoR (Flow of Actions) veslang Upload Shell (WebDav)

Al 2 wamssnuuansiunoun1sURTR (Flow of Actions) vestane Upload Shell (WebDav)
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ilovueLavteasnsliuinsiilaey sadamdestnifidululfvesssuudafosliniesiiodn
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yamstumsadslandinufanuuanstuneunisang (Flow of Creations) tieadsanuidlaluduneu
n1suURdaunsaldauls lnedujiRaiuisaleouinudnvuzvatland desluivesszuu wada
nadsidlutuneunisufifmamslsues ielfifudeyanugiilunsdniiuadalandl Taogide
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