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Real-Time Anomaly Detection of Cloud File Access Events

Using Streaming Machine Learning Techniques
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Abstract

This study aimed to develop a real-time anomaly detection approach for cloud file access events
using streaming machine learning techniques. The research was organized into five phases: baseline model
construction, model stability analysis, feature importance ranking, reduced feature-set comparison, and the

main experiment on a schema-adapted data stream transformed from HDFS logs to mimic cloud file access



19 12 211U 1 ¥new - Fourew 2569 110 21908, wnalu. Wdsafuniziiysé

events. The evaluation utilized a streaming dataset comprising a total of 250,000 events (consisting of
225,000 normal events and 25,000 anomalous events). The models examined in this study were Half-Space
Trees (HST), Logistic Regression (LR), and Adaptive Random Forest (ARF), and their performance was
evaluated using the prequential approach, which is suitable for continuously arriving data. The results
showed that ARF achieved the highest numerical performance when the core feature set was combined
with 11 additional engineered features, with an Accuracy of 0.849965 and an F1-score of 0.839121. However,
when the number of features and system complexity were also considered, the core feature set combined
with 5 additional engineered features was more appropriate for practical use, while still maintaining an
Accuracy of 0.803863 and an Fl-score of 0.782305. These findings indicate that ARF is the most suitable
primary model for anomaly detection in cloud file-system streams, and that the selected feature
configuration can serve as a basis for developing a risk detection and alerting system in real-world cloud

environments.

Keywords: detection, anomaly, cloud, file access events, streaming machine learning
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Pareto Frontier for ARF
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318N 396U Accuracy Fl-score 1SRRI
ARF re-validation 0.814367 0.796728 Tupandn
Threshold calibration 0.815418 0.815837 ﬁgmﬁmaﬂﬂ
HST validation 0.508909 0.674539 Tupatasu
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AnUnABnyunialel

aAUNMEarasUNaNITIdY
HANNITNARDIUDNUTAOAATDITULLIAAYBITUATY Anomaly Detection VNt aanTuNeINluAAALS

gnUsziunmeldaiudeyanivfsunvamiuna ldldansyatoyaniiiiosnsaies [6-8] Besssuvifvesdeyaidl

Y

v
=1
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