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1. Introduction

Since E-mail was developed in 1971 [1], it has become one of the primary
communication channels and is widely used on the internet. According to data
research from Raicati Group [2], in 2022, the number of worldwide e-mails,
including both business and consumer users, was 4.26 billion, with the daily
volume of sent/received e-mails per day being 333 billion. Along with the rise
in the number of e-mail users, it is predicted to reach 4.6 billion users in 2025.

Currently, e-mail has mainly been used in any kind of online activity for
personal and group communication. It is used not only for instant messaging

but also for signing up for online commerce, sending updated news notifications,
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and authorizing other forms when one is present on the internet. While users use e-mail for communication,
they may be imprudent to send the most sensitive kind of secret data such as credential numbers, application
passwords, birth dates, important business data, personal contact names, numbers, or medical health data.
Unfortunately, they are unsecured since regular e-mail and data sending are not encrypted. It allows for
phishing and other service providers unauthorized access.

There are 2 protocols commonly utilized for e-mail encryption: Encrypting an e-mail while it is in transit
(Transport Layer Security: TLS) and end-to-end e-mail encryption. TLS is a cryptographic protocol that
provides security for data sent between mail server to mail server. It uses public critical infrastructure (PKI)
to encrypt messages while they are in transit from sender to recipient. TLS stops e-mails from being read after
the sending but before the messages are delivered to the end system. It can avoid eavesdropping or altering
e-mail contents while delivering data over the internet. The advantage of using TLS is that it is easy for users
to send e-mails without extra work beyond clicking the send button, as it is provided by e-mail providers such
as Google (Ghali et al. [3]) and Apple [4]. However, if a cybercriminal can attack an e-mail account through
phishing, they can still read e-mail. Since TLS does not encrypt e-mail messages and cannot hide the messages
from the e-mail servers themselves, e-mail providers can still access the contents of our messages.

End-to-end encryption is also known as public key encryption. It is a method where e-mail messages are
encrypted by the stand-alone on the sender's system, and only the intended recipient can decrypt and read
them on their device. End-to-end encryption provides the highest level of confidentiality as it prevents any
third party or cybercriminal from reading or accessing messages atany delivery state. The encrypted messages
also cannot be read by the e-mail server. Moreover, the attackers cannot access data on e-mail servers since
they are encrypted on users’ endpoints. If an attacker tries to retrieve data from the servers, they will get
gibberish. End-to-end encryption makes communication safe. One may want to ensure sending financial and
private communication using end-to-end encryption since it is difficult for cybercriminals to retrieve sensitive
information.

Our work presents the Gid Crypto application, a stand-alone text data encryption and decryption; it is
easy to use with any e-mail text body. This tool ensures the generation of secure e-mails and encrypted text
data. We utilize various techniques, such as Diffie-Hellman [5] for key exchange, Mersenne Twister [6] for
issuing genuinely random numbers, and Advanced Encryption Standard (AES) [7] for creating cipher texts,
to ensure the utmost security of the information content.

The rest of the paper is organized as follows: Section 2 describes the material and methods used to develop
the tool. The results and discussion of our work are presented in Section 3, and the conclusion is provided in
Section 4.

2 Materials and Methods

2.1 Encryption and Decryption Principles

Encryption is turning plain text content, like text messages or e-mails, into cipher text/scrambled text
to protect it from being read by unintended parties. When the intended recipient receives the message, only
the person with the appropriate private key that matches the public key used to encrypt the message can read
it, which is called decryption.

Our goal is to make an application that is easy to use and maintains the highest security and
cryptographic standards. We follow 3 principles when developing this application. The first is implementing
Diffie-Hellman as a key exchange protocol; the second is issuing a new and unique encryption key with each
contact so we do not establish a similar pattern; we use Mersenne Twister. Finally, we use the Advanced
Encryption Standard (AES) to generate cipher and decrypted texts.

2.2 Diffie-Hellman Principles

Diffie-Hellman (DH) [5], or exponential key exchange, was one of the first public-key protocols
conceptualized initially by Ralph Merkle and named after Whitfield Diffie and Martin Hellman. It is a method
for securely exchanging cryptographickeys over an insecure public channel. For example, if two people, Alice
and Bob, wish to communicate over the internet, they need a way to exchange information that will be known
only to them. To do that, Alice and Bob first generate their private and public keys and then send them to the
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other side. After both parties obtain copies of each other’s public keys, they compute shared keys. The shared
keys will be used for symmetric cipher communication.

These steps can be understood with the diagram depicted in Figure 1. Our work uses the DH method
of securely exchanging cryptographic keys on a secure channel and even over an insecure channel.

A A

Alice Bob
Alice picks her ) . ) . ) Bob picks his
private key Private key : a Public Private key : b private key

Transport
Alice creates Public key : A K| 8,

; Bob creates
Public key : B
her public key “q,, e\@‘% his public key
Alice calculates . w W . Bob calculates
shared key Shared key : K Shared key : K shared key

Figure 1. Diffie-Hellman Key Exchange

I

There are some methods for the key exchange, such as Elliptic Curve Diffe-Hellman (ECDH), RSA,
Lattice-based Cryptography (LBC), and Post-Quantum Cryptography (PQC). We selected DH for its
simplicity, high effectiveness, and widely standardized. Moreover, even ECDH [8] offers more efficiencies but
would not offer more secure computation, while RSA [8] is used for key exchanges that lack forward secrecy.
LBC [9] holds some good promises for the future, but like RSA, it is more of a classical Public Key systems
certificate. On the other hand, PQC [9] is mainly to thwart attacks from a quantum computer, which is not yet
widely accessible, regardless of whether it is not a key exchange mechanism, and AES-256 has so far
demonstrated robustness against quantum threats. Our development work aims to make it usable on general-
purpose computers. With the Gid Crypto, we would like to create a stand-alone encryption system with no
certificates.

2.3 Mersenne Twister (MT)

Mersenne Twister is the most widely used pseudo-random solid numbers generator (PRNG). A
version of Mersenne Twister, MT19957, can generate an extremely long sequence with a period of 21997 -1
numbers before the identical series of numbers repeats [6]. If we compare MR19957 to the native Excel random
number generator function, (RND), it can only generate up to 22¢ sequences of numbers [10]. To ensure a higher
level of security, it is important to consider the length of sequences. The shorter the periods of sequence, the
easier the sequence can be detected and potentially reused by attackers. Therefore, we used MT as it provides
a more extended period and enhances the generation of truly random numbers.

While the MT is considered the default random number generator (RNG) in Python, it does have some
drawbacks, as outlined below [11] :

* If one can retrieve its previous bits, it is possible to predict the subsequent bits.
* Despite its massive size, MT may fail to meet specific statistical tests.
* Itis not flexible; it follows a specific mechanism.

After conducting numerous thorough tests, studying other advancements, and using our experience
to prevent the retrieval of bits by utilizing an MT random number generator, we iterate the process of
generating a random number using the MT output as an input 10 times. This ensures enhanced randomness
and makes it exceedingly difficult to reconstruct the original bits.
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2.4 Advanced Encryption Standard (AES)

The AES is a standardized symmetric block cipher developed by the U.S. National Institute of
Standards and Technology (NIST) [7]. It operates with a fixed datablock size of 16 bytes, with each block being
converted by using key sizes of 128, 192, or 256 bits long. After these blocks are encrypted, they are combined
to form a ciphertext. Other features of AES are also concerning:

* Stronger and faster than Triple-DES

* It comes with detailed specifications and design.

* Itis highly resistant to brute-force attacks, as it would take 36 quadrillion years to crack a
128-bit key [12]. Even with substantial computing power, cracking a 256-bit key would
require more time.

AES encryption is widely recognized as the standard for symmetric encryption due to its fast and
secure nature. It requires a 32-byte key, a 16-byte IV, and a ciphertext as input to generate the corresponding
plaintext output. The encryption levels can vary from 64 to 256 bits. In our work, we employ a 256-bit key length.

2.5 Database Technology

To make it practical for users, we added a database so the different keys (private, public, and shared)
could be saved, and the key exchange only had to be done once or at the users’ discretion, making recurrent
e-mail easier or the saving of multiple documents.

We use MongoDB as a local light and flexible database server. Moreover, PyMongo, the standard
MongoDB driver library for Python, is easy to use; it offers an intuitive API and interface, as shown in Figure
2, for accessing databases, collections, and documents. It also lets administrators encrypt data in transit and
data in permanent storage. Objects retrieved from MongoDB through PyMongo are compatible with
dictionaries and lists, so one can easily manipulate, iterate, and print them.

P
AL CONTACTS

Alan - 12436 : 436536543 : 9875654321 - 4048

Mew contact
Click button below

Mew Contact

red color:Contact key process Incomplete

Figure 2. Contact list in MongoDB

2.6 Interface

We aimed to create an interface that is both intuitive and simple. To achieve this, we applied UX/UI
technology, starting with creating a persona and an interaction design focused on simplicity of use. The Gid
Crypto encrypted and decrypted program has multiple interface screens: Contacts, Role Setting, Contact
Name, Keys generation, and encrypted and decrypted screens.
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2.6.1 Contacts

The initial page is the Contact page, shown in Figure 2, where users can create new contacts to initiate
communication. For those who have interacted previously, a window displays a list of contacts and their
corresponding encrypted keys on the right-hand side.

2.62Role Setting and Contact Name

If a user selects to create a new contact, the user has to determine if he is a sender or receiver. Thus,
the ROLE SETTING page is utilized. Once the user selects their role, they must input the contact name for
communication records, as seen in Figure 3.

@ BID
EAC Ry RO Eilm
ROLE SETTING @ EERTETD)

@ 1 am the sender Enter contact name

CONTACT NAME

() 1 am the receiver |

St Next

Figure 3. Role Setting and Contact Name pages

2.6.3 Keys Generation

The Keys Generation page is used when creating a new contact. This page is designed to work based
on the Diffie-Hellman key exchange algorithm. In this process (Figure 4), the sender, responsible for initiating
the communication, selects any desired private key and clicks the 'Save' button to save it to the database. Next,
the sender can generate a public key automatically by clicking the 'Get Public key' button. The next step
involves the sender sending their public key to the recipient on the other side. The recipient will then follow a
similar process by selecting a private key and generating their public key. The recipient will send their public
key back to the sender.

To generate the shared key on the sender's side, the private key of the sender, the public key of the
sender, and the public key of the recipient are used.

@ I
7 G @an}
PAER R
MY KEYS RECEIVED KEYS
Private K {The keys that | feceived by Ema) MY KEYS RECEIVED KEYS
ivate Key Private Key (The keys that I received by Email)
i Public Ke i
Public Key Save il Save Public Key Save Public Key 5
ave
Get Public Key Get Public Key
Share Key 19188631920758484 Share Key
Save Save
Save
Share Key Share Key
Save Save
Secrete Key Secrete Key
Create Secret Key | | Create Secret Key | |
Next Next

Figure 4. Keys Generation page

Figure 4 illustrates generating a Secret key at the bottom of the screen. To make it practically
impossible to crack, we designed to have another key, the Secret key. The Secret key is generated by adding a
2-layer extension of the Diffie-Hellman key exchange. The first layer, the MT algorithm, generates random
numbers, which are inputs for generating another random number for many rounds. This procedure makes it
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difficult for malicious individuals to calculate back to the initial MT numbers. The second layer is used with
the SHA-256 algorithm once a random number is obtained to generate the final Secret key. Hence, our
developed application utilizes a variety of algorithms to achieve highly efficient message encryption. As a
user, all they have to dois click the ‘Create Secret Key” button, and Gid Crypto will automatically generate the
Secret key based on the previously described processes. In this paper, implementation details and code
samples will not be shown to keep the application secure for anyone using it.

264 Encrypted and Decretep Interface

The encrypted and decrypted interface is designed to provide ease of use for users. To access this
interface, there are two options: selecting a contact list in Figure 2 or following the steps in Figure 4 to create
a new contact. Using this window is straightforward, as shown in Figure 5. Users can easily encrypt a message
by typing the desired text in the left-hand text box and clicking the ‘Encrypt” button. The message will be
encrypted and displayed in the right-hand text box. Similarly, to decrypt a message, users can paste the
encrypted text in the left-hand box and click the ‘Decrypt’ button, and the original message will be displayed
in the right-hand box. Examples of encrypted and decrypted interfaces for text e-mail, a CSV file, and coding
are displayed in Figure 5.
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Figure 5. Encrypted and decrypted Interfaces

To use the application, if one wants to keep his e-mail message secure, he will type his message into
Gid Crypto for encryption. Then, he can paste the encrypted message into his e-mail body and send it to the
recipient, who can decrypt it using his version of Gid Crypto.



96 ASEAN ]. Sci. Tech. Report. 2024, 27(2), 90-102.

3. Results and Discussion

3.1 Testing: AES Block Ciphers

We need to understand that AES relies on the substitution-permutation network principle to test our
encryption strength. This means it performs linked operations involving replacing and shuffling input data.
To evaluate the encryption capabilities of a stream cipher, it relies on 3 main components :

* Generating greater uniqueness and sensible cryptography
*  AES Information Blocks testing
* To test the encryption speed

The details of each test are as follows.

3.1.1 Generating greater uniqueness and sensible cryptography

To create the maximum entropy for our secret key, we employ a coding process consisting of four
consecutive steps; however, the details of these steps are not provided here. This approach is essential because
a possible attacker could compromise the public and shared keys. In the event of an attack, the adversary's
best strategy involves attempting to guess the key via brute force, Padding attack (PA), Chosen plaintext attack
(CPA), or Chosen ciphertext attack (CCA) [13-15]. For the chance of being right, it needs to compute the stream
cipher, then check to see whether it produces the observed outputs, and if so, guess the next bit it produces.
So, it is a lengthy and highly complex process and seems unlikely to succeed.

We apply the Mersenne Twister on the resulting secreted key for E-mail, Coding-data, and database-
data as follows :

1. Text E-mail: The application was tested for descending regular text e-mails. We first exchanged
our Public key, then made our Shared key, exchanged that key also, then encrypted regular text and sent it.
The party receiving the e-mail on a different computer had no problem decrypting the text.

2. Coding-data: In a second test, we took code in C# and Python and did the same. We sent our

encrypted code through e-mail and saved it in a directory to keep the code private.
3. Database-data: In our third test, we export data from the database/excel table and save it in
“comma-separated” format, encrypted and like with code before, e-mailing it to a third party or saving it in

a local directory for safekeeping.

According to our attempt to test it in a brute force attack covering 4 days, the testing yielded no success
in obtaining even the first 16 bits of the key. While it remains a theoretical possibility, achieving such a feat
would require an exceptionally powerful computer and extensive time and resources that were not at our
disposal during the testing process.

Our application uses a 256-bit key length to encrypt and decrypt a block of messages. The process
involves 14 rounds of 256-bit keys, each including processing steps that entail substitution, transposition, and
mixing plaintext to transform it into ciphertext. By selecting k = 256, we aim to provide robust protection
against potential adversaries. While standard cryptography typically opts for a key length of k > 128 for
security purposes, our implementation surpasses this standard by choosing k > 256. This decision helps
mitigate multi-target attacks and potential future quantum cryptanalysis, ensuring high security.

3.1.2 AES Information Blocks

It isimportant to note that our primary objective is not to safeguard a network against penetration but
rather to protect the privacy of a text message. Therefore, our focus is on establishing a robust encryption key.
Even if decryption were possible, the considerable time and specialized hardware required to achieve it would
render the effort futile, ensuring the preservation of the message's confidentiality.

For this, we use Symmetric Encryption AES-256 to provide quick encoding or decoding operations for
those who want to make an easy first choice for local or e-mail data encryption. As we mentioned above, AES
is an algorithm for block encryption that is in widespread use. There are six modes of operation of the AES
algorithm that were standardized and are the most well-known: ECB (Electronic Code Book), CBC (Cipher
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Block Chaining), CFB (Cipher Feedback), OFB (Output Feedback), CTR (Counter), and GCM (Galois-Counter-
Mode).

We evaluated those 6 encryption modes to determine the most suitable option based on the level of
security provided. Each mode offers a different level of security, so we examined the data from each mode to
make our decision. CTR and GCM stood out among the modes considered since AES-GCM is a well-known
and documented process. The GCM utilizes symmetric block encryption with CTR as the underlying cipher
mode. It also integrates authentication to protect the cipher, eliminating the need for separate integrity
measures and significantly enhancing encryption efficiency and security. While the time difference between
the two modes was minimal, we ultimately chose GCM due to its stronger security capabilities. Using GCM,
we could measure the time it takes to encrypt and decrypt data in LabView [16].

3.1.3 Encryption speed

We used LabVIEW [16], an application for measurement, control, and testing systems, to test our
encryption speed (as depicted in Figure 6). This testing aims to confirm that encryption of lengthy text can be
completed in a reasonable amount of time. Table 1 shows our testing speed, as demonstrated by various
examples. Those examples have been chosen to illustrate various approaches for testing text e-mail, CSV, and
source code files.
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1 1
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Encrypted Text Out

UKk5AKiogKiz}4DIOWHiVCelCx@SsTn6FT4Vm3T+
RIi5QjgsIKACTUSWiuTOVTE |
ot341dTs/
O0TFtgzkmGFsmqngz04g4QdqWqdPMLjTdw060qs/
pVXOsiNSKASTuode
gCHMOwyfvelyA3tdoLKbRFW7GSpsk98wnG3l+
23XS52FOWGDQSk= jmOEufhv2q
3Z3wQ3GYEEeBEQQOKfRsAA/
wq1CDxaaCLVhK2ShJATLm4WI1xZ2HEM2tHCb66km3
Password In
- Decrypted Text Out
845544960
As Moore's Law marches on, the Internet of
Things continues to gain traction, and
personal privacy is an above the fold news
story, the importance of cryptography on
the modern Internet continues to increase.
While once the realm of mathematicians
and hard core computer scientists,
cryptography has gone mainstream.
Vulnerabilities such as FREAK and POODLE

are renarted hu mainctream media and

Plain Text In

atmospheric noise, and even Lava Lamps. While these
processes are chaotic and

generate truly random numbers, they are relatively low
bitrate and can't keep up

with the needs of most crypto systems.

Provisioning of random numbers in bath computers
and dedicated crypto systems is typically driven not by
quality of randomness, but by a desire to build the
cheapest

o Is Decrypted text identical?

milliseconds

34
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on, the Internet of Things v(G578z3asuLAw9jgYcBYzbHICQZ 21 ms. mail: text
continues to gain traction, rKgoems7ssgo/zf0z9+VnOaD2{f9N4
and personal privacy is an G/4WKxjLyhzcelj7Ao9V5Fbuau9
above-the-fold news story, fjcFQUjgBJrOKwL87hFULo(OjhohgR
the importance of 1FuDv9xrEmdm
cryptography... UhW1leynz2Bld]JsXI6KEF ...
spinoza-francis.net,2020-08- 169994 wXNMWiGpjldI2c0ah5hm3CIO6Z 405327 117 ms. GCM/
26,http://www.escobar.org/ 7 Hioo07dt2v3GCycqez49tEIdm8X6 2 161 ms. CSV: text
2,10d AcafEBbAS5FcA,Kristin MazuDohOkjoRfUMLpfuXu2aPS/2
a,Ferrell,"Horn, Shepard and c¢qDBkfz69p+TiaOXMKt1WWK15L
Watson",Aaronville, Andorra QYtjyTmsV8dx5jTeLCcBgIYWCV
,932-062-1802,(209)172- M6x3L191zZUd0EqeUVr2S61gnXIte
7124x3651,xreese@hall- mJadnlEubmRETD58sJRADLPY2Z
donovan.com,2020-04- vkVuEqQEnNdmYE4Gd3ay+cU//1TW
27 https://tyler-pugh.info/ JJGR21sNBKGxD/12WmgIRVDsXS
3,67DAB15Ebe4BE4a,Briana, WQmSispMuL.z6igw7rQ0+myxNh
Andersen,Irwin-Oneal,East pOaf5QcCYmeWgUO3nDILL4Cqg
Jordan,Nepal,8352752061,(56 LkqAHB7OnUI8J/HBPP97rFYrU8
7)135- OfXAmMTQ/4g A+E+tItY02vXpwagc
1918, haleybraun@blevins- CmflotAzbn5HH5RVsD3zzI124rCG
sexton.com,2022-03-... BE7bc+PgNntjfE46Y+XVLIpswijo]gy
vHfiD+ ...

' 7334  6Ap0481ShF/H8QhkpYsy7MbfE+4 18108 53 ms. GCM/
" Date Developer uZMxtZp97m7CP6iJlev+PtLS4BzK 73 ms. code: text
Comments | xZ/EjywbQhZXVxT6Puw+hYbSUgqj
' - D4vLiBAwF3YzBC3bwk3ZhBHo3a
________________________ | RP8/§KdPMtQgMPWSU5Ck0uGSn
' 02/25/2010 A Alherbe nmt5aGhtTILtKjX8rWPiV6VOXGv

Original code |

[

"rms (Room Management
Services) application/web
service | l

Imports
MySql.Data.MySqlClient
Imports System.Text
Imports System.Math
Imports System.JO
Imports System.Collections
Public Class DbUtilsLedger
Dim conn As
MySqlConnection

18upzpAI4Tjmcj1GHJQSKwzvxBO
UKYC9YqawMsWzj4F6Tu4knS6+s
vbymEnaMm8sBjTVzXpkL/aMSW
5kt09jCBWhAZzEgQ/FL/wkEkMPas
qt3U25zzAtubM+Rv35pNxiYyNkU
JJywCSmp6btbcobkJo5cVNnc+]G+
bY1Ops3VWsuyGMyHgA9ue+
EcRALOLVywtEcx3RJHs2CF+oBC
Emaext7UVIDFfu2gSM5Ntjr6SU1r
zz1H74avGP96Grd61H7v24umKC
ZBs/SqKjFy5WIlijsyEmXg+WIlmnV
uXpkj7xvQgcRjyz3hFDSGYUNYu
dYOHPiUrPp6e+DBFejg0612UOKH
xlycepISyCH6yW7T1x7HOJ9cCNP
calsjZx0nji5QkpD3CJsXgeZ1s/7DV
EfOMLPvX1UidjWOzDuCFNVTTU
u7cUPV]yzv6q53/OlcoQu+htp9GC
+Ne08Pv7BDUS ...
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AES-256 GCM was tested versus CTR, as we expected GCM to require slightly more processing times
(0.059896 milliseconds) than Mode CTR because of its key-chaining nature.

We test 2 factors: the first is the issuing of the shared key and the second is the text encryption. Testing
was done with the keys' bit length with a system running 16 GB RAM and Intel core I5. A private (secret)
different key length from 4 to 10 digits, with a public key length from 8 to 16 digits. The bigger the private and
public keys, the longer the Shared key calculation time.

For the best results, see Figure 7. Testing has shown that a 6-digit private key and 16-digit public key
offered the best security versus functionality and speed (less than 1 second to create a 16-bit share key). The
best results were obtained with a 4-digit to 6-digit private key and 2 full 64-bit public keys.

My private Key Primary (The sender Public Key) My Share Key
1234567 45582810984602531 Make Share Key
Secondary (The receiver Public Key) Secondary(receiver) Share Key
Get Public Key 40560104219817839 26205624126592645 Make Secret Key

Figure 7. 64-Bits Shared key

3.2 Related work

Our work proposed Gid Crypto, a stand-alone encryption end decrypt application that runs
independently of network connectivity. The systems that operate similarly to Gid Crypto are rarely found.
Most available systems utilize certificates, a feature that Gid Crypto does not employ. Other applications that
work on cloud platforms or utilize key servers are as follows.

Microsoft Outlook [17] and Yahoo [18] are examples of services that use encryption in transit, which
means they protect the message only while in transit and cannot guarantee that it stays encrypted after the
messages reach the recipients. However, Microsoft 365 [19] provides options that use OME, IRM, and S/MIME
technology for users to set up e-mail encryption communication.

There are commercial tools that provide end-to-end encryption, such as Posteo [20], Tutanota [21], and
Lavabit [22]. Those e-mail providers generate closed platforms where the services handle key management on
their servers. Only users using the same platform can encrypt the messages to each other. To use their services,
one needs to register on their domains. Posteo has a trial account and later enforces an extra monthly charge
if users prefer additional storage space. Tutanota provides a free account for 1GB storage with basic private
communication. If users prefer multi-user support options, they must pay for a business account, while
Lavabit does not have a free trial account.

Trustifi [23] is cloud-based end-to-end security; it uses 256-bit AES encryption as our work. The same as
Posteo and Tutanota, it requires users to register on the system to use the service on their platform; both
senders and recipients must be members of Trustifi to communicate with each other; otherwise, the sender
must issue an advanced method on how to secure the sending message, for example, setting up a password
or phone number; yet merely 10 countries are covered. Trustifi service charges vary depending on the number
of users and the size of the organization.

Privilege [24] is an encrypted file-sharing and e-mail application. For e-mail, after Preveil is installed, it
creates a set of mailboxes for encrypted messages stored on PrevVeil’s server. It can be used with Gmail and
Outlook e-mails. If a PreVeil user sends an e-mail to another PreVile member, the message will be
automatically encrypted; if the recipient is not a PreVail user, the message will be sent as regular mail or
selected to be sent encrypted, then the recipient will be invited to join PreViel. It is free for basic features
usage. For a business/professional level, a monthly payment is required. Using PreVeil, one needs to have an
e-mail account while our work is free from applying for an account.
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Signal [25] is a free encrypted application for private messaging on Android and iOS mobile and Desktop.
However, to use Signal on a desktop, one must first install it on his mobile phone. Signal supports secure
conversation, shared photos, and video calls.

Work by (Livington et al. [26]) also has a class of encryption that provides a client-side encrypt-on-receipt
mechanism. Still, as we learn from Snowden [27], most of the work now is done at the server level or by
infiltration or official request, as it was done with “Silent Mail” whereby the data is checked as soon as it
reaches the Imap server, and before encryption whatever you are sending or receiving mail. In the case of
receiving, the user receives the ciphertext, the key decrypts it, and the spy software reads it. Whether working
for the government or not, a good hacker can infiltrate a mail server. This type of encryption will protect your
data during transport but will not offer the complete security of someone with sensitive data.

4. Conclusions

As our world becomes increasingly digital, the importance of privacy and security has grown significantly.
Communication has been one very important facet of coping with the challenges induced by societal digitization. We
need a multidisciplinary approach to develop the necessary tools for communication. It is crucial to balance
usability and security, so Gid Crypto was designed with these considerations in mind. We aimed to make the
application as secure as possible while being user-friendly and easy to navigate. Thus, Gid Crypto was
designed to encrypt e-mail messages, text files in .doc or .docx, and CSV file formats. We also must remember
that we live in a world of constant evolution where progress is advancing rapidly. So, Gid Crypto was created
with a flexible architecture that allows updates and upgrades.

Gid Crypto is a compact yet potent application explicitly designed for users seeking absolute control over
their data encryption process. It stands apart from other e-mail encryption systems, which sometimes have
potential backdoors compromising security. Gid Crypto guarantees no such vulnerabilities exist, offering
users peace of mind. It is an ideal choice for ensuring the seamless operation and enhanced security of a Silent
Mail system. With its advanced encryption algorithms and robust functionality, Gid Crytpo is exceptionally
well-suited for safeguarding the privacy and security of sensitive data. It provides a reliable solution to
complete a Silent Mail system and ensure the secure exchange of information.

We understand that our current work has limitations, particularly in terms of the accessibility of data that
needs to be encrypted and the evolving field of cryptanalysis. To overcome these limitations, our goal is to
enhance our work by introducing a function that enables the direct importation of file formats such
as .docx, .pdf, and excel into the application. Additionally, the current version of our work does not negotiate
any communication channel, but we are considering implementing this in future performance.

Currently, our main focus is creating a new method for enhancing security by using the distinct
randomness present in images. By utilizing parallel processing and an efficient randomness extractor, images
can exhibit a high level of randomness. Our ultimate aim is to create a complete and extremely secure
cryptographic system that can be used to protect data.
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