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1. Introduction

Adversarial attacks [1] have gradually become a research topic that
attracts attention today. They can be used to deceive machine learning models
and then produce wrong predictions. Even deep neural networks (DNN) [2] that
have succeeded in recent years are also subject to such threats. Therefore, many
aspects are susceptible to adversarial attacks, such as autonomous driving [3-5],
image classification [6, 7], natural language processing [8-10], etc., thus creating
huge security risks. There are two different attack forms: In digital form, the
attacker can directly input the input digital image into the DNN classifier, and
adversarial examples can also be generated by generative adversarial networks
(GAN) [11-13]. However, since the generation process is challenging to control,
using GANSs to perform an aqueous attack on a given test image is difficult. (2)
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Physical form, where the DNN classifier only accepts input from the camera, and the attacker can only present
adversarial images to the camera. Kurakin et al. [14] printed adversarial pictures on paper and took pictures
with a camera to successfully deceive the Inception v3 model. Evtimov et al. [15] placed black and white stickers
on traffic signs to fool the classifier. Athalye et al. [16] created a 3D-printed turtle mistaken for a rifle or game
by a DNN classifier. These illustrate that physical attacks require large or unlimited perturbations [17]. In
contrast, digital attacks, it is usually small perturbations, but small perturbations are too subtle to be captured
by cameras in complex physical world environments, which shows that although the generation of adversarial
samples in the digital world is similar to that in the physical world, the generation methods in the digital
world are difficult to transfer and apply to the physical world directly. On the one hand, there is a lot of noise
in the actual physical environment, which may cause perturbation produced by perturbing unobservable
limits. On the other hand, in the physical world, an attacker cannot directly modify the input data of the model.
Moreover, most digital attacks are white-box attacks [18, 19], while most adversarial physical attacks are black-
box attacks[20-22], so it is more practical to study adversarial physical attacks. Take the recognition of traffic
signs by self-driving cars as an example. Under normal circumstances, self-driving cars correctly recognize
real stop signs. However, if an attacker can physically and robustly manipulate the traffic sign, the deep neural
network may misjudge it as other actions. Well, this could have serious consequences. Therefore, this paper
focuses on traffic sign classification, establishes an autonomous driving platform, and deeply studies the
nuances of the physical world. Through comparative experiments on the effectiveness of several single
categories of physical attacks, such as QR code sticker attacks, Colored bar, and graffiti attacks, this paper
proposes a real and effective adversarial physical attack, a mixed attack, can pose a huge threat to self-driving
cars in recognizing traffic signs, and proves that physical adversarial perturbations can exist robustly under
realistic assumptions.

Current research on adversarial attacks in the physical world reveals potential threats and encourages
researchers to explore effective methods to defend against adversarial attacks. Several approaches have been
proposed, such as adversarial training [23], an adversarial sample-based generation and training strategy
designed to improve the ability of machine learning models against attacks. During training, the model is
exposed to adversarial examples with minor perturbations to force it to learn representations that are robust
to these perturbations. These techniques do not rely on detecting adversarial examples but formulate models
that perform equally well under adversarial and normal inputs. In terms of physical defense, this paper
proposes a model CBAM-ResNet26 & CBAM-Alexnet with better anti-interference performance based on the
improvement of ResNet18 for the currently popular sticker attacks and the mixed attack proposed in this
paper. It also proposes a model based on the currently popular adversarial training method. The optimal
proportion of the dataset for adversarial training of physical attacks. This paper aims to reduce the threat of
physical attacks on autonomous cars in identifying traffic signs by proposing a new model with better anti-
interference and improving physical defense methods. Our main contributions to this paper are:

1: An extensive comparison of single-category physical attacks.

2: This paper proposed a novel mixed attack. When compared to single-category physical attacks, our
mixed attack is more effective.

3: This paper proposes a new anti-interference model, CBAM-ResNet26 & CBAM-Alexnet. It has been
proven through experiments that it exhibits higher accuracy in the face of interference, which is better than
the current ResNet18 and Alex Net.

4: In terms of physical defense training methods, this paper established different proportions of
datasets containing adversarial examples, trained different models, and compared them. As the proportion of
adversarial examples increases, the recognition accuracy of smart cars gradually increases. However, an
excessively high ratio of adversarial examples will reduce the model's recognition accuracy of normal traffic
signs. Finally, this paper determined that the optimal ratio of the physical adversarial training dataset is 1:2.

2. Literature Review

2.1 Digital Attacks

Existing research on adversarial examples mainly focuses on two domains: the digital world and the
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physical world. Adversarial examples from the digital world are embedded directly into the input of the
model, and their amplitude is usually limited by the Ip norm, such as 1©-norm [6, 24, 25], 12-norm, and 10-
norm, to ensure that they are overlooked. In a white-box attack, after the attacker knows all the model details,
he can use the gradient to generate perturbations [26, 27]. For example, the L-BFGS attack [28] was an early
method to deceive models in image recognition tasks such as deep neural networks. This attack could already
successfully deceive state-of-the-art classification models at the time, such as Alex Net [6] and QuocNet [29],
resulting in the Misclassification of many image instances. In addition, digital attacks may also be black-box
attacks, where the attacker can only query the target model and obtain the corresponding output without
understanding its internal structure. In a black-box scenario, an attacker can exploit the cross-model
generalization capabilities of adversarial examples or reconstruct the internal information of the model
through multiple queries. Papernot et al. [30] proposed the Substitute Black Box Attack (SBA), an early
practical black box method. The key idea is to train a substitute model to imitate the target black box model
and use the white box attack method on the substitute model.

2.2 Physical Attacks

Academic research in recent years has examined whether adversarial attacks are effective in the
physical world. Some research has been applied to the physical world by generating attacks in the digital
world. ShapeShifter [31] generates adversarial stop signs with complex patterns by executing formulas, but
applying them to real traffic signs is difficult. AdvCam [32] uses neural style transfer to create naturally
corroded stop signs similar to the surrounding environment, making it difficult for humans to notice and
maintain significant disturbances. However, those perturbations that modify the image's pixels must survive
printing to be effective, and there is a high likelihood that the pixels will be lost in the printer's copy. Also,
noise-based perturbations are impractical in the physical world because they are difficult to capture with
distant cameras. Lu et al. [33] conducted experiments using traffic signs printed on poster paper and added
fixed perturbations to the background of the traffic signs. However, this method is less feasible in practical
applications because, in real life, the background is often not fixed. Evtimov et al. [15] proposed a Robust
Physical Perturbation (RP2) attack, successfully showing how the generated landmarks can be physically
implemented and fool the victim model in a controlled environment. The sticker attack proposed in it is a
scenario where the attacker prints some stickers containing adversarial perturbations and pastes them on real
traffic signs. Still, the mask used in the sticker attack only allows the perturbation to be generated on certain
parts of the traffic signs, and the attack target is more limited to stop signs. The mixed attack proposed in this
paper fully considers the suspiciousness of the attack, and its suspiciousness is low; this is achieved by adding
a small part of the modified object, and the modification is similar to the common "noise" in the physical world;
for example, people who are outside all year round There will be some stains, black spots on the traffic signs,
advertisements posted on the traffic signs, etc. Therefore, to most observers, a mixed attack on the traffic signs
may only be seen as vandalism or lack of quality and will not Arouse too much suspicion. Moreover, the
mixed attack in this paper can attack a wide range of traffic sign types in terms of attack targets and can have
different combinations of attack methods.

2.3 Physical Defenses

Adversarial training [23] is an effective defense method that retrains the model by injecting
adversarial examples into the training set at each training iteration. Although adversarial training is relatively
simple to implement and performs reasonably well, an adversarial trained model may still be susceptible to
other types of adversarial examples that the model was not trained on. For example, adversarial training using
examples generated by single-step gradient-based attacks (e.g., FGSM) shows robustness against the same
type of attacks even when evaluated at scale, but not against single-step methods. The training results in less
robust models for iterative gradient-based attacks such as BIM. Many methods have been proposed to make
models more robust to adversarial attacks. Ensemble adversarial training [34] is a variant of adversarial
training in which the model is retrained on generated adversarial examples to attack other pre-trained models.
This decoupling of the target model and adversarial training examples overcomes the overfitting problem
observed in ordinary versions of adversarial training. Trammell et al. [35] argue that ensemble adversarial
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training is a good approximation of internal maximization due to the transferability of adversarial examples
between different models. Furthermore, since the adversarial example generation process is independent of
the trained model, they hypothesize that overall adversarial training will be more robust to future black-box
attacks than standard adversarial training. Chen et al. [36] proposed the Drift Diffusion Model (DDDM) based
on Dropout. They applied dropout technology to generate a cropped model of the target model and then used
the output of each cropped model to perform threshold accumulation. When the decision evidence
accumulates to a certain threshold, the result is a robust output, formulating a model that performs equally
well under adversarial and normal inputs. Essentially, many of these methods attempt to reduce the model's
sensitivity to irrelevant changes in the input, effectively regularizing the model to reduce the attack surface
and limit the response to manifold perturbations. However, this paper starts from the model itself, proposes
a new anti-interference model, and applies it to physical adversarial training based on the principles of
adversarial training methods. By studying the different proportions of adversarial examples in the dataset,
the results of physical adversarial training are obtained the optimal proportion of the dataset.

3. Materials and Methods

3.1 Mixed Attacks

This paper proposes an innovative adversarial physical attack strategy —mixed attack. A mixed attack
is a multi-category combination attack, as shown in Figure 1. It mainly consists of QR code sticker attacks,
Colord bars, graffiti attacks, and several single-category physical jamming combinations, and these attack
elements can be combined in different ways or pasted in different locations to carry out mixed attacks on
traffic signs, so according to the combination of the way and the location of the paste, the mixed attacks are
very varied styles. Therefore, many types of mixed attacks depend on the combination and location. These
single-category interferences are relatively common in the physical world. In subsequent experiments, we will
compare the effectiveness of physical attacks such as QR code sticker attacks, Colored bars, and graffiti attacks.
Compared with traditional single-category physical attacks, mixed attacks combine multiple elements and
are more likely to mislead the judgment of deep learning models. The attack method mainly uses physical
stickers. As shown in Figure 2, the mixed attack is carried out by sticking it on the traffic sign to be interfered
with. It is designed to confuse the traffic sign recognition system of the autonomous car, causing it to generate
wrong predictions.

Figure 1. Example of mixed attack applied to a traffic traffic sign. (A) is a mixture of three attacks: QR code
sticker attack, Colord bar, graffiti attack pasted on a traffic sign, (B) is a mixture of QR code sticker
attack and Colord bar pasted on a traffic sign, (C) is a mixture of Colord bar, graffiti attack three



ASEAN ]. Sci. Tech. Report. 2025, 28(1), e254093. 50f 18

attacks mixed pasted on the traffic sign but at different locations on the traffic sign.

# Stop Sign »> DNN »> Stop
Recognition Prediction
Real Stop Sign - | Camera
Captyre oth
. ther
»  Stop Sign > DNN > X
P18 Actions
4 Recognition Prediction
Adversarial

Attack

Figure 2. In the face of a real stop sign, the self-driving car normally acquires an image through the camera
and then makes a stop action. Still, in the case of an adversarial attack, the camera acquires an
image of the attack and is interfered with to make other actions.

3.2 CBAM-ResNet26&CBAM-AlexNet

We introduce the CBAM (Convolutional Block Attention Module) module, as shown in Figure 3,
which combines channel and spatial attention mechanisms to enhance the model's feature extraction and
learning capabilities. Channel attention obtains global information through global average pooling and
maximum pooling, learns correlations between channels using convolutional layers and activation functions,
and highlights essential channels by applying weights to the feature map through a sigmoid function. The
spatial attention module, on the other hand, captures the spatial information between channels by performing
average and maximum pooling along the channel dimensions and applies the attention weights to optimize
the feature map. This channel and spatial attention combination enables the model to adaptively adjust the
importance of different channels and locations in the feature map, thus improving the model's ability to
recognize different targets and further enhancing the overall performance.

Based on this, we propose CBAM-Resnet26 & Alexnet. ResNet, as a deep convolutional neural network,
solves the problem of gradient vanishing and explosion during deep network training by the design of
residual blocks. Each residual block contains two consecutive convolutional layers, and the output of the
second convolutional layer is added to the first output to form a residual connection. Based on the original
ResNet-18 model, we propose a deeper Resnet26 model by adding convolutional layers and batch
normalization layers to enhance its representation and feature learning capabilities. Subsequently, the CBAM
module is introduced to construct CBAM-Resnet26. For better performance comparison, we added the CBAM
module to the classical model AlexNet to form the CBAM-AlexNet model.



ASEAN ]. Sci. Tech. Report. 2025, 28(1), e254093. 60f18

Spatial Attention Model

|

|

Conre baver |

|

i T a ) i
|

|

|

I

Sputia
 aontvetined Atwnt

Figure 3. (A) CBAM consists of a combination of channel attention and spatial attention. (B) CBAM-ResNet26
and CBAM-AlexNet framework diagram proposes a deeper ResNet26 model based on the
ResNet18 model.

3.3 Adversarial Physics Training

In addition to proposing a new model with better anti-interference performance to improve the
robustness of the autonomous driving system to physical attacks, this paper also introduces an adversarial
training method. It explores the optimal proportion of adding adversarial physical examples to the dataset.
Adversarial physics training improves the robustness of the model by adding adversarial examples to the
training data. We collected the adversarial examples in this paper, and then we constructed a training dataset
that contains images of normal traffic sighs and images of traffic signs using mixed attacks. However, the ratio
of normal and adversarial example images in the dataset here is not optimal. For specific research, we tried
datasets with different proportions of adversarial examples to train new model test effects and obtain the
optimal proportion of adversarial examples in adversarial physics training. Specifically, we set different
proportions of attack samples, such as 20%, 30%, 40%, 50%, etc., and trained corresponding deep-learning
models. We use advanced deep learning models to train the model during the training process. During the
experiment, we conducted a mixed attack on traffic signs. We evaluated the training effect of the model at
different scales and recorded its performance.

4. Experimental Setup

4.1 Experimental environment

This research is not limited to only using deep neural network (DNN) classifiers for testing. This
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research built an autonomous driving platform to study autonomous cars traffic sign recognition problems.
It used a smart car equipped with a Jetson Nano motherboard as the research object to simulate real scenarios.
Jetson Nano is a high-performance computing platform specially designed for embedded systems. It has the
characteristics of small size and low power consumption. It is very suitable for use in scenarios such as smart
cars so that they can complete tasks related to autonomous driving. The smart car is shown in Figure 4. To be
close to the most primitive self-driving car, the smart car does not add any sensors except a camera. It is also
combined with a deep neural network classifier to observe the traffic sign recognition process in a more
realistic situation; thus, experiments were conducted to evaluate model performance more accurately.

Figure 4. Smart car structure.

In the experimental environment, since the smart car continues to move forward while driving, the
distance and angle of its camera relative to the traffic sign will change, so we need to fully consider the
influence of these factors when designing the experiment. To simulate the real road environment, we chose a
map to imitate the black road as the road where the smart car travels, as shown in Figure 5. At the same time,
we took a series of measures to ensure the stability of the experimental environment. To create consistent light
conditions, we blocked out external light, minimized other potentially intrusive noises, and kept the interior
lighting steady, with a light intensity of 170lux. This paper chooses the four most basic functional indicators
of traffic signs in the physical world: “forward,” “left,” “right,” and “stop.” To prevent the experiment from
being accidental, two common traffic signs were chosen for each type of functional signage; these eight traffic
signs had a radius of 12 cm, and we made sure that they had bases made of the same material with a base
height of 6 cm, as shown in Figure 6. Such a design can reduce the possibility of the model identifying traffic
signs by observing differences in other aspects of the traffic signs and improve the reliability and
reproducibility of experimental results. At the same time, we also considered the importance of increasing the
number and diversity of traffic signs. By introducing more types of traffic signs, we can more comprehensively
evaluate the model's ability to recognize different traffic signs, thereby improving the rigor and practicality of
the research. This study can conduct effective autonomous driving research in a more realistic road
environment through the above comprehensive design..
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Figure 5. Smart car driving map.
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Figure 6. There are two types of “forward,” “left,
eight traffic signs.

right,” and “stop” traffic signs, and there are a total of

4.2 Experimental design

In this paper's experimental design, mixed attacks apply multiple single-category interferences to
traffic signs in a combined manner compared with the traditional single-category attack method. Therefore,
mixed attacks have multiple combinations. We randomly add mixed attacks on the traffic signs, which can be
grouped into 5 ways, as shown in Figure 7. A higher combination method (Figure 6) pastes these 5 ways of
attack on 8 traffic signs in sequence. It conducts 10 tests at five different angles and distance settings (tests at
each different angle and distance Twice). As shown in Figure 8, this multi-faceted testing method gives us a
more comprehensive understanding of the model's ability to cope with complex environments. We recorded
the smart car's response to the traffic signs during the test. We displayed the action probability distribution in
real-time through the car’s visual interface, as shown in Figure 9. When the probability value is higher than
0.5, the smart car will judge it as belonging to a category with a high probability value and successfully make
the corresponding action. When the probabilities of the four categories do not exceed 0.5, the smart car will
keep swinging left and right and pass the action. By analyzing probability distribution, we can more
accurately assess the impact of attacks on the model. This study can conduct effective autonomous driving
research in a more realistic road environment through the above comprehensive design.
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(A) (B) (€) (D) (E)

Figure 7. (A) QR code sticker attack, graffiti attack on the left side of the traffic sign, and Colord bar on the
right side. (B) There were two QR code sticker attacks and a Colord bar on the left side of the traffic sign.
(C) Only QR code sticker attacks and graffiti attacks are posted on the left side of the traffic sign.
(D) Only QR code sticker attacks and graffiti attacks are posted on the right side of the traffic sign.
(E) Only QR code sticker attacks, graffiti attacks, and Colord bars are posted below the traffic sign.

HH

A(-10,0°) B(-20,0°) C(-20,-60°) D(-20.-120°)  E(30,0°)

Figure 8. The location of the signpost is the origin (0, 0), the x-axis is the angle, and the y-axis is the distance.
a is 10cm from the signpost, 0°, b is 20cm from the signpost, 0°, ¢ is 20cm from the signpost, -60°, d
is 20cm from the signpost, -120°, and e is 30cm from the signpost, 0°.

{A) ResNet18(A) (B) ResNet18(A) (C) CBAM-ResNER26(A)

Figure 9. Probability distributions of actions shown in the visualization interface of the smart car, (A)
ResNet18(A) test without physical attack, the probability of left is 0.99, (B) ResNet18(A) test with
physical attack, the probability of left is 0.30, (C) CBAM-ResNet26(A) test with physical attack,
the probability of left is 0.96.

4.3 Dataset

Aiming at the traffic sign recognition problem proposed above to study the traffic sign recognition
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problem of the autonomous driving system, this study used self-collected data. Each dataset contains four
categories: forward, left, right, and stop. As shown in Table 1, first, we established a basic dataset A, which
collects normal pictures, which can ensure that smart cars can recognize traffic signs normally. Secondly, to
deeply explore the effect of mixed attacks and the impact of the ratio of normal pictures to models in the
dataset on model performance, we designed a series of adversarial physics training datasets, namely datasets
B, C, D, and E, where each the datasets all include varying proportions of adversarial examples to evaluate
the model's robustness and adversarial capabilities more fully. Next, we will detail the construction and
design of these adversarial physics training datasets.

Table 1. The construction of five datasets.

Dataset A B C D E
Number of attack images 0 800 1200 1600 2400
Normal images 4800 4000 3600 3200 2400
Total 4800 4800 4800 4800 4800
Proportions 1:5 1:3 1:2 1:1

4.3.1 Basic Dataset A

Firstly, we create a base dataset called Dataset A, designed to provide the basic data for the smart car
to recognize traffic signs properly and make corresponding actions. The dataset contains four main categories:
forward, left, right, and stop. We collected about 600 images covering eight types of traffic signposts and
categorized them according to their function. There are about 1,200 images for each classification, totaling
4,800 images.

This basic dataset provides an important foundation for subsequent experiments, allowing smart cars
to complete the basic functions of normal recognition of traffic signs. The model's recognition performance of
traffic signs with different physical attacks can be compared on this basis. You can also compare the anti-
interference effects of different models. Moreover, during the construction of Dataset A, we paid attention to
the diversity and sufficiency of the data to ensure that the model can accurately identify and make decisions
in various scenarios.

4.3.2 Dataset B

In Dataset B, we maintained a ratio of 1:5 between normal images and adversarial example images.
Specifically, we collected 500 normal images for each traffic sign and 100 images with adversarial examples
simultaneously. This ratio was chosen to enable the impact of the adversarial examples to be significantly
represented in the dataset so that the robustness of the model can be better assessed.

4.3.3 Dataset C

In dataset C, we slightly reduced the proportion of adversarial examples, keeping the ratio of normal
images to adversarial examples at 1:3. 450 normal images and 150 images with adversarial examples were
collected for each traffic sign. By adjusting the ratio of adversarial examples, we can observe the model's
performance under different interference levels in more detail, providing more references for the model's
performance evaluation.

4.3.4 Dataset D

In Dataset D, we adjusted the ratio of adversarial examples to normal images to 1:2. 400 normal images
and 200 images with adversarial examples were collected for each traffic sign. With this setup, we can further
enhance the impact of adversarial examples in the dataset to assess the robustness and adversarial capability
of the model more comprehensively.

4.3.5 Dataset E

Finally, in dataset E, we keep the ratio of normal images to adversarial examples at 1:1. 300 normal
images and 300 images with adversarial examples are collected for each traffic signpost. This balanced ratio
setting is intended to allow the model to have an equal number of training samples in the normal and
adversarial cases, thus better evaluating the overall performance and adversarial capabilities of the model.
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4.4 Model training

In our research, we conducted model training through the Google Colab platform. We uploaded the
organized datasets to Google Drive, which makes data access and management more convenient. We chose
PyTorch version 1.11.0 and the corresponding torch vision version 0.12.0 to ensure we could use the functions
and optimizations. At the same time, we adopted Python 3.11. In addition, we also use CUDA 12.1 to utilize
GPU for accelerated calculations to improve the efficiency of model training.

During the model training process, we divided the Dataset into a training set and a test set to ensure
the independence and fairness of training and testing. This method can effectively evaluate the model's
generalization ability and reduce the bias introduced by uneven partitioning of the Dataset. We set the number
of training epochs to 60, a reasonable value verified through experiments, which can avoid overfitting
problems while ensuring model performance. The learning rate is set to 0.001, a commonly used initial
learning rate that can maintain a faster convergence speed in the early stages of training and avoid oscillation
during the training process. We chose the Adam optimizer, an adaptive learning rate optimization method
that can automatically adjust the learning rate to adapt to the characteristics of different parameters, thereby
improving the model's convergence speed and generalization ability.

4.5 Evaluation methodology

In terms of evaluation methods, since our dataset is a four-category, the traditional average calculation
or simple accuracy evaluation method is not accurate for our statistical experimental results. We chose the
four-category confusion matrix method [5, 37]. This evaluation method is very suitable for our experiments.
We introduce the four evaluation indicators of precision, recall, F1 Score, and accuracy. The formula is as follows:

.. TP )
precision = TP L TP

= TP 2

recall = TP £ FN 2)

precision X recall
F1=2x—— €)
precision + recall

TP

= 4
accuracy Total (4)
Table 1. The distribution of TP, FN, FP, and TN is forward as the positive classification.
Predicted
Forward Left Right Stop

Forward TP FN

Left
Actual Right FP ™

Stop

In the calculation of evaluation indicators, we introduced four indicators: P (Positive), N (Negative),
T (True), and F (False) to evaluate the environmental perception ability of smart cars. Among them, P means
that the smart car predicts a positive classification, and N means that the smart car predicts an adverse
classification. T means that the smart car's prediction is correct, and F means that the smart car's prediction is
wrong. We took the related indicators of the forward class as an example to illustrate. By using forward as a
positive classification and other categories as a negative classification, we obtained a 4x4 confusion matrix. In
this matrix, TP means that the smart car correctly recognizes the positively classified traffic signs, FP means
that the smart car incorrectly recognizes the negatively classified traffic signs as positive classification, TN
means that the smart car correctly identifies the negatively classified traffic signs as negative. FN means the
smart car mistakenly identifies positively classified traffic signs as negatively classified.
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4.6 Experiment
4.6.1 Experiment 1: Evaluation of the effectiveness of different physical attacks in traffic sign attack recognition

This experiment evaluates the effectiveness of using the ResNet18 deep neural network model to test
different physical attacks. As a commonly used model for image recognition, ResNet18 has the advantages of
depth and residual connection. The model can learn identity mapping and avoid information loss when
processing complex image scenes. We fully trained and tuned Dataset A on colab, obtained the deep learning
model ResNet18(A), and deployed it to the smart car. Then, we conducted experiments on a series of single-
type adversarial attacks, including colored bars, background noise, QR codes, graffiti attacks, PR2, and the
mixed attacks we proposed (Figure 10), to compare the performance of ResNet18(A) in different physical the
accuracy, recall rate, precision and F1 Score of identifying traffic signs under attacks are used to
comprehensively evaluate the performance of the model in the face of various attacks.

(A) QR code  (B) colored bar (C) graffiti attack (D) background nois¢ (E) PR2 (F) mixed attack

Figure 10. Six different physical attacks.

4.6.2 Experiment 2: Comparative analysis of different deep learning models in traffic sign attack recognition

This experiment explores the differences in the performance of different deep learning models for
traffic road marking under the same physical attack. In addition to ResNet18, which is mentioned in
Experiment 1, AlexNet is a classical model, and CBAM-ResNet26&CBAM-AlexNet is also used. Firstly, we
trained and deployed these four models, and then, based on the results of Experiment 1, we applied the most
interfering physical attack on traffic road signs to compare the performance of these four models in
recognizing the attacked road signs. Performance. By analyzing the performance of the models in depth, we
can compare the models that are more resistant to interference.

4.6.3 Experiment 3: Exploring the effectiveness of Channel Attention and Spatial Attention

This experiment explores the effectiveness of Channel Attention and Spatial Attention in CBAM
(Convolutional Block Attention Module). To verify whether both need to be applied simultaneously, we
designed ablation experiments to remove the Channel Attention or Spatial Attention Module, respectively,
and evaluate their effects on the model performance. We chose dataset A, used ResNet26 as the base model,
added the following three modules: channel attention, spatial attention, and applied channel and spatial
attention at the same time, conducted training and testing, and generated a total of three deep learning models
deployed sequentially on a smart vehicle platform for testing and recorded the performance of the models in
the mixed attack. The main metrics we focus on include model accuracy and robustness to environmental
changes.

4.6.4 Experiment 4: Exploring the optimal ratio of physical adversarial training datasets

This experiment explores the defensive effect of models trained on Datasets with different proportions
of adversarial examples against physical attacks. We selected Dataset B, Dataset C, Dataset D, and Dataset E
as experimental objects. We used ResNet18, Alex Net, and CBAM-ResNet26 & CBAM-Alexnet to train and test
each dataset and generated 12 deep-learning models. They are deployed on smart cars, and then mixed attacks
are applied to traffic signs to record the performance of these models for evaluation. During the experiment,
we focused on the accuracy of the model on the attacked traffic signs and tested the accuracy of the better-
performing model on the original traffic signs. Finally, through the experimental results, we can confirm the
good effect of the adversarial training method in physical defense and derive the optimal proportion of
adversarial examples in the physical adversarial training set.
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5. Result and Discussion

According to Experiment 1, this paper loaded ResNet18(A) trained with Dataset A into the smart car
to test the accuracy of applying different physical attacks to traffic signs. The results can be seen in Table 3.
The smart car can identify the original traffic signs. The accuracy is 100%, indicating that the model fits well.
However, after applying physical attacks, the recognition accuracy decreases significantly. Among them, the
mixed attack designed in this paper has the greatest interference, with a recognition accuracy of 38%, which
shows that the mixed attack is very effective in attacking smart cars to recognize traffic signs. The background
noise has the smallest impact, with an accuracy rate of 98%, indicating that background interference has very
little interference with the smart car's recognition of traffic signs, indicating that the smart car's attention is on
the pattern of traffic signs. Among single-category physical attacks, the application of QR code attacks also
greatly interferes with recognizing traffic signs, with a recognition accuracy of 50%. Followed by color stickers,
the recognition accuracy is 75%. Graffiti attack interference is average, and the recognition accuracy is 89%.
Then, this paper imitated the robust physical perturbation (RP2) sticker attack proposed by Evtimov et al. and
applied it to traffic signs. It was found that the recognition accuracy was not very low, at 67%. This shows that
the sticker attack of PR2 is very important to this paper. The experimental interference of multiple traffic signs
is not great, and PR2 has certain limitations. The multi-category mixed attacks proposed in this paper will
more significantly interfere with smart cars' recognition of traffic signs.

Table 3.b Test results of smart cars against different physical attacks.

Evaluation Class Original Mixed OR- Background  Colored  Graffiti PR2
indicators Attack code noise bar attack

Forward 1 0.44 0.48 0.96 0.72 0.93 0.77

Precision Left 1 0.42 0.53 1 0.81 0.86 0.68
Right 1 0.61 0.87 0.96 1 1 0.76

Stop 1 0.3 0.36 1 0.61 0.79 0.61

Forward 1 0.33 0.56 1 0.96 0.93 0.8

Left 1 04 0.5 0.96 0.73 0.86 0.66

Recall .

Right 1 0.43 0.46 1 0.63 0.86 0.66

Stop 1 0.46 0.5 96 0.7 0.9 0.7

Forward 1 0.36 0.51 0.97 0.85 0.93 0.78

1l Left 1 0.4 0.51 0.97 0.76 0.86 0.66
Right 1 0.5 0.6 0.97 0.77 0.92 0.7

Stop 1 0.36 0.41 0.97 0.65 0.84 0.65
Accuracy 100% 38% 50% 98% 75% 89% 67%

According to Experiment 2, this paper compares the robustness of three models to physical attacks.
We use dataset A to train four models, which are ResNet18 (A), AlexNet (A), CBAM-ResNet26 (A), and CBAM-
AlexNet (A), and then from the results of Experiment 1, it can be seen that there is a greater interference with
the mixed attack, so this experiment applies the mixed attack is applied to traffic signposts. The experimental
results are shown in Table 4. Among the four models, CBAM-ResNet26 (A) shows better anti-interference
performance, with a recognition accuracy of 63%, followed by CBAM-AlexNet (A) model, with a recognition
accuracy of 51%, which indicates that the introduction of the CBAM module is beneficial to improve the
robustness of the model to physical attacks. In contrast, the recognition accuracy of the AlexNet(A) model is
51%. AlexNet(A) model has the lowest recognition accuracy of 30%.
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Table 4. Test results of ResNet18(A), Alex Net(A), and CBAM-ResNet26(A)&CBAM-AlexNet(A) on traffic
signs applying mixed attacks.

Evaluation .\ ResNet18(A) AlexNet(A) CBAM-ResNet26(A)  CBAM-AlexNet(A)
indicators

Forward 0.44 0.4 0.51 0.52
Precision Left 0.42 0.3 0.58 0.47
Right 0.61 0.5 1 0.56
Stop 0.3 0.18 0.45 0.46
Forward 0.33 0.4 0.7 0.6
Recall Left 0.4 0.3 0.56 0.45
Right 0.43 0.26 0.56 0.47
Stop 0.46 0.26 0.5 0.5
Forward 0.36 0.4 0.59 0.55
F1 Left 0.4 0.3 0.56 0.46
Right 0.5 0.34 0.71 0.51
Stop 0.36 0.21 0.47 0.48
Accuracy 38% 30% 63% 51%

Table 5. Performance comparison of CA-ResNet26(A), SA-ResNet26(A) and CBAM-ResNet26(A).

Evaluation indicators Class CA-ResNet26(A) SA-ResNet26(A) CBAM-ResNet26(A)

Forward 0.62 0.6 0.51

Precision Left 0.58 0.55 0.58

Right 0.62 0.61 1

Stop 0.56 0.53 0.45

Forward 0.65 0.65 0.7

Recall Left 0.55 0.5 0.56
Right 0.57 0.55 0.56

Stop 0.6 0.6 0.5

Forward 0.63 0.62 0.59

F1 Left 0.56 0.52 0.56
Right 0.6 0.58 0.71

Stop 0.58 0.56 0.47
Accuracy 59% 57% 63%

According to Experiment 3, by analyzing the experimental results of the three models, we can confirm
that channel attention and spatial attention contribute to the model's performance improvement. According
to Table 5, the experiments show that the CBAM model with complete model addition performs best under
environmental changes, verifying the necessity of applying channel and spatial attention.

According to experiment 4, we collected dataset B, C, D, and E based on the ratios of 1:5, 1:3, 1:2, and
1:1. Each dataset was trained using ResNet18, Alex Net, and CBAM-ResNet26. A total of 12 deep learning
models were generated for testing traffic signs applying mixed attacks. As can be seen from Tables 6, 7, and 8,
we found that increasing the proportion of adversarial physical attack samples within a certain range can
improve the robustness of the model. The most significant increase in accuracy was observed in the 1:5 and
1:3 ratios. In contrast, the increase in accuracy gradually slowed down in the 1:3 and 1:2 ratios, which
demonstrated that physical adversarial training provides a good defense against physical attacks. However,
the accuracy of some models decreases compared with the accuracy of the 1:2 ratio and the 1:1 ratio, which
makes it difficult to determine the optimal ratio. Therefore, we further analyzed the training effect of the model



ASEAN ]. Sci. Tech. Report. 2025, 28(1), e254093. 15 of 18

at different scales to determine the optimal adversarial physics training scale. We used ResNet18(D) and

ResNet18(E) to test the recognition accuracy of original traffic signs. As shown in Table 9, although ResNet18(E)
has a slightly higher accuracy than ResNet18(D) for traffic signs with mixed attacks, it does not. According to

the original roadmap, ResNet18(D) accuracy is close to 100%. In comparison, the accuracy of ResNet18(E) is

78%, which has declined. When the proportion of attacking samples is too high, it may negatively affect the

model's performance, decreasing the model's generalization ability. This suggests that if the proportion of

adversarial examples in the total dataset is too high, the model's task of recognizing normal traffic signs will

be affected, which confirms that the optimal ratio for physical adversarial training is 1:2 and demonstrates that

the adversarial physical training methodology can effectively improve the resilience of the autopilot system

against physical attacks.

Table 6. Test results of ResNet18 trained on different proportions of datasets for mixed attacks.

Evaluation indicators Class ResNet18(B) ResNet18(C) ResNet18(D) ResNet18(E)
Forward 0.72 0.74 0.77 0.79
Precision Left 0.36 0.59 0.78 0.77
Right 0.68 0.86 0.84 0.83
Stop 0.3 0.62 0.64 0.69
Forward 0.52 0.72 0.77 0.75
Recall Left 04 0.65 0.72 0.7
Right 0.37 0.62 0.7 0.77
Stop 0.5 0.75 0.8 0.85
Forward 0.6 0.72 0.77 0.76
F1 Left 0.37 0.61 0.74 0.73
Right 0.48 0.72 0.76 0.79
Stop 0.37 0.67 0.71 0.76
Accuracy 45% 68% 75% 77%

6. Conclusions

Due to the threat of adversarial attacks on automated driving, this paper is dedicated to studying
adversarial physical attacks, physical defense models on automated driving and physical defense training
methods. This paper conducts experiments by building an autonomous driving platform. The experimental
results show that in terms of adversarial attacks, the mixed attack proposed in this paper performs better than
the QR code sticker attack, Colored bar attack, graffiti attack, background attack, and PR2 attack. A mixed
attack can reduce the accuracy of traffic sign recognition of an autonomous driving platform by 38%. The
CBAM-ResNet26 proposed in this paper has better anti-interference performance regarding physical defense
models. Using the same dataset to train and compare the recognition accuracy, the recognition accuracy of
CBAM-ResNet26(A) reaches 63%, but the recognition accuracy of Alex Net is only 30%. Furthermore, this
paper collects datasets of adversarial physical training with different proportions. Through comparison, it is
found that as the proportion of adversarial examples increases, the recognition accuracy of smart cars is higher.
However, an excessively high ratio of adversarial examples will reduce the model's recognition accuracy of
normal traffic signs. Therefore, this paper finally concluded that the optimal ratio of physical adversarial
training is 1:2. The source code and, dataset video for this study can be found at
https://github.com/BiChuanxiang/Mixed-Attack-and-Physical-Defense-Strategies.
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Table 7. Test results of Alex Net trained on different proportions of datasets for mixed attacks.

Evaluation indicators Class Alex Net(B) Alex Net(C) Alex Net(D) Alex Net(E)

Forward 0.53 0.62 0.66 0.63
Precision Left 0.34 0.46 0.7 0.64
Right 0.6 0.84 0.82 0.71
Stop 0.23 0.5 0.46 0.59

Forward 0.45 0.57 0.65 0.7

Recall Left 0.3 0.5 0.6 0.6
Right 0.35 0.52 0.6 0.62
Stop 0.4 0.62 0.67 0.65
Forward 0.48 0.59 0.65 0.66
F1 Left 0.31 0.47 0.64 0.62
Right 0.44 0.64 0.69 0.66
Stop 0.29 0.55 0.54 0.61
Accuracy 37% 55% 63% 64%
Forward 0.7 0.81 0.93 0.88

Precision Left 0.68 0.83 0.86 0.85
Right 0.87 0.94 1 0.94

Stop 0.62 0.77 0.79 0.85

Forward 0.72 0.9 0.93 0.95

Recall Left 0.65 0.77 0.86 0.87

Right 0.67 0.8 0.86 0.8

Stop 0.77 0.87 0.9 0.9

Forward 0.7 0.85 0.93 0.91

Left 0..66 0.79 0.86 0.85

F1 Right 0.75 0.86 0.92 0.86
Stop 0.68 0.81 0.84 0.87

Accuracy 71% 84% 89% 88%

Table 9. Test results of CBAM-ResNet26-D and CBAM-ResNet26-E on the original traffic signs.

Evaluation indicators Class CBAM-ResNet26(D) CBAM-ResNet26(E)
Forward 0.95 0.78
Precision Left 0.97 0.78
Right 0.97 0.82
Stop 0.9 0.73
Forward 0.95 0.9
Left 0.92 0.65
Recall Right 0.95 0.72
Stop 0.97 0.85
Forward 0.95 0.83
1 Left 0.94 0.71
Right 0.95 0.76
Stop 0.93 0.78

Accuracy 95% 78%
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